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R #139

You have deployed a new 802.11ac WLAN for a customer who wants to take advantage of

802.11ac standardized Transmit Beamforming, After the mstallation you performa protocol capture to confirm Transmit
Beamforming is operating as expected. When analyzing the protocol exchange you observe the beamformer transmits a VHT NDP
Announcement frame but you never see the transmitted NDP. What do you conclude from this behavior?

A. NDPs are PHY PPDUs which contain no MPDU and therefore will not be displayed in a protocol analyzer.
B. This is normal, 802.11ac includes the NDP within the VHT NDP Announcement.

C. This behavior is non-standard and is likely a bug with the current driver.

D. This indicates the beamformer is misconfigured.

EfE: A

AR

Null Data Packets (NDPs) used in 802.11ac beamforming are PHY-layer constructs without MAC frames. Since protocol
analyzers capture at the MAC layer, NDPs do not appear in the capture even though they are transmitted, which is why only the
VHT NDP Announcement is visible.

R #140
You are using a protocol analyzer to troubleshoot a network and you notice a client frequently sending QoS Null Function frames.

What do you conclude?

e A This is normal behavior, these frames are used to flip the Power Management bit in the Frame Control field and are called
trigger frames

e B. This is normal behavior, these frames are part of the sounding exchanging used for Transmit Beamforming and are called
PS-Poll frames

e (. This is normal behavior; these frames are part of the WMM implementation to ensure Quality or Service and are called
announcement frames

¢ D. This is not normal behavior; the client is misbehaving and consuming valuable airtime

EfE: A

fEERA -
QoS Null Function frames are used by a client to indicate a change in its Power Management status without carrying data. They are
normal n WMM Power Save operations, allowing the client to enter or exit power-save mode efficiently.

B #141
Which Spectrum Analyzer plot visualizes the spectrum over time?

A. Real-Time FFT
B. Duty Cycle

C. Utilization

D. Waterfall

Ef#: D

H #142
You are exploring the packet decode of'an 802.11 data frame and notice the To DS and From DS bits of the Frame Control field
are both set to 1. Assuming the frame does not have a CRC error, what can you conclude about this frame?

A. The frame was transmitted between two WLAN infrastructure devices such as WLAN bridges or Mesh APs.
B. The frame is a retransmission.

C. This is non-standard 802.11 behavior and this frame must be part of the proprietary feature.

D. The frame has been transmitted on an Ad-Hoc network.



EfE: A

R :
‘When both To DS and From DS bits are set to 1, it indicates a wireless distribution system (WDS) frame. These are used when
frames are forwarded between infrastructure devices like APs in a mesh network or wireless bridge, not between clients and APs.

H #143

You are troubleshooting throughput problens for a WLAN cell. The cell is provisioned with an 802.11ac dual- band AP. Users
connected with both 5 GHz and 2.4 GHz connections are reporting performance problems.

The AP settings are properly optimized. No interface issues have been detected (either co-channel interference or non-Wi-Fi
interference) and the number of associated users is low.

‘What should you analyze to resolve the issue?

A. the Ethernet uplink and the network infrastructure
B. The antennas used on the client devices

C. The 5 GHz radio configuration

D. The 2.4 GHz radio configuration

H
R

: A
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