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HR #118
What.are the two elements of the risk analysis category of an IACS?
Available Choices (select all choices that are correct)

A. Business rationale and risk identification and classification
B. Risk evaluation and risk identification

C. Business recovery and risk elimination or mitigation

D. Business rationale and risk reduction and avoidance

EfE: A

A -
The risk analysis category of an IACS consists of two elements: business rationale and risk identification and classification]. Business
rationale is the process of defining the scope, objectives, and criteria for the risk analysis, as well as the roles and responsibilities of
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the stakeholders involved. Risk identification and classification is the process of identifying the assets, threats, vulnerabilities, and
consequences of a cyberattack on the IACS, and assigning a risk level to each scenario based on the likelihood and impact of the
attack1. These elements are essential for establishing a baseline of the current risk posture of the TACS and determining the
appropriate risk treatment measures to reduce the risk to an acceptable level. References: 1:

ISA/TEC 62443-3-2:2020, Security for industrial automation and control systems - Part 3-2: Security risk assessment for system
design, International Society of Automation, Research Triangle Park, NC, USA, 2020.

HA#119
Which part of the ISA/IEC 62443 series describes a methodology to develop quantitative metrics?

e A Partl-3
e B Part3-2
e C.Part1-2
e D.Part2-1

EfE: A

A :

ISA/TEC 62443-1-3 is specifically titled "System Security Conformance Metrics" and introduces a methodology to develop
quantitative metrics for assessing how well a system conforns to the ISA/IEC 62443 requirements.

"Part 1-3 defines a set of metrics to quantitatively measure the conformance of systenms and components to the ISA/IEC 62443
series. It supports repeatable assessment and benchmarking,"

- ISA/IEC 62443-1-3:2013, Scope and Clause 5

This allows organizations to establish measurable KPIs and drive continuous improvement in IACS cybersecurity prograns.
References:

ISA/IEC 62443-1-3:2013 - Scope and Methodology Section

ISA/TEC 62443-1-1 - Relationship to other parts

H #120

Within the National Institute of Standards and Technologqv Cybersecuritv Framework v1.0 (NIST CSF), what
is the status of the ISA 62443 standards?

Available Choices (select all choices that are correct)

A. They are used as informative references.

B. They are not used.

C. They are used as normative references.

D. They are under consideration for future use.

EE: A

R #121
‘Which model describes relationships between assets within an industrial automation and control system?

A. Zone model

B. Reference architecture
C. Asset model

D. Security level model

IEf: C

AR :

The asset model is used in ISA/IEC 62443 to represent and describe the relationships and dependencies between different assets in
an [ACS environment. This model helps organizations identify and document assets, their interconnections, and their significance for
operational and cybersecurity purposes. The zone model builds upon the asset model for segmentation, but the asset model itself
establishes the foundational relationships.

Reference: ISA/IEC 62443-1-1:2007, Section4.3.1 ("Asset Model"); Figure 3 ("Example asset model for IACS").



HR #122
‘Which of the following BEST describes 'Vulnerability'?

A. The result that occurs froma particular incident
B. The potential for violation of security

C. An event that could breach security

D. An exploitable flaw in management

IEf#: B

TR

According to IEC 62443-1-1, a vulnerability is defined as:

"A weakness in an asset or in the protective measures associated with that asset that can be exploited by a threat source." More
broadly, it represents the potential for a violation of security, rather than a guaranteed breach or specific event.

This aligns with the understanding in cybersecurity risk management - a vulnerability does not equate to an incident or result, but
rather a potential that could be exploited.

Incorrect Options:

A). An exploitable flaw in management - Too narrow; vulnerabilities exist in systems, software, devices, not just management.
B). An event that could breach security - That's a threat, not a vulnerability.

D). The result that occurs froma particular incident - That would be considered a consequence or impact, not the vulnerability itself.
References:

ISA/IEC 62443-1-1:2007 - "Terminology, Concepts, and Models"

ISA/IEC 62443 Study Guide
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