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Your company must follow industry specific regulations. Therefore, you need to enforce customer-managed encryption keys
(CMEK) for all new Cloud Storage resources in the organization called orgl.

What command should you execute?

e A. * organization policy: constramts/gep.restrictNonCmekServices
* binding at: orgl
* policy type: allow
* policy value: storage.googleapis.com
¢ B. * organization policy: constraints/gcp.restrictStorageNonCraekServices
* binding at: orgl
* policy type: deny
* policy value: storage.gcogleapis.com
e C. * organization policy:constraints/gep.restrictStorageNonCraekServices
* binding at: orgl
* policy type: allow
* policy value: all supported services
e D. * organization policy: constraints/gep.restrictHonCmekServices
* binding at: orgl
* policy type: deny
* policy value: storage.googleapis.com
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Requirerment:

Enforce the use of Customer-Managed Encryption Keys (CMEK) for all new Cloud Storage resources in the organization.
Policy Constraint:

Use the constraints/gep.restrictNonCmekServices constraint to enforce CMEK usage.

Policy Type and Value:

Set the policy type to allow to specify which services must use CMEK.

In this case, the policy value should be storage.googleapis.comto target Cloud Storage.

Command:

Applying the organization policy with the appropriate binding ensures that all new Cloud Storage resources under the organization
will require CMEK.

Steps:

Step 1: Go to the Google Cloud Console.

Step 2: Navigate to the Organization Policies page.

Step 3: Apply the policy constraint constraints/gcp.restrictNonCmekServices with the allow policy type and storage.googleapis.com
as the policy value.

Reference:

Organization Policy Constraints

Customer-Managed Encryption Keys (CMEK)
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Your company's cloud security policy dictates that VM instances should not have an external IP address. You need to identify the
Google Cloud service that will allow VM instances without external IP addresses to connect to the internet to update the VM.
Which service should you use?

A. Identity Aware-Proxy

B. Cloud NAT

C. TCP/UDP Load Balancing
D. Cloud DNS
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https/cloud.google.comynat/docs/overview

"Cloud NAT (network address translation) lets certain resources without external IP addresses create outbound connections to the
internet."
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Your organization uses Google Workspace Enterprise Edition tor authentication. You are concerned about employees leaving their
laptops unattended for extended periods of time after authenticating into Google Cloud. You must prevent malicious people from
using an employee's unattended laptop to modify their environment.

‘What should you do?

A. Require strong passwords and 2SV through a security token or Google authenticate.

B. Review and disable unnecessary Google Cloud APIs.

C. Set the session length timeout for Google Cloud services to a shorter duration.

D. Create a policy that requires employees to not leave their sessions open for long durations.

ZR: C
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Access Google Cloud Console:

Log in to the Google Cloud Console with admmistrative privileges.

Navigate to the "[AM & Admin" section.

Set Session Length Timeout:

Go to the "Settings" page within [AM & Admin.

Locate the "Session control" settings.

Configure the session length timeout to a shorter duration, such as 15 or 30 minutes. This ensures that user sessions expire
automatically after the specified time of mactivity.

Apply and Enforce the Policy:

Save the changes and ensure the new session timeout policy is applied across all users and services.

Communicate the new policy to employees, highlighting the importance of session security and the rationale behind the change.
Additional Security Measures:

Consider implementing additional measures such as automatic screen locks and secure session management practices.
Educate employees on the importance of logging out of their sessions and securing their devices when not in use.
Reference:

Google Cloud IAM Documentation

Session Management Best Practices
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Your company is using Cloud Dataproc for its Spark and Hadoop jobs. You want to be able to create, rotate, and destroy
symmetric encryption keys used for the persistent disks used by Cloud Dataproc. Keys can be stored in the cloud.

‘What should you do?

A. Use the Cloud Key Management Service to manage the data encryption key (DEK).
B. Use the Cloud Key Management Service to manage the key encryption key (KEK).
C. Use customer-supplied encryption keys to manage the key encryption key (KEK).
D. Use customer-supplied encryption keys to manage the data encryption key (DEK).
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This PD and bucket data is encrypted using a Google-generated data encryption key (DEK) and key encryption key (KEK). The
CMEK feature allows you to create, use, and revoke the key encryption key (KEK). Google still controls the data encryption key
(DEK). For more information on Google data encryption keys, see Encryption at Rest.

https//cloud. google.convdataproc/docs/concepts/configuring-clusters/customer-managed-encryption
https7//codelabs.developers.google.com/codelabs/encrypt-and-decrypt-data-with-cloud-kms#0
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Last week, a company deployed a new App Engine application that writes logs to BigQuery. No other workloads are running in the
project. You need to validate that all data written to BigQuery was done using the App Engine Default Service Account.

‘What should you do?

¢ A. 1. InBigQuery, select the related dataset.
2. Make sure the App Engine Default Service Account is the only account that can write to the dataset.
¢ B. 1. Use StackDriver Logging and filter on BigQuery Insert Jobs.
2. Click on the email address in line with the App Engine Default Service Account in the authentication field.
3. Click Hide Matching Entries.
4. Make sure the resulting list is empty.
e C. 1. Use StackDriver Logging and filter on BigQuery Insert Jobs.
2. Click on the email address in line with the App Engine Default Service Account in the authentication field.
3. Click Show Matching Entries.
4. Make sure the resulting list is empty.
¢ D. 1. Go to the IAM section on the project.
2. Validate that the App Engine Default Service Account is the only account that has a role that can write to BigQuery.

ZX: B
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To validate that all data written to BigQuery was done using the App Engine Default Service Account, you can use StackDriver
Logging (now known as Cloud Logging) to filter and inspect the logs for BigQuery insert jobs. By hiding the entries matching the
App Engine Default Service Account, you can ensure that no other service account has written to BigQuery if the resulting list is
enpty.

Steps:

Open Cloud Logging: Navigate to Cloud Logging in the Google Cloud Console.

Filter Logs: Apply a filter to display logs for BigQuery insert jobs.

Inspect Entries: Click on the email address that corresponds to the App Engine Default Service Account in the authentication field.
Hide Matching Entries: Select the option to hide matching entries.

Validate: Check if the resulting list is empty, confirming that no other service account has performed write operations to BigQuery.
Reference:

Google Cloud Logging

Monitoring BigQuery logs
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