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WGU Cybersecurity Architecture and Engineering (KFO1/D488) Sample
Questions (Q199-Q204):
NEW QUESTION # 199 
What is one purpose of an End User License Agreement?

A. Allow customers to legally use the software
B. Allow customers to legally modify and compile the source code
C. Allow customers to legally distribute the application to other users
D. Allow customers to legally create and sell a new version of the software

Answer: A

Explanation:
* AnEnd User License Agreement (EULA)is a legal contract between the software manufacturer and the user.
* The primary purpose of a EULA is togrant the user the right to use the software.
* It outlines the terms and conditions under which the software can be used.
* This can include restrictions on installation, distribution, and modification.
* The EULA helps protect the intellectual property rights of the software creator.
References:
* "Software Licensing Handbook" by Jeffrey I. Gordon.
* "Intellectual Property and Open Source" by Van Lindberg.

NEW QUESTION # 200 
Which stream cipher is a variant of the Salsa20 cipher, designed to be fast, secure, and resistant to cryptanalysis, and is commonly
used in combination with the Poly1305 authentication mode?

A. ChaCha
B. Electronic codebook (ECB)
C. Counter (CTR)
D. Cipher block chaining (CBC)

Answer: A

Explanation:
The correct answer is C - ChaCha.
According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488) materials, ChaCha is a stream cipher developed as
a variant of Salsa20. It offers enhanced security, improved performance, and resistance to cryptographic attacks. It is often
combined with Poly1305 forauthenticated encryption, commonly used in modern secure communications.
CTR (A) and CBC (B) are block cipher modes, not stream ciphers. ECB (D) is a block cipher mode and is insecure due to its lack
of diffusion properties.
Reference Extract from Study Guide:
"ChaCha is a modern stream cipher, evolved from Salsa20, designed for speed and security, and often used alongside Poly1305 for
authenticated encryption."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Encryption Technologies
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NEW QUESTION # 201 
A software company is reviewing its disaster recovery plan and wants to identify the criticality of its business processes to prioritize
its recovery efforts.
Which will determine the criticality of its business processes?

A. Disaster recovery (DR)
B. Business impact analysis (BIA)
C. Incident response (IR)
D. Business continuity planning (BCP)

Answer: B

Explanation:
The correct answer is B - Business impact analysis (BIA).
According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), a BIA identifies and prioritizes critical business
functions and assesses the impact of disruptions on those functions. It determines recovery priorities and establishes the framework
for disaster recovery and business continuity planning.
BCP (A) is the broader planning effort. DR (C) focuses on restoring systems. IR (D) responds to specific incidents, not overall
business impacts.
Reference Extract from Study Guide:
"Business impact analysis (BIA) determines the criticality of business processes by assessing thepotential impacts of disruptions,
providing the foundation for prioritizing recovery efforts."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Business Continuity and Disaster Recovery Planning

NEW QUESTION # 202 
Which risk management strategy will ensure the secure configuration and deployment of a new supply chain management system and
prevent identity theft?

A. Implementation of multifactor authentication for all user accounts
B. Configuration of the system to disable all universal serial bus (USB) ports on all workstations
C. Use of a strict firewall policy to restrict access to the system's server
D. Implementation of regular vulnerability scans and patch management

Answer: A

Explanation:
The correct answer is D - Implementation of multifactor authentication for all user accounts.
According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), multifactor authentication (MFA) strengthens
identity verification by requiring multiple forms of credentials, significantly reducing the risk of identity theft.
Firewalls (A) and USB port controls (B) improve system security but do not directly prevent identity theft.
Vulnerability scanning and patch management (C) address software weaknesses but not user authentication.
Reference Extract from Study Guide:
"Multifactor authentication (MFA) enhances user account security by requiring multiple verification factors, making it significantly
harder for attackers to commit identity theft."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Identity and Access Management Best Practices

NEW QUESTION # 203 
An organization's board of directors is reviewing the risk register and attempting to evaluate whether there is too much risk for the
organization.
Which metric should the board review?

A. Risk tolerance
B. Risk treatment plan
C. Risk evaluation plan
D. Risk appetite

Answer: D



Explanation:
The correct answer is A - Risk appetite.
As per the WGU Cybersecurity Architecture and Engineering (KFO1 / D488) coursework, risk appetite defines the amount and
type of risk an organization is willing to accept in pursuit of its objectives. It is a strategic-level metric used by executive leadership
and boards to determine if the current level of risk exceeds what the organization is comfortable handling.
Risk evaluation plans (B) outline how risks are assessed, treatment plans (C) describe mitigation actions, and risk tolerance (D) is
more operational, defining acceptable variation from the appetite but not the overall strategic limit.
Reference Extract from Study Guide:
"Risk appetite represents the amount of risk an organization is willing to pursue or retain and is established by senior leadership as
part of governance activities."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Risk Management Concepts
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install the Cybersecurity-Architecture-and-Engineering Exam Guide on your computers, mobile phone and other electronic devices.
There are no restrictions to the number equipment you install. In short, it depends on your own choice. We sincerely hope that you
can enjoy the good service of our products.
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