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ISC System Security Certified Practitioner (SSCP) Sample Questions
(Q1048-Q1053):

NEW QUESTION # 1048
Which OSI/ISO layer does a SOCKS server operate at?

e A. Session layer
¢ B. Transport layer
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e C. Data link layer
¢ D. Network layer

Answer: A

Explanation:

Section: Network and Telecommunications

Explanation/Reference:

A SOCKS based server operates at the Session layer of the OSI model.

SOCKS is an Internet protocol that allows client-server applications to transparently use the services of a network firewall. SOCKS
is an abbreviation for "SOCKetS". As of Version 5 of SOCK, both UDP and TCP is supported.

One of the best known circuit-level proxies is SOCKS proxy server. The basic purpose of the protocol is to enable hosts on one
side of a SOCKS server to gain access to hosts on the other side ofa SOCKS Server, without requiring direct "IP-reachability” The
protocol was originally developed by David Koblas, a system administrator of MIPS Computer Systers.

After MIPS was taken over by Silicon Graphics in 1992, Koblas presented a paper on SOCKS at that year's Usenix Security
Symposium and SOCKS became publicly available. The protocol was extended to version 4 by Ying-Da Lee of NEC.

SOCKS includes two components, the SOCKS server and the SOCKS client.

The SOCKS protocol performs four functions:

Making connection requests

Setting up proxy circuits

Relaying application data

Performing user authentication (optional)

Source:

KRUTZ, Ronald L. & VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer Security, John Wiley
& Sons, 2001, Chapter 3: Telecommunications and Network Security (page 96).

and

httpz/en.wikipedia.org/wikiy'SOCKS

and

http//www.fags.org/rfcs/rfc1928. html

and

The ISC2 OIG on page 619

NEW QUESTION # 1049
Which of the following results in the most devastating business interruptions?

A. Loss of Applications

B. Loss of Data

C. Loss of Commumnication Links
D. Loss of Hardware/Software

Answer: B

Explanation:

Section: Risk, Response and Recovery

Explanation/Reference:

Source: Veritas eLearning CD - Introducing Disaster Recovery Planning, Chapter 1.

All of the others can be replaced or repaired. Data that is lost and was not backed up, cannot be restored.

NEW QUESTION # 1050
Which of the following statements pertaining to VPN protocol standards is false?

A. PPTP uses native PPP authentication and encryption services.

B. L2TP operates at the network layer.

C. L2TP is a combination of PPTP and L2F.

D. L2TP and PPTP were designed for single point-to-point client to server communication.

Answer: B

Explanation:



L2TP and PPTP were both designed for individual client to server connections; they enable only a single point-to-point connection
per session. Dial-up VPN use L2TP often. Both L2TP and PPTP operate at the data link layer (layer 2) of the OSI model. PPTP
uses native PPP authentication and encryption services and L2TP is a combination of PPTP and Layer 2 Forwarding protocol
(L2F).

Source: KRUTZ, Ronald L. & VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer Security, John
Wiley & Sons, 2001, Chapter 3: Telecommunications and Network Security (page 95).

NEW QUESTION # 1051
The Computer Security Policy Model the Orange Book is based on is which of the following?

A. Tempest

B. Bell-LaPadula

C. Data Encryption Standard
D. Kerberos

Answer: B

Explanation:

Explanation/Reference:

The Conputer Security Policy Model Orange Book is based is the Bell-LaPadula Model. Orange Book Glossary.

The Data Encryption Standard (DES) is a cryptographic algorithm National Information Security Glossary.

TEMPEST is related to limiting the electromagnetic emanations from electronic equipment.

Reference: U.S. Department of Defense, Trusted Computer System Evaluation Criteria (Orange Book), DOD 5200.28-STD.
December 1985 (also available here).

NEW QUESTION # 1052
Which of the following is not a preventive operational control?

A. Protecting laptops, personal computers and workstations.
B. Controlling data media access and disposal.

C. Conducting security awareness and technical training,

D. Controlling software viruses.

Answer: C

Explanation:

Section: Analysis and Monitoring

Explanation/Reference:

Conducting security awareness and technical training to ensure that end users and system users are aware of the rules of behaviour
and their responsibilities in protecting the organization's mission is an example of a preventive management control, therefore not an
operational control.

Source: STONEBURNER, Gary et al., NIST Special publication 800-30, Risk management Guide for Information Technology
Systens, 2001 (page 37).
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