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¢ Routing; This section of the exam measures the skills of a Network Infrastructure Engineer and covers the
- implementation of dynamic routing protocols for enterprise network traffic management. It includes

FHl1 configuring both OSPF and BGP routing protocols to ensure efficient and reliable data transmission across
complex organizational networks.

¢ Central Management: This section of the exam measures the skills of a Security Operations Manager and
=x 2 covers the implementation of centralized management systems for coordinated control and oversight of
distributed Fortinet security infrastructures across enterprise environments.

¢ VPN: This section of the exam measures the skills of a VPN Solutions Engineer and covers the

implementation of various virtual private network technologies. It includes configuring IPsec VPN using
FH 3 IKE version 2 protocols and implementing Automatic Discovery VPN solutions to establish on-demand
secure tunnels between multiple sites within an enterprise network infrastructure.
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o Security Profiles: This section of the exam measures the skills of a Threat Prevention Specialist and covers
the configuration and management of comprehensive security profiling systems. It includes implementing
SSL

FH 4 ¢ SSH inspection, combining web filtering and application control mechanisis, integrating intrusion

prevention systemns, and utilizing the Internet Service Database to create layered security protections for

organizational networks.

¢ System Configuration: This section of the exam measures the skills of a Network Security Architect and
covers the implementation and integration of core Fortinet infrastructure components. It includes deploying
the Security Fabric, enabling hardware acceleration, configuring high availability operational modes, and
designing enterprise networks utilizing VLANs and VDOM technologies to meet specific organizational
requirements.
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EE #1006

Refer to the exhibit.

The partial output of an OSPF command is shown. You are checking the OSPF status of a FortiGate device when you receive the
output shown in the exhibit. Based on the output, which two statements about FortiGate are correct? (Choose two answers)

A. FortiGate can inject external routing information.
B. FortiGate supports OSPF ECMP.

C. FortiGate is in the area 0.0.0.5.

D. FortiGate is a backup designated router.

HY: AB

Y.

Comprehensive and Detailed 150 to 200 words of Explanation From Exact Extract of Enterprise Firewall 7.6 Admnistrator
docurrents:

Based on the FortiOS 7.6 Infrastructure study guide and official documentation regarding OSPF monitoring, the command output
get router info ospf'status provides critical details about the OSPF process.

Injecting External Information (Option D): The last line of the exhibit explicitly states, "This router is an ASBR" (Autonomous System
Boundary Router). By definition in the OSPF protocol, an ASBR is a router that connects the OSPF network to another routing
domain (such as BGP, Static, or Connected routes) and is responsible for injecting external routing information into the OSPF
domain.

OSPF ECMP Support (Option B): The output indicates that the OSPF process "Conforns to RFC2328". RFC 2328 is the
standard for OSPFv2, which includes the capability for Equal-Cost Multi-Path (ECMP). In FortiOS, the OSPF engine supports
multi-path routing by default, allowing the device to utilize multiple paths to the same destination if they share the same cost.
Option A is incorrect because the output does not indicate the router's DR/BDR election status on a specific segment. Option C is
incorrect because "ID 0.0.0.5" refers to the Router ID, not the OSPF Area ID.

HAE #107
Which two statements about the Security Fabric are true? (Choose two.)

¢ A. Fach member of the Security Fabric maintains the shared Security Fabric map.

¢ B. Only FortiGate devices with configuration-sync sel to Local receive and synchronize the global CMDB objects that the
root FortiGate sends.

¢ C. Each FortiGate device in the Security Fabric must have bidirectional FortiTelemetry connectivity.

¢ D. FortiGate uses the FortiTelemetry protocol to commumnicate with FortiAnalyzer.

¢ E. Only the root FortiGate collects network topology information and forwards it to FortiAnalyzer.

Y. CE



EE #108
How does configuring tcp-mss-sender and tcp-nss-receiver affect TCP packets?

A. Payload
B. Fragment
C. Header
D. Allow
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HE #109

A user reports that their computer was infected with malware after accessing a secured HTTPS website.

However, when the administrator checks the FortiGate logs, they do not see that the website was detected as insecure despite
having an SSL certificate and correct profiles applied on the policy.

How can an administrator ensure that FortiGate can analyze encrypted HTTPS traffic on a website?

¢ A. The administrator must enable reputable websites to allow only SSL/TLS websites rated by FortiGuard web filter.

¢ B. The admmistrator must enable URL extraction from SNI on the SSL certificate inspection to ensure the TLS three-way
handshake is correctly analyzed by FortiGate.

¢ (. The admnistrator must enable full SSL inspection in the SSL/SSH Inspection Profile to decrypt packets and ensure they
are analyzed as expected.

¢ D. The administrator must enable DNS over TLS to protect against fake Server Name Indication (SNI) that cannot be
analyzed in common DNS requests on HTTPS websites.

HE. C

MH.

FortiGate, like other security appliances, cannot analyze encrypted HTTPS traffic unless it decrypts it first. If only certificate
inspection is enabled, FortiGate can see the certificate details (such as the domain and issuer) but cannot inspect the actual web
content.

To fully analyze the traffic and detect potential malware threats:

# Full SSL inspection (Deep Packet Inspection) must be enabled in the SSI/SSH Inspection Profile.

# This allows FortiGate to decrypt the HTTPS traffic, inspect the content, and then re-encrypt it before forwarding it to the user.
# Without full SSL inspection, threats embedded in encrypted traffic may go undetected.

ZAE #110

Refer to the exhibit, which shows an ADVPN network.

The client behind Spoke-1 generates traffic to the device located behind Spoke-2.
What is the first message that the hub sends to Spoke-1 to bring up the dynamic tunnel?

A. Shortcut forward
B. Shortcut reply

C. Shortcut offer
D. Shortcut query

4
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dY:

In an ADVPN (Auto-Discovery VPN) network, a dynamic VPN tunnel is established on-demand between spokes to optimize
traffic flow and reduce latency.

Process:

1. Traffic Initiation:

2. Hub Detection:

3. Shortcut Offer:

4. Tunnel Establishment:
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