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H #229

You have configured a Compute Engine virtual machine instance as a NAT gateway. You execute the following command:
geloud compute routes create no-ip-internet-route \

--network custom-network1 \

--destination-range 0.0.0.0/0 \

--next-hop instance nat-gateway \

--next-hop instance-zone us-centrall-a \

--tags no-ip --priority 800

You want existing instances to use the new NAT gateway. Which command should you execute?

A. gcloud compute instances create example-instance --network custom-network1 \
B. sudo sysctl -w net.ipv4.ip_forward=1

C. geloud builds submit --config=cloudbuild. waml --substitutions=TAG _NAME=no-ip
D. geloud compute instances add-tags [existing-instance] --tags no-ip

Ef#: D

R -

--subnet subnet-us-central \

--no-address \

--zone us-centrall-a \

--image- family debian-9 \

--image-project debian-cloud \

--tags no-ip

Explanation:

https//cloud.google.convsdk/geloud/reference/compute/routes/create

In order to apply a route to an existing instance we should use a tag to bind the route to it.

H R #230

You are trying to update firewall rules in a shared VPC for which you have been assigned only Network Admin permissions. You
cannot modify the firewall rules. Your organization requires using the least privilege necessary.

Which level of permissions should you request?

A. Shared VPC Admin privileges from the Organization Admin.
B. Organization Admin privileges from the Organization Admin.

C. Service Project Admin privileges from the Shared VPC Admin.
D. Security Admin privileges from the Shared VPC Admin.

IEfE: D

AR
https//cloud.google.com/vpc/docs/shared-vpc

HR #231

Your company's current network architecture has two VPCs that are connected by a dual-NIC instance that acts as a bump-in-the-
wire firewall between the two VPCs. Flows between pairs of subnets across the two VPCs are working correctly. Suddenly, you
receive an alert that none of the flows between the two VPCs are working anymore. You need to troubleshoot the problem. What
should you do? (Choose 2 answers)

e A Verify that the dual-NIC instance has not been added to a backend service.


https://www.topexam.jp/Professional-Cloud-Network-Engineer_shiken.html

B. Verify that the dual-NIC instance has the --can-ip-forward attribute enabled.

C. Verify that a public IP address has not been assigned to any network interface of the dual-NIC instance.

D. Use Cloud Logging to verify that there were no modifications to the VPC firewall rules or policies that were applied to the
two network interfaces of the dual-NIC instance.

E. Verify that a VPC Service Controls perimeter has not been enabled for the project that contains the two VPCs and the
dual-NIC istance.

Eﬁ: B\ D

RN -

Explanation: You should check Cloud Logging to see if any firewall rules or policies were modified, as these could block traffic
between the VPCs. Additionally, the --can-ip-forward attribute must be enabled for the dual-NIC instance to allow forwarding
traffic between the interfaces.

: Google Cloud Dual-NIC Instance Configuration

H #232
You have the following Shared VPC design VPC Flow Logs is configured for Subnet-1 In the host VPC. You also want to monitor
flow logs for Subnet-2. What should you do?

A. Configure a firewall rule to permit Subnet-2 [P addresses outbound in the host protect VPC.
B. Configure Packet Mirroring in both the host and service project VPCs.

C. Configure a VPC Flow Logs filter for Subnet-2 in the host project VPC.

D. Configure VPC Flow Logs in the service project VPC for Subnet-2.

IEf#: D

fiE L

* Understanding VPC Flow Logs:

* VPC Flow Logs is a feature that captures information about the IP traffic going to and from network interfaces ina VPC. It helps
in monitoring and analyzing network traffic, ensuring security, and optimizing network performance.

* Current Configuration:

* According to the diagram, VPC Flow Logs is already configured for Subnet-1 in the host VPC.

This means that traffic information for Subnet-1 is being captured and logged.

* Requirement for Subnet-2:

* The goal is to monitor flow logs for Subnet-2, which is in the service project VPC.

* Correct Configuration for Subnet-2:

* To monitor the flow logs for Subnet-2, you need to configure VPC Flow Logs within the service project VPC where Subnet-2
resides. This is because VPC Flow Logs must be configured in the same project and VPC where the subnet is located.

* Tmplementation Steps:

* Go to the Google Cloud Console.

* Navigate to the service project where Subnet-2 is located.

* Select the VPC network containing Subnet-2.

* Enable VPC Flow Logs for Subnet-2 by editing the subnet settings and enabling the flow logs option.

* Cost and Performance Considerations:

* Enabling VPC Flow Logs may incur additional costs based on the volume of data logged. Ensure to review and understand the
pricing implications.

* Analyze and manage the data collected to avoid unnecessary logging and costs.

Google Cloud VPC Flow Logs Documentation

Configuring VPC Flow Logs

Shared VPC Overview

By configuring VPC Flow Logs in the service project VPC for Subnet-2, you ensure that traffic data is correctly captured and
monitored, adhering to Google Cloud's best practices.



H P #233

Your company is working with a partner to provide a solution for a customer. Both your company and the partner organization are
using GCP. There are applications in the partner's network that need access to some resources in your company's VPC. There is no
CIDR overlap between the VPCs.

‘Which two solutions can you implement to achieve the desired results without compromising the security? (Choose two.)

A. Cloud VPN

B. Cloud NAT

C. Shared VPC

D. VPC peering

E. Dedicated Interconnect

_EE%: A\ E
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