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Answer:

Explanation:

Reference:

ISO 19011:2022 Guidelines for auditing management systems

ISO/IEC 27001:2022 Information technology - Security techniques - Information security management systems - Requirements
Components of Audit Findings - The Institute of Internal Auditors

NEW QUESTION # 51
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Answer: A,CEF,G,J

Explanation:

According to ISO/IEC 27001:2022, which specifies the requirements for establishing, implementing, maintaining and continually
improving an information security management system (ISMS), clause 9.3 requires top management to review the organization's
ISMS at planned intervals to ensure its continuing suitability, adequacy and effectiveness1. Clause 9.2 requires the organization to
conduct internal audits at planned intervals to provide information on whether the ISMS conforns to its own requirements and those
of ISO/IEC 270012022, and is effectively implemented and maintained 1. Therefore, when reviewing the audit process and audit
findings as a final check before the external certification body arrives, an internal ISMS auditor should verify that these clauses are
met in accordance with the audit criteria.

Six of the following statements would cause concern in respect of conformity to ISO/IEC 27001:2022 requirements:
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The audit programme shows management reviews taking place at irregular intervals during the year: This statement would cause
concern because it implies that the organization is not conducting management reviews at planned intervals, as required by clause
9.3. This may affect the ability of top management to ensure the continuing suitability, adequacy and effectiveness of the ISMS.

The audit programme does not take into account the relative importance of information security processes: This statement would
cause concern because it implies that the organization is not applying a risk-based approach to determine the audit frequency,
methods, scope and criteria, as recommended by ISO 19011:2018, which provides guidelines for auditing management systens2.
This may affect the ability of the organization to identify and address the most significant risks and opportunities for its ISMS.
Although the scope for each internal audit has been defined, there are no audit criteria defined for the audits carried out to date: This
statement would cause concern because it implies that the organization is not establishing audit criteria for each internal audit, as
required by clause 9.2. Audit criteria are the set of policies, procedures or requirements used as a reference against which audit
evidence is compared2. Without audit criteria, it is not possible to determine whether the ISMS conforms to its own requirements
and those of ISO/IEC 27001:2022.

Audit reports to date have used key performance indicator information to focus solely on the efficiency of ISMS processes: This
statement would cause concern because it implies that the organization is not evaluating the effectiveness of ISMS processes, as
required by clause 9.1. Effectiveness is the extent to which planned activities are realized and planned results achieved2. Efficiency is
the relationship between the result achieved and the resources used2. Both aspects are important for measuring and evaluating ISMS
performance and improvement.

The audit programme does not take into account the results of previous audits: This statement would cause concern because it
implies that the organization is not using the results of previous audits as an input for planning and conducting subsequent audits, as
recommended by ISO 19011:20182. This may affect the ability of the organization to identify and address any recurring or
unresolved issues or nonconformities related to its [ISMS.

Top management commitiment to the ISMS will not be audited before the certification visit, according to the audit programme: This
statement would cause concern because it implies that the organization is not verifying that top management demonstrates leadership
and commitment with respect to its ISMS, as required by clause 5.1. This may affect the ability of top management to ensure that the
ISMS policy and objectives are established and compatible with the strategic direction of the organization; that roles, responsibilities
and authorities for relevant roles are assigned and communicated; that resources needed for the ISMS are available; that
communication about information security matters is established; that continual improvement of the ISMS is promoted; that other
relevant management reviews are aligned with those of information security; and that support is provided to other relevant roles1.
The other statements would not cause concern in respect of conformity to ISO/IEC 270012022 requirements:

Audit reports are not held in hardcopy (i.e. on paper). They are only stored as ".POF documents on the organisation's intranet: This
statement would not cause concern because it does not imply any nonconformity with ISO/IEC 27001:2022 requirements. The
standard does not prescribe any specific format or media for documenting or storing audit reports, as long as they are controlled
according to clause 7.5.

The audit programme mandates auditors must be independent of the areas they audit in order to satisfy the requirements of ISO/IEC
27001:2022: This statement would not cause concern because it does not imply any nonconformity with ISO/IEC 27001:2022
requirenents. The standard does not prescribe any specific requirement for auditor independence, as long as the audit is conducted
objectively and impartially, in accordance with ISO 19011:20182.

The audit programme does not reference audit methods or audit responsibilities: This statement would not cause concern because it
does not imply any nonconformity with ISO/IEC 27001:2022 requirements. The standard does not prescribe any specific
requirenment for referencing audit methods or audit responsibilities in the audit programime, as long as they are defined and
documented according to ISO 19011:20182.

The audit process states the results of audits will be made available to 'relevant’' managers, not top management: This statement
would not cause concern because it does not imply any nonconformity with ISO/IEC 27001:2022 requirements. The standard does
not prescribe any specific requirement for communicating the results of audits to top management, as long as they are reported to the
relevant parties and used as an input for management review, according to clause 9.3.
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Answer: B

Explanation:

Comprehensive and Detailed In-Depth

B. Correct Answer:

The engagement letter serves to inform the auditee about the audit details, including:
Audit scope



Audit schedule

Expectations from both parties

It formally introduces the audit process and schedules the initial contact.

A . Incorrect:

The authority to conduct the audit is established by the certification body's agreement, not just the engagerment letter.
C . Incorrect:

Audit objectives are determined in the planning phase and are not the primary function of the engagement letter.
Relevant Standard Reference:
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Answer: B

Explanation:

The correct option is D. There is a nonconformity (NC). The Service Manager does not comply with the software security
management procedure. (Relevant to clause 8.1, control A.8.30). The IT Manager should have approved the test results according
to the software security management procedure, not the Service Manager. The Service Manager's decision to accept the failed
security tests also violates the "security-by-design" and "security-by-default" principles that the organization adopted. The other
options are either incorrect or irrelevant. The organization and developer did perform acceptance tests, but they failed (B, C). The
Service Manager's decision to continue the service does not justify the nonconformity (A). Reference: 1: ISO/IEC 270012022,
Information technology - Security techniques - Information security management systens - Requirements, Clause 8.1 \n2: PECB
Certified ISO/IEC 27001 Lead Auditor Exam Preparation Guide, Domain 5: Conducting an ISO/IEC 27001 audit
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Answer: A

Explanation:
In the context of a third-party certification audlit, it is very important to have effective communication between the audit team and the



auditee. The formal communication channels, such as the names and contact details of the audit team members, the auditee
representatives, the audit client and any other relevant parties, can be established during the opening meeting, This helps to ensure
that the audit objectives, scope, criteria, methods, schedule and any other arrangements are clearly understood and agreed by all
parties. It also facilitates the exchange of information, feedback, requests, concerns and complaints during the audit process.
References: = ISO 190112022, clause 6.4.2; PECB Candidate Handbook ISO 27001 Lead Auditor, page 25.
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