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SISA CSPAI 考試大綱：

主題 簡介

主題 1

AIMS and Privacy Standards: ISO 42001 and ISO 27563: This section of the exam measures skills of the
AI Security Analyst and addresses international standards related to AI management systems and privacy.
It reviews compliance expectations, data governance frameworks, and how these standards help align AI
implementation with global privacy and security regulations.

主題 2
Securing AI Models and Data: This section of the exam measures skills of the Cybersecurity Risk Manager
and focuses on the protection of AI models and the data they consume or generate. Topics include
adversarial attacks, data poisoning, model theft, and encryption techniques that help secure the AI lifecycle.

主題 3

Models for Assessing Gen AI Risk: This section of the exam measures skills of the Cybersecurity Risk
Manager and deals with frameworks and models used to evaluate risks associated with deploying
generative AI. It includes methods for identifying, quantifying, and mitigating risks from both technical and
governance perspectives.
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主題 4

Improving SDLC Efficiency Using Gen AI: This section of the exam measures skills of the AI Security
Analyst and explores how generative AI can be used to streamline the software development life cycle. It
emphasizes using AI for code generation, vulnerability identification, and faster remediation, all while
ensuring secure development practices.

主題 5

Using Gen AI for Improving the Security Posture: This section of the exam measures skills of the
Cybersecurity Risk Manager and focuses on how Gen AI tools can strengthen an organization’s overall
security posture. It includes insights on how automation, predictive analysis, and intelligent threat detection
can be used to enhance cyber resilience and operational defense.

最新的 Cyber Security for AI CSPAI 免費考試真題 (Q42-Q47):
問題  #42 
In ISO 42001, what is required for AI risk treatment?

A. Ignoring risks below a certain threshold.
B. Identifying, analyzing, and evaluating AI-specific risks with treatment plans.
C. Focusing only on post-deployment risks.
D. Delegating all risk management to external auditors.

答案：B

解題說明：
ISO 42001 mandates a systematic risk treatment process, involving identification of AI risks (e.g., bias, security), analysis of
impacts, evaluation against criteria, and development of treatment plans like mitigation or acceptance. This ensures proactive
management throughout the AI lifecycle. Exact extract: "ISO 42001 requires identifying, analyzing, and evaluating AI risks with
appropriate treatment plans." (Reference: Cyber Security for AI by SISA Study Guide, Section on Risk Treatment in ISO 42001,
Page 270-273).

問題  #43 
When dealing with the risk of data leakage in LLMs, which of the following actions is most effective in mitigating this issue?

A. Allowing unrestricted access to training data.
B. Relying solely on model obfuscation techniques
C. Applying rigorous access controls and anonymization techniques to training data.
D. Using larger datasets to overshadow sensitive information.

答案：C

解題說明：
Data leakage in LLMs occurs when sensitive information from training data is inadvertently revealed in outputs, posing privacy risks.
Effective mitigation involves strict access controls, such as role-based permissions, and anonymization methods like differential
privacy or tokenization to obscure personal data.
These measures prevent extraction attacks while maintaining model utility. Regular audits and data minimization further strengthen
defenses. Unlike obfuscation alone, which may not fully protect, combined controls ensure compliance with regulations like GDPR.
Exact extract: "Applying rigorous access controls and anonymization techniques to training data is most effective in mitigating data
leakage risks in LLMs." (Reference: Cyber Security for AI by SISA Study Guide, Section on Data Security in AI Models, Page
130-
133).

問題  #44 
A company's chatbot, Tay, was poisoned by malicious interactions. What is the primary lesson learned from this case study?

A. Open interaction with users without safeguards can lead to model poisoning and generation of inappropriate content.
B. Encrypting user data can prevent such attacks
C. Continuous live training is essential for enhancing chatbot performance.
D. Chatbots should have limited conversational abilities to prevent poisoning.



答案：A

解題說明：
The Tay incident, where Microsoft's chatbot was manipulated via toxic inputs to produce offensive content, underscores the dangers
of unfiltered live learning, leading to rapid poisoning. Key lesson: Implement safeguards like content filters, rate limits, and moderated
feedback loops to prevent adversarial exploitation.
This informs AI security by emphasizing input validation and ethical alignment in interactive systems. Exact extract: "Open interactions
without safeguards can lead to model poisoning and inappropriate content, as seen in the Tay case." (Reference: Cyber Security for
AI by SISA Study Guide, Section on Case Studies in AI Poisoning, Page 160-163).

問題  #45 
In assessing GenAI supply chain risks, what is a critical consideration?

A. Focusing only on internal development risks.
B. Evaluating third-party components for embedded vulnerabilities.
C. Ignoring open-source dependencies to reduce complexity.
D. Assuming all vendors comply with standards automatically.

答案：B

解題說明：
GenAI supply chain risk assessment prioritizes scrutinizing third-party libraries, datasets, and models for vulnerabilities like
backdoors or biases, using tools for dependency scanning. This holistic view prevents cascade failures, as seen in compromised
pretrained models. Mitigation includes vendor audits and secure sourcing. Exact extract: "A critical consideration in GenAI supply
chain risks is evaluating third-party components for vulnerabilities." (Reference: Cyber Security for AI by SISA Study Guide,
Section on Supply Chain Risk Assessment, Page 250-253).

問題  #46 
During the development of AI technologies, how did the shift from rule-based systems to machine learning models impact the
efficiency of automated tasks?

A. Enhanced the precision and relevance of automated outputs with reduced manual tuning.
B. Increased system complexity and the requirement for specialized knowledge,
C. Improved scalability and performance in handling diverse and evolving data.
D. Enabled more dynamic decision-making and adaptability with minimal manual intervention

答案：D

解題說明：
The transition from rigid rule-based systems, which rely on predefined logic and struggle with variability, to machine learning models
introduced data-driven learning, allowing systems to adapt dynamically to new patterns with less human oversight. This shift boosted
efficiency in automated tasks by enabling real-time adjustments, such as in spam detection where ML models evolve with threats,
unlike static rules. It minimized manual rule updates, fostering scalability and handling complex, unstructured data effectively.
However, it introduced challenges like interpretability needs. In GenAI evolution, this paved the way for advanced models like
Transformers, impacting sectors by automating nuanced decisions. Exact extract: "The shift enabled more dynamic decision-making
and adaptability with minimal manual intervention, significantly improving the efficiency of automated tasks." (Reference: Cyber
Security for AI by SISA Study Guide, Section on AI Evolution and Impacts, Page 20-23).

問題  #47
......
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