REER100-1602 B A&

MEETRIE - AMRRESERFA  MERMELEY
B SR - R S RINGTNCE - Ui R R R W R R IR U
WATR AP B TR, RIREAE -

dMiiRbl T, S580% - THE, 520%

BE . 3
= ETRMEENHRE - FEASNMERMNE - RERN
j ?ﬁ;gg&lﬂﬁﬂﬂﬁ-ﬁﬁﬂﬂ-Bﬂ&ﬁwnﬁm
| i z

© susesEoomEy RN R EE B REAE
! | T BR - B - 9N K - M, CHE AT

HREN - MLIEFARR SRR BN - B OIS, 50% -
THM, J0%E TM, 0%MGHEE

P.S. TestpdffE Google Drive b4 % T % & 112026 Cisco 100-160%5 58 & :  https/drive.google.comfopen?id=1VqsF80-
cEViIMqaXiSiZy--Wwmp _eRD

REHABENAF RIS, FEAMEH Cisco BREMN, WHRBT, FRAEESHEB RBIRTRERIE
i, A SERBEEHI . SR E A SN AR T 58 HE B BRI BT A SRR, R — IR SEPEER. Testpdf ) R 58 i)
Cisco 100-160 #t H A EMI L7 7T AR BIRZ H N, WRIRIEFE¥EM Cisco 100-160 % 3R IIGE, T LA A 3RAPT B 5k
HREFMMEEEET . ERREN 100-160 HEEHE AT LLAIRIE B NG SRR L KEE.

Testpdf Ciscof] 100- 1607 &R 35 53 Ak =2 [ E R S IR B, R L HHIEREEL, Testpdf Ciscoff1100-1607% 54

BIIERRERIFN, WRRFEEITRELINEER, EIiETestpdf Ciscof]100-1605 53T &KL, HRigEM—ETF,
1212 T Testpdf Ciscoft) 100-160% ;AT & KL, TRIGAR T Z 2.

>>100-160% 8 <<

1%31£100-160% & - R Cisco Certified Support Technician (CCST)
Cybersecurity™ it S B R H R
RREPZ—1G, REBEENREOMERE &M B IEINIREE RIS ? TestpdfR /R IEFERERE, FAR

AT AR H SR B, SEAELER, BRBIEHNERE, MAEELEEBREREFNMHE, &
1197 15 LR #3838 Testpd ) Cisco 1 100- 1605 AR, B R RMBPTA & F R AL AR,

Cisco 100-160 % 5 K4 -

FE i
¢ Incident Handling: This section of the exam measures the skills of an Incident Responder and centers on
E 8| recognizing security incidents, responding appropriately, and containing threats—forming the essential

foundation of incident response procedures.

¢ Basic Network Security Concepts: This section of the exam measures the skills of a Network Defender
EN 0 and focuses on understanding network-level protections, including firewalls, VPN, and intrusion detection
e prevention systems, providing insight into how threats are mitigated within network environments.

o Essential Security Principles: This section of the exam measures the skills of a Cybersecurity Technician

and covers foundational cybersecurity concepts such as the CIA triad (confidentiality, integrity, availability),
F&E3 along with basic threat types and vulnerabilities, laying the conceptual groundwork for understanding how
to protect information systerns.

¢ Vulnerability Assessment and Risk Management: This section of the exam measures the skills of a Risk
TEE 4 Management Analyst and entails identifying and assessing vulnerabilities, understanding risk priorities, and
applying mitigation strategies that help manage threats proactively within an organization's systens
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¢ Endpoint Security Concepts:This section of the exam measures the skills of an Endpoint Security Specialist
TS and includes securing individual devices, understanding protections such as antivirus, patching, and access
control at the endpoint level, essential for maintaining device integrity.

B ¥ Cisco CCST 100-160 % B %5 5% H & (Q358-Q363):
R 8 #358

Which security measure can prevent unauthorized devices from automatically connecting to a corporate network through unused
switch ports?

A. Port security
B. NAT
C. VPN

D. VLAN trunking
BR: A

f R A«

The CCST Cybersecurity Study Guide explains that port security on switches can be configured to limit the number of MAC
addresses allowed on a port, or to restrict it to specific devices.

"Port security can prevent unauthorized access by limiting or specifying the MAC addresses allowed to connect through a given
switch port. This mitigates risks from rogue devices connecting to the network." (CCST Cybersecurity, Basic Network Security
Concepts, Switch Security section, Cisco Networking Academy)

IR #359
‘When should a firewall rule triggering block external access to a network resource be escalated?

A. Never, as it is a normal security function of a firewall.

B. Only if the access was authorized.

C. Always, regardless of authorization.

D. Only if the access attempt is from a known malicious IP address.

BER: A

i RE R -

Blocking external access to a network resource is a normal security finction of a firewall and does not necessarily require escalation.
Firewalls are designed to monitor and control incoming and outgoing network traffic based on predetermined rules and
configurations. However, if the rule is triggered unexpectedly or causes disruption to critical services, it may be appropriate to
escalate the issue for further investigation or adjustment of the firewall rule.

i =8 #360
What is the purpose of encryption in network security?

A. To protect the confidentiality and integrity of data during transmission
B. To authenticate and authorize users

C. To monitor and detect network attacks

D. To prevent unauthorized physical access to network devices

ER: A

R RE RS :

Encryption is the process of transforming data into an unintelligible form (ciphertext) to protect its confidentiality and integrity during
transmission. It ensures that even if the data is intercepted, it cannot be understood or modified without the encryption key.
Encryption helps in safeguarding sensitive information from unauthorized access and tampering,



R #361
‘Which of the following is NOT a component of an incident response policy?

A. Backup and recovery processes
B. Roles and responsibilities

C. Incident handling procedures

D. Escalation procedures

BER: A

iR B B «

Backup and recovery processes are typically part of an organization's data backup and disaster recovery plan, which is separate
from the incident response policy. The incident response policy focuses on defining roles, responsibilities, escalation procedures, and
incident handling procedures for responding to cybersecurity incidents.

i /8 #362
Why is updating documentation regularly important in the context of cybersecurity?

A. To ensure compliance with industry regulations

B. To facilitate effective incident response and investigation
C. To maitain accurate records of security incidents

D. All of the above

ZX: D

R«

Updating documentation regularly is crucial in cybersecurity for multiple reasons. Firstly, it helps maintain accurate records of
security incidents, which is essential for future reference and analysis. Secondly, updating documentation ensures compliance with
industry regulations and standards, helping organizations avoid potential penalties and legal issues. Lastly, up-to-date documentation
facilitates effective incident response and nvestigation, enabling swift action and minimizing the impact of cybersecurity incidents.
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