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Snowflake SnowPro® Specialty: Gen Al Certification Exam Sample
Questions (Q307-Q312):

NEW QUESTION # 307

A financial institution is implementing a Docuiment Al pipeline to extract specific data froni loan application forms. A custom role,
‘loan_processor_role’, has been created and granted the 'SNOWFLAKE.DOCUMENT INTELLIGENCE CREATOR’ database role. The
development team has successfully created and published a Document Al'modei build named ‘loan_model’. They are now trying to
automate the process by creating a Snowflake task to runthe "loan_model!PREDICT" function on new documents in an internal stage.

However, the "CREATE TASK' statement consistentiy fails, reporting a privilege error. Which of the following privileges is most likely
missing from the ‘loan_processor role’?
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The EXECUTE IMMEDIATE" privilege on the account.

Answer: D

Explanation:

While the database role provides broad access to Document Al features and the ability to work on model builds, creating pipeline
components like streams and tasks requires specific object privileges on the relevant database objects. For creating a task, the
'CREATE TASK' privilege on the schema where the task is being created is explicitly required. Option A (CREATE DATABASE)
is a much higher-level privilege and not directly relevant to task creation within an existing schema. Option B ('USAGE on
warehouse) is necessary for the task to using that warehouse, but not for the 'CREATE TASK statement itself to succeed. Option C
(EXECUTE IMMEDIATE) is not a standard privilege for creating tasks. Option E ( ALTER STAGE) is for modifying stage
properties, not for creating tasks.

NEW QUESTION # 308
A data engineering manager needs to audit Cortex LLM function costs to identify specific SQL queries that are unexpectedly high in
token consumption for the 'llama3.1-8b' model. They require granular analysis of prompt, completion, and guardrail token usage for
tl_lese queries. Which of'the following Snowflake methods or views would provide the necessary insights?

]

Querying the SNOWFLAKE . ORGANIZATION_USAGE .METERING_DAILY_HISTORY view, filtered by service_TypP & ‘A5 sEpyacES:, to/identify daily.aggregated credit usage for
all Al services.

O

Examining the SNOWFLAKE . ACCOUNT_USAGE . CORTEX_FUNCTIONS_QUERY_USAGE_HISTORY view, specifically filtering by MODEL_NAME = '1lama3.1-8b' and analyzing the
PROMPT_TOKENS, COMPLETION_TOKENS, GUARD_TOKENS, and QUERY_ID columns.

(]

Utilizing the snowrLAKE . CORTEX. counT_TokEens function to estimate token counts for input prompts before any LLM function execution, comparing these estimates to
actual spend.

(]
For SQL queries using AT_COMPLETE OF COMPLETE With show_details => TRUE, inspecting the usage object within the returned JSON to retrieve prompt_tokens,
completion_tokens, and guard_tokens for each individual call.

O
Analyzing the SNOWFLAKE . ACCOUNT _USAGE . CORTEX DOCUMENT PROCESSING USAGE_HISTORY view, filtering by the specific Document Al model builds associated with the
'llama3.1-8b' model.

e A OptionE
B. Option C
C. Option B
D. Option D
E. Option A

Answer: C,D

Explanation:

Option B is correct because the SNOWFLAKE. ACCOUNT_USAGE.CORTEX_FUNCTIONS _QUERY_USAGE_HISTORY view

rovides granular usage information for individual Cortex LLM function calls, including 'PROMPT_TOKENS', "COMPLETION_TOKENS",
GUARD_TOKENS', and the 'QUERY_ID" for specific queries and "MODEL_NAME". This directly addresses the need to audit token
sonsumption for a specific model and identify high-usage queries. Option D is alse correct as the "COMPLETE" and "Al_COMPLETE"
unctions, when called with “show_details => TRUE" (available via the "options™ argument for COMPLETE"), return a JSON object that include:
2 'usage’ key with "prompt_tokens’, ‘completion_tokens’, and "guard_tokens’ details for that specific invocation. This provides per-call details
firectly at the point of execution. Option A is incorrect because 'METERING_DAILY_HISTORY" provides aggregated daily credit usage for all A
services, not granular token counts per query or model. Option C is incorrect as 'COUNT_TOKENS' is used for estimating token counts
‘before* execution to avoid exceeding limits or for cost planning, not for tracking *actual* historical usage. Option E is incorrect because
CORTEX_DOCUMENT_PROCESSING USAGE_HISTORY" tracks Document Al processing functions like 'IPREDICT" and

PARSE_DOCUMENT", and aggregates pages procé@séti and ciedits used, not granular token counts for general LLM functions like
COMDPI FTE Tha “llama? 1_8h™ mndal ie an | T Mawuailahla far Al CORDI FETE® [ "COMBI ETES



NEW QUESTION # 309

A Snowflake administrator needs to implement a granular access control strategy for LLMs. The general policy is to restrict access
to a select few models via an account-level allowlist. However, a specific data science team (using role 'DATA SCIENCE TEAM
ROLE) requires access to the 'claude-3-5-sonnet' model, which should not be available to other users or globally via the allowlist.
Given this scenario, which set of commands would correctly establish this access control while adhering to the specified
requirements?

e A
O USE ROLE ACCOUNTADMIN;

ALTER ACCOUNT SET CORTEX_MODELS_ALLOWLIST = Wmistral-large2, snowflake-arctic’;

GRANT USAGE ON MODEL SNOWFLAKE .MODELSSMCLAUDEA3HS5-SONNET" TO ROLE DATA_SCIENCE_TEAM_ROLE;

>

(O USE ROLE ACCOUNTADMIN;
ALTER ACCOUNT SET CORTEX_MODELS_ALLOWLIST = "mistralslargey snowflake-arctic’;
CALL SNOWFLAKE .MODELS.CORTEX_BASE_MODELS_REFRESHL);

GRANT APPLICATION ROLE SNOWFLAKE. MCORTEX-MODEL-ROLE-CLAUDE -3-SsSPNYET"), 7O | ROLE DATA_SCIENCE_TEAM_ROLE;

=
- @8 allowlist

GR AP SHOWFLAK ORTEX-MODE LN - CLAUDE - 3-5-SONNET™ TO ROLE DATA_SCIENCE_TEAM_ROLE;
e (. GRANT USAGE ON ALL MODELS IN SCHEMA SNOWElGPEXMODELS TO ROLE DATA_SCIENCE_TEAM ROLE;
e D.

O USE ROLE SYSADMIN; :
ALTER ACCOUNT SET CORTEX MODELS ALLOWLIST = W#laude-3-5-sonnet';

REVOKE APPLICATION ROLE SWOWFLAKE."CORFEMSMODEL-ROLE-CLAUDE-3-5-SONNET" FROM ROLE PUBLIC;

O USE ROLE SECURITYADMIN;
GRANT 5 LAKE.CORTEX_USER TQ-RQUE DATA_ SCIENCE_TEAM_ROLE;
] E ALTER ACCOUNT SET CORTEX-MODRES &LEOWLIST ‘claude-3-5-sonnet’
Answer: B
Explanation:

Option A is correct. This sequence of commands sets an account-level allowlist for "'mistral-large? and 'snowflake-arctic' (restricting
general access), and then explicitly grants the access to the 'claude-3-5-sonnet' model object using its dedicated application role
'SNOWFLAKE."CORTEX-MODEL-ROLE-CLAUDE-3-5-SONNET". The call is often necessary after ' ALTER ACCOUNT
SET to ensure the changes are applied. Option B is incorrect because ' ALTER ACCOUNT requires the ' ACCOUNTADMIN'
role, and setting to 'claude-3-5-sonnet' would make it globally available, contradicting the requirement. 'REVOKE APPLICATION
ROLE from'PUBLIC' is not the correct mechanismto grant specific access. Option C is incorrect because model-level RBAC for
base models in'SNOWFLAKE.MODELS is primarily applied using application roles like 'CORTEX-MODEL-ROLE-', not
directly with'GRANT USAGE ON MODEL'. Option D is incorrect. While clearing the allowiist is possible, 'GRANT USAGE ON
ALL MODELS IN SCHEMA SNOWFLAKE.MODELS' would grant access to 'all models in that schema, which contradicts the
requirement for 'claude-3-5-sonnet' to be exclusive to the data science team and not generally available. Option E is incorrect
because 'ALTER ACCOUNT requires the ACCOUNTADMIN' role, and setting the allowlist to 'claude-3-5-sonnet' would make
it generally available, violating the isolation requirement.

NEW QUESTION # 310

A security administrator is implementing strict model access controls for Snowflake Cortex LLM finctions, including those accessed
via the Cortex REST API. By defautlt, the'SNOWFLAKE.CORTEX USER' database role is granted to the 'PUBLIC' role,
allowing all users to call Cortex Al functions. To enforce a more restrictive access policy, the administrator revokes
'SNOWFLAKE.CORTEX USER from 'PUBLIC'. Which of the following actions must the administrator take to ensure specific
roles can 'still make Cortex REST API requests, and what are the implications?

e A The 'SNOWFLAKE.CORTEX USER database role must be granted to the specific account roles, and then these
account roles must be granted to users. Additionally, the account parameter can be used to restrict which models are
accessible.

e B. Access for Cortex REST API is managed independently of database roles; a separate REST API key must be provisioned
for each user or application.



¢ C. The from'SNOWFLAKCORTEX USER database role is only required for SQL functions, not for the Cortex REST
API, so no further action is needed after revoking 'PUBLIC for REST API access.

¢ D. Only the role can make cortex REST API calls after revoking'SNOWFLAKE.CORTEX USER from 'PUBLIC', as this
role inherently bypasses all other access controls.

¢ E. The 'SNOWFLAKE.CORTEX USER database role must be granted directly to individual users who need access, as it
cannot be granted to other account roles.

Answer: A

Explanation:

To send a REST API request to Cortex, the default role of the calling user must be granted the 'SNOWFLAKE.CORTEX USER
database role. By default, this role is granted to 'PUBLIC", but it can be revoked. If revoked, the 'CORTEX USER role must be
explicitly granted to other account roles, which are then granted to users. The 'CORTEX _USER role cannot be granted directly to a
user. The 'CORTEX MODELS ALLOWLIST parameter can also be used to restrict which models are accessible at the account
level for Cortex functions, including those accessed via the REST API. Therefore, option B correctly outlines the required actions
and an additional control. Options A, C, D, and E are incorrect as they misrepresent the access control mechanisis or requirements
for Cortex REST APL

NEW QUESTION # 311

An ML engmneer is preparing a Docker image for a custom LLM application that will be deployed to Snowpark Container Services
(SPCS). The application uses a mix of packages, some commonly found in the Snowflake Anaconda channel and others from
general open-source repositories like PyPI. They have the following Docker-file snippet and need to ensure the dependencies are
correctly installed for the SPCS environment to support a GPU workload. Which of the following approaches for installing Python
packages in the Dockerfile would ensure a robust and compatible setup for a custom LLM running in Snowpark Container Services,
based on best practices for managing dependencies in this environment?

o A

RUN apt-get update && apt-get install -y ;+h@>ifstall-recommends python3-pip && \

B.pip install --no-cache-dir -r requirémerts.txt

e conda-Torge sn Cupark-python pandas jupyterlab transtormees
2

co vilme=8.2.1.postl b by tes da sil-py==1.3.8

RUN conda install -n rapids -c https://repoianaconda.com/pkgs/snowflake snowflake-ml-python snowflake-snowpark-python pandas jupyterlab && \
pip install transformers==4.34.@ tokenizers peft sentencepiece v1ln==0.2.1.postl bitsandbytes datasets absl-py==1.3.0

e E

RUN pip install snowflake-ml-python snowfl k—p: pandas jupyterlab transt ==4.34.0 tokenizers peft sentencepiece vllm==0.2.1.
postl bitsandbytes datasets absl-py==1.3.0

Answer: D

Explanation:

Option B is correct. The provided Dockerfile example for deploying Llama 2 in Snowpark Container Services explicitly uses 'conda
mnstall -n rapids -¢ https:/repo.anaconda.com/pkgs/snowflake' to install Snowflake-specific packages like 'snowflake-ml-python' and
'snowflake- snowpark-python' from the Snowflake Anaconda channel. It then uses 'pip install' for other open-source libraries that
are not available or preferred from the Anaconda channels. Option A is incorrect because while pip can install many packages, the
provided example demonstrates using 'conda’ from the Snowflake Anaconda channel for certain foundational packages. Option C is
mncorrect because while 'conda-forge' is a common channel for open-source packages, the specific Snowflake-related packages in
the example are pulled directly from the "https:/repo.anaconda.com/pkgs/snowflake' channel. Although Source notes that 'conda-
forge' is assumed for 'conda_dependencies' in when building container images, a Dockerfile explicitly defining 'RUN conda install
can specify the channel, which the example in demonstrates. Option D is incorrect because the 'defaultS channel often requires user
acceptance of Anaconda terms, which is not feasible in an automated build environment. Option E is a generic approach for pip
dependencies but doesn't specifically address the recommended use of 'conda' from the Snowflake Anaconda channel for certain
core Snowflake packages as shown in the practical exanple.

NEW QUESTION # 312
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