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I RE #457

‘When undertaking a cloud migration of multiple SaaS applications, an organization's systems administrators struggled with the
complexity of extending identity and access management to cloud-based assets. Which of the following service models would have
reduced the complexity of this project?

e A SWG
e B.RADIUS
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e C.ZINA
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Zero Trust Network Access (ZTNA) simplifies secure remote access to cloud and SaaS applications by enforcing identity-based,
least-privilege access policies. It eliminates the need to extend traditional network-based access models to the cloud. ZTNA ensures
that each user is verified continuously regardless of their network location, aligning perfectly with complex multi-cloud or SaaS
environments.

RADIUS (A) is an older authentication protocol, not ideal for SaaS cloud scale.

SDN (B) controls network flow, not identity management.

SWG (D) is a secure web proxy, not for access control and IAM extension.

Reference:

CS0-003 Exam Objectives 1.1 - Identity and Access Management

Sybex Study Guide - Chapple & Seidl, Chapter 2: Zero Trust & Cloud IAM

i R #458
Which of the following security operations tasks are ideal for automation?

e A. Suspicious file analysis:
Look for suspicious-looking graphics in a folder.
Create subfolders in the original folder based on category of graphics found.
Move the suspicious graphics to the appropriate subfolder

¢ B. Firewall [oC block actions:
Examine the firewall logs for IoCs from the most recently published zero-day exploit Take mitigating actions in the firewall to
block the behavior found in the logs Follow up on any false positives that were caused by the block rules

¢ C. Email header analysis:
Check the email header for a phishing confidence metric greater than or equal to five Add the domain of sender to the block
list Move the email to quarantine

¢ D. Security application user errors:
Search the error logs for signs of users having trouble with the security application Look up the user's phone number Call the
user to help with any questions about using the application
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Email header analysis is one of the security operations tasks that are ideal for automation. Email header analysis involves checking
the email header for various indicators of phishing or spamming attempts, such as sender address spoofing, mismatched domains,
suspicious subject lines, or phishing confidence metrics. Email header analysis can be automated using tools or scripts that can parse
and analyze email headers and take appropriate actions based on predefined rules or thresholds

FIRE #459

A security manager reviews the permissions for the approved users of a shared folder and finds accounts that are not on the
approved access list. While investigating an incident, a user discovers data discrepancies in the file. Which of the following best
describes this activity?

A. Data exfiltration

B. Filesystem anomaly
C. Unauthorized changes
D. Illegal software

BR: C
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The discovery of unapproved accounts accessing shared data, along with data discrepancies, strongly indicates unauthorized
changes.

Indicators of Unauthorized Changes:

Unexpected user permissions found during audits.



Modified or deleted data without proper documentation.
Altered system or security configurations, allowing unintended access.
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A security audit for unsecured network services was conducted, and the following output was generated:
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Which of the following services should the security team investigate further? (Select two).

A0
B. 1
C.2
D.3
E. 4
F.5
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The output shows the results of a port scan, which is a technique used to identify open ports and services running on a network host.
Port scanning can be used by attackers to discover potential vulnerabilities and exploit them, or by defenders to assess the security
posture and configuration of their network devices1 The output lists six ports that are open on the target host, along with the service
name and version associated with each port. The service name indicates the type of application or protocol that is using the port,
while the version indicates the specific release or update of the service. The service name and version can provide useful information
for both attackers and defenders, as they can reveal the capabilities, features, and weaknesses of the service.

Among the six ports listed, two are particularly risky and should be investigated further by the security team:

port 23 and port 636.

Port 23 is used by Telnet, which is an old and insecure protocol for remote login and command execution.

Telnet does not encrypt any data transmitted over the network, including usernames and passwords, which makes it vulnerable to
eavesdropping, interception, and modification by attackers. Telnet also has many known vulnerabilities that can allow attackers to
gain unauthorized access, execute arbitrary commands, or cause denial-of-service attacks on the target host23 Port 636 is used by
LDAP over SSL/TLS (LDAPS), which is a protocol for accessing and modifying directory services over a secure connection.
LDAPS encrypts the data exchanged between the client and the server using SSI/TLS certificates, which provide authentication,
confidentiality, and integrity. However, LDAPS can also be vulnerable to attacks if the certificates are not properly configured,
verified, or updated.

For example, attackers can use self-signed or expired certificates to perform man-in-the-middle attacks, spoofing attacks, or
certificate revocation attacks on LDAPS connections.

Therefore, the security team should investigate further why port 23 and port 636 are open on the target host, and what services are
running on them. The security team should also consider disabling or replacing these services with more secure alternatives, such as
SSH for port 23 and StartTLS for port 6362

i RE #4061



A company received a shipment of new network switches. Immediately after installing the switches, a security analyst notices
suspicious traffic coming fiom one of the new switches.
Which of the following best describes the threat actor?

* A. Nation-state
¢ B. Supply chain
¢ C. Organized crime
e D. Insider threat

EX: B
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The suspicious traffic originating immediately from new, out-of-the-box switches indicates they were likely tampered with before
delivery, a classic supply-chain compromise.
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