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¢ Information security incident management process based on ISO
o [EC 27035: This section of the exam measures skills of Incident Response Managers and covers the

standardized steps and processes outlined in ISO
IEC 27035. It emphasizes how organizations should structure their incident response lifecycle from
detection to closure in a consistent and effective manner.

FrE2

Preparing and executing the incident response plan for information security ncidents: This section of the
exammeasures skills of Incident Response Managers and covers the preparation and activation of incident
response plans. It focuses on readiness activities such as team training, resource allocation, and simulation
exercises, along with actual response execution when incidents occur.

FE3

¢ Designing and developing an organizational incident management process based on ISO
e [EC 27035: This section of the exam measures skills of Information Security Analysts and covers how to

tailor the ISO
IEC 27035 framework to the unique needs of an organization, including policy development, role
definition, and establishing workflows for handling incidents.
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¢ Inproving the incident management processes and activities: This section of the exam measures skills of

Incident Response Managers and covers the review and enhancement of existing incident management
FE4 processes. It involves post-incident reviews, learing from past events, and refining tools, training, and
techniques to improve future response efforts.

¢ Implementing incident management processes and managing information security incidents: This section of

the exam measures skills of Information Security Analysts and covers the practical implementation of
F&ES incident management strategies. It looks at ongoing incident tracking, commumication during crises, and
ensuring incidents are resolved in accordance with established protocols.
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Scenario 4: ORingo is a company based in Krakow, Poland, specializing in developing and distributing electronic products for health
monitoring and heart rate measurement applications. With a strong emphasis on innovation and technological advancement, ORingo
has established itself as a trusted provider of high-quality, reliable devices that enhance the well being and healthcare capabilities of
mdividuals and healthcare professionals alike.

As part of its commitment to mamntaining the highest standards of mformation security, ORingo has established an information security
incident management process This process ains to ensure that any potential threats are swiftly identified, assessed, and addressed to
protect systems and information. However, despite these measures, an incident response team member at ORingo recently detected
a suspicious state in their systems operational data, leading to the decision to shut down the company-wide system until the anomaly
could be thoroughly mvestigated Upon detecting the threat, the company promptly established an incident response team to respond
to the incident effectively. The teami's responsibilities encompassed identifying root causes, uncovering hidden vulnerabilities, and
implementing timely resolutions to mitigate the impact of the incident on ORingo's operations and customer trust.

In response to the threat detected across its cloud environments. ORingo employed a sophisticated security tool that broadened the
scope of incident detection and mitigation This tool covers network traffic, doud environments, and potential attack vectors beyond
traditional endpoints, enabling ORingo to proactively defend against evolving cybersecurity threats During a routine check, the IT
manager at ORingo discovered that multiple employees lacked awareness of proper procedures following the detection of a phishing
email. In response, immediate training sessions on information security policies and incident response were scheduled for all
employees, emphasizing the importance of vigilance and adherence to established protocols in safeguarding ORingo's sensitive data
and assets.

As part of the training initiative. ORingo conducted a simulated phishing attack exercise to assess employee response and
knowledge. However, an employee nadvertently informed an external partner about the 'attack” during the exercise, highlighting the
importance of ongoing education and reinforcement of security awareness principles within the organization.

Through its proactive approach to incident management and commitment to fostering a culture of security awareness and readiness.
ORingo reaffirms its dedication to safeguarding the mntegrity and confidentiality of its electronic products and ensuring the trust and
confidence ofits customers and stakeholders worldwide.

Based on scenario 4, are the responsibilities of the mcident response team (IRT) established according to the ISO/IEC 27035-2
guidelines?

e A. No, the responsibilities of IRT do not include resolving incidents

e B. No, the responsibilities of IRT also include assessing events and declaring incidents

e (. Yes, IRT's responsibilities include identifying root causes, discovering hidden vulnerabilities, and resolving incidents quickly
to minimize their impact
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Comprehensive and Detailed Explanation:

ISO/IEC 27035-2:2016 outlines comprehensive responsibilities for an incident response team, which include not just response and
mitigation but also:

Assessing and classifying reported events

Determining if they qualify as incidents

Coordinating containment, eradication, and recovery actions

Conducting root cause analysis and lessons learned

While the scenario highlights the team's strengths in root cause analysis and resolution, it omits one key responsibility: the proper
assessment and classification of the anomaly before response. This makes option C the most accurate.

Reference:

ISO/IEC 27035-2:2016, Clause 5.2.2 - "The IRT should assess events, determine whether they are incidents, and take appropriate
actions." Therefore, the correct answer is C.
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Scenario 7: Located in central London, Konzolo has become a standout innovator in the cryptocurrency field.

By introducing its unique cryptocurrency, Konzolo has contributed to the variety of digital currencies and prioritized enhancing the
security and reliability of its offerings.

Konzolo aimed to enhance its systens but faced challenges in monitoring the security of its own and third- party systens. These
issues became especially evident during an incident that caused several hours of server downtime This downtime was primarily
caused by a third-party service provider that failed to uphold strong security measures, allowing unauthorized access.

In response to this critical situation, Konzolo strengthened its information security infrastructure. The company mitiated a
comprehensive vulnerability scan of its cryptographic wallet software, a cornerstone of'its digital currency offerings The scan
revealed a critical vulnerability due to the software using outdated encryption algorithis that are susceptible to decryption by modern
methods that posed a significant risk of asset exposure Noah, the IT manager, played a central role in this discovery With careful
attention to detail, he documented the vulnerability and commumicated the findings to the incident response team and management.
Acknowledging the need for expertise in navigating the complexities of mformation security incident management. Konzolo
welcomed Paulina to the team. After addressing the vulnerability and updating the cryptographic algorithis, they recognized the
importance of conducting a thorough investigation to prevent future vulnerabilities. This marked the stage for Paulina s crucial
mnvolvement. She performed a detailed forensic analysis of the incident, employing automated and manual methods during the
collection phase. Her analysis provided crucial insights into the security breach, enabling Konzolo to understand the depth of the
vulnerability and the actions required to mitigate .

Paulina also played a crucial role in the reporting phase, as her comprehensive approach extended beyond analysis. By defining clear
and actionable steps for future prevention and response, she contributed significantly to developing a resilient information security
incident management system based on ISO/IEC

27035-1 and 27035-2 guidelines. This strategic initiative marked a significant milestone in Konzolo's quest to strengthen its defenses
against cyber threats Based on scenario 7, which phase of forensic analysis did Paulina fail to conduct correctly?

e A. Analysis

e B. Reporting
e (. Collection

ZER: C
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Comprehensive and Detailed Explanation From Exact Extract:

As detailed in scenario 7 and reinforced i the previous question, Paulina began her forensic work after the system was restored-
missing the critical Collection phase as defined in ISO/IEC 27043 and referenced in ISO/IEC 27035-2.

Forensic collection involves gathering volatile and non-volatile data (e.g., logs, RAM dumps, file artifacts) at the earliest possible
moment in the incident lifecycle to avoid data loss. By waiting until after recovery, she likely compromised the chain of custody and
the completeness of her evidence.

The scenario notes that her analysis and reporting were thorough, providing valuable insights and mitigation strategies. Thus, the
failure lies in the timing and execution of the Collection phase.

Reference:

* ISO/IEC 27035-2:2016, Clause 6.4.2 and 7.2.3: "Collection activities should begin immediately upon identifying a potential
incident and before recovery begins."

* ISO/IEC 270432015, Clause 8.2.1: "Forensic collection is critical to ensuring reliable analysis and admissible evidence." Correct



answer: A
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Scenario 8: Moneda Vivo, headquartered in Kuala Lumpur. Malaysia, is a distinguished name in the banking sector. It is renowned
for its innovative approach to digital banking and unwavering commitment to information security. Moneda Vivo stands out by
offering various banking services designed to meet the needs of its clients. Central to its operations is an information security incident
management process that adheres to the recommendations of ISO/IEC 27035-1 and 27035-2.

Recently. Moneda Vivo experienced a phishing attack aimed at its employees Despite the bank's swift identification and containment
of the attack, the incident led to temporary service outages and data access issues, underscoring the need for improved resilience
The response team compiled a detailed review of the attack, offering valuable insights into the techniques and entry points used and
identifying areas for enhancing their preparedness.

Shortly after the attack, the bank strengthened its defense by implementing a continuous review process to ensure its incident
management procedures and systens remain effective and appropriate While monitoring the incident management process, a trend
became apparent. The mean time between similar incidents decreased after a few occurrences; however, Moneda Vivo strategically
ignored the trend and continued with regular operations This decision was rooted in a deep confidence in its existing security
measures and incident management protocols, which had proven effective in quick detection and resolution of issues Moneda Vivo's
commitment to transparency and continual improvement is exemplified by its utilization of a comprehensive dashboard. This tool
provides real time insights into the progress of its information security incident management, helping control operational activities and
ensure that processes stay within the targets of productivity, quality, and efficiency. However, securing its digital banking platform
proved challenging.

Following a recent upgrade, which included a user mterface change to its digital banking platform and a software update, Moneda
Vivo recognized the need to immediately review its incident management process for accuracy and completeness. The top
management postponed the review due to financial and time constraints.

Based on scenario 8, Moneda Vivo ignored the trend and continued regular operations when the mean time between the same types
of incidents decreased after a few occurrences. Is this acceptable?

¢ A. No, when the mean time between the same types of incidents decreases, a study should be conducted to discover why

¢ B. No, when the mean time between the same types of incidents decreases, a study should be necessary to confirm that the
mncidents are unrelated

¢ C. When the mean time between the same types of incidents decreases after a few occurrences, it shows that the incidents are

becoming less significant
ER: A
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Comprehensive and Detailed Explanation From Exact Extract:

ISO/IEC 27035-1 encourages organizations to monitor metrics, such as the frequency of incident types, as part of continual
improvement (Clause 7.3). A decreasing mean time between incidents (MTBI) may indicate increased threat frequency, weakened
controls, or emerging vulnerabilities. Ignoring such trends can prevent timely corrective actions and weaken overall resilience.
Instead of assuming the incidents are less significant, ISO guidance suggests conducting root cause analysis and trend evaluations
when patterns like this emerge.

Reference:

ISO/IEC 27035-1:2016, Clause 7.3: "Monitoring and measurement of the incident management process should include trend
analysis to identify recurring issues or new patterns." Correct answer: C

PR #72
What roles do business managers play in relation to the Incident Management Team (IMT) and Incident Response Teans (IRTs)?

e A. Guiding on liability and compliance issues to the IMT and IRT and advise on which incidents constitute mandatory data
breach notifications

¢ B. Developing policies and procedures for managing internal employees found engaging in unauthorized or illegal computer
activities

e C. Understanding how the IMT and IRTs support business processes and define authority over business systems

ER: C



i RE S «

Comprehensive and Detailed Explanation From Exact Extract:

According to ISO/IEC 27035-1:22016 and ISO/IEC 27035-2:2016, business managers have a vital governance and operational
oversight role in relation to information security incident response. Their main function is to ensure that incident management activities
align with the organization's business processes and risk management strategies.

Clause 7.2.1 of ISO/IEC 27035-2 highlights that business managers are responsible for ensuring that the incident response teams
(IRTs) understand business priorities, and that response activities reflect the criticality of affected systems and services. Business
managers also help define the operational boundaries and authority of IMTs and IRTs when incidents impact key business systems.
Their involvement ensures that decisions made during response efforts support overall organizational resilience and legal compliance.
Option A is more aligned with human resources or legal/compliance functions, not core business manager responsibilities. Option B
relates more closely to legal counsel or data privacy officers who are tasked with interpreting laws and regulations concerning breach
notifications and liability.

Reference Extracts:

ISO/IEC 27035-2:2016, Clause 7.2.1: "Business managers are responsible for ensuring the coordination between business
requirements and incident response activities, and for defining authority over the systems under their management." Clause 6.1.1:
"Incident response activities must be aligned with business continuity plans and critical asset protection priorities." Therefore, the
correct and most comprehensive answer is: C - Understanding how the IMT and IRTs support business processes and define
authority over business systemns.

B #73
How should vulnerabilities lacking corresponding threats be handled?

¢ A. They may not require controls but should be analyzed and monitored for changes
¢ B. They should be disregarded as they pose no risk
e C. They still require controls and should be promptly addressed

EE: A
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Comprehensive and Detailed Explanation From Exact Extract:

According to ISO/IEC 2700522018 (which supports ISO/IEC 27035 in risk management and threat assessment processes),
vulnerabilities that are not currently associated with known threats do not necessarily need immediate remediation or technical
control measures. However, they cannot be ignored entirely either.

Such vulnerabilities may not pose an active risk at the present time, but that can change quickly if a new threat emerges that can
exploit them Therefore, these vulnerabilities should be documented, assessed in context, and monitored over time. This process
ensures that if the threat landscape evolves, the organization can respond proactively.

The standard emphasizes a risk-based approach, which includes:

* Analyzing vulnerabilities in relation to assets and threat likelihood

* Monitoring the environment for changes that may introduce new threats

* Avoiding unnecessary or unjustified resource expenditure on low-risk issues Option A is incorrect because it suggests addressing
all vulnerabilities without considering risk context.

Option B is risky and contradicts ISO best practices, which emphasize continuous risk monitoring,

Reference Extracts:

* ISO/IEC 270052018, Clause 8.2.2: "Vulnerabilities without known threats may not require treatment immediately but should be
monitored regularly."

* ISO/IEC 27001:2022, Annex A, Control A.8.8 - "Management of technical vulnerabilities should be risk- based and responsive
to changes." Therefore, the correct answer is C: They may not require controls but should be analyzed and monitored for changes.
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