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Cisco Implementing and Operating Cisco Security Core Technologies Sample
Questions (Q525-Q530):

NEW QUESTION # 525

A company recently discovered an attack propagating throughout their Windows network via a file named abc428565580xyz exe
The malicious file was uploaded to a Simple Custom Detection list in the AMP for Endpoints Portal and the currently applied policy
for the Windows clients was updated to reference the detection list Verification testing scans on known infected systems shows that
AMP for Endpoints is not detecting the presence of this file as an indicator of compromise What must be performed to ensure
detection of the malicious file?

A. Use an Advanced Custom Detection List instead of a Simple Custom Detection List

B. Upload the malicious file to the Blocked Application Control List

C. Upload the SHA-256 hash for the file to the Simple Custom Detection List

D. Check the box in the policy configuration to send the file to Cisco Threat Grid for dynamic analysis

Answer: C

NEW QUESTION # 526

An engneer is trying to decide whether to use Cisco Unbrella, Cisco CloudLock, Cisco Stealthwatch, or Cisco AppDynamics
Cloud Monitoring for visibility into data transfers as well as protection against data exfiltration Which solution best meets these
requirenments?

A. Cisco Stealthwatch

B. Cisco CloudLock

C. Cisco AppDynamics Cloud Monitoring
D. Cisco Unmbrella

Answer: B

Explanation:

Cisco CloudLock is a cloud-native cloud access security broker (CASB) that helps you move to the cloud safely. It protects your
cloud users, data, and apps. CloudLock's simple, open, and automated approach uses APIs to manage the risks in your cloud app
ecosystem. With CloudLock you can more easily combat data breaches while meeting compliance regulations|.

Cisco CloudLock provides the following features that meet the requirements of visibility into data transfers as well as protection
against data exfiltration:

* User security: Cloudlock uses advanced machine learning algorithms to detect anomalies based on muiltiple factors. It also
identifies activities outside allowed countries and spots actions that seem to take place at impossible speeds across distances|.

* Data security: Cloudlock's data loss prevention (DLP) technology continuously monitors cloud environments to detect and secure
sensitive information. It provides countless out-of-the-box policies as well as highly tunable custom policies. It also supports inline
and out-of-band data inspection and blocking capabilities to protect sensitive datal2.

* App security: The Cloudlock Apps Firewall discovers and controls cloud apps connected to your corporate environment. You
can see a crowd-sourced Community Trust Rating for individual apps, and you can ban or allowlist them based on risk1.

The other solutions do not provide the same level of visibility and protection as Cisco CloudLock:

* Cisco Unbrella is a cloud-delivered network security service that provides DNS-layer security, secure web gateway, cloud-
delivered firewall, cloud access security broker, and threat intelligence3. It does not offer data security features such as DLP, data
inspection, and data blocking4.

* Cisco AppDynamics Cloud Monitoring is a cloud-native application performance management solution that helps you monitor,
troubleshoot, and optimize your cloud applications. It does not offer user security, data security, or app security features as a CASB
solution.

* Cisco Stealthwatch is a network traffic analysis solution that provides visibility and threat detection across your network,
endpoints, and cloud. It does not offer data security features such as DLP, data inspection, and data blocking,

References: 3: Cisco Unbrella Packages - Cisco Umbrella 1: Cisco Cloudlock - Cisco 2: Cisco Cloudlock Cisco Cloudlock:
Secure Cloud Data 4: Easy to Deploy & Simple to Manage CASB Solution - Cisco Unbrella: Cisco AppDynamics Cloud
Monitoring : Cisco Stealthwatch - Cisco

NEW QUESTION # 527
Which two capabilities of Integration APIs are utilized with Cisco DNA center? (Choose two)



A. Upgrade software on switches and routers

B. Automatically deploy new virtual routers

C. Connect to ITSM platforms

D. Create new SSIDs on a wireless LAN controller
E. Third party reporting

Answer: CE

Explanation:
Reference:
httpsz/developer.cisco.convdocs/dna-center/#!cisco-dna-center-platform-overview/integration-api- westbound
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Refer to the exhibit When configuring this access control rule in Cisco FMC, what happens with the traffic destined to the
DMZjnside zone once the configuration is deployed?

A. No traffic will be allowed through to the DMZ _inside zone regardless of if it's trusted or not
B. No traffic will be allowed through to the DMZ_inside zone unless it's already trusted

C. All traffic from any zone will be allowed to the DMZ _inside zone only after inspection

D. All traffic from any zone to the DMZ _inside zone will be permitted with no further inspection

Answer: D

Explanation:

The access control rule in the exhibit has the following characteristics:

* The rule name is DMZ_Rule and 1t is enabled.

* The action set for this rule is Trust, meaning traffic matching this rule will not be subjected to further inspection.

* The source zones are not specified, meaning any zone can match this rule.

* The destination zone is DMZ _Inside, meaning only traffic destined to this zone can match this rule.

Therefore, the effect of this rule is that all traffic from any zone to the DMZ _Inside zone will be permitted with no further inspection.
This is the correct answer, option A.

The other options are incorrect because they do not match the configuration of the rule or the behavior of the Trust action. Option B
is incorrect because traffic will be allowed through to the DMZ_Inside zone, not blocked. Option C is incorrect because traffic will
not be inspected before being allowed to the DMZ Inside zone. Option D is incorrect because traffic does not need to be trusted to
be allowed to the DMZ, Inside zone. References:

* Firepower Management Center Configuration Guide, Version 6.6 - Access Control Rules

* Firepower Management Center Device Configuration Guide, 7.1 - Access Control Policies

* How to Deploy FMC/FTD part 2 - Access Control Policies

NEW QUESTION # 529



During a recent security audit a Cisco IOS router with a working IPSEC configuration using IKEv1 was flagged for using a wildcard
mask with the crypto isakmp key command The VPN peer is a SOHO router with a dynamically assigned IP address Dynamic
DNS has been configured on the SOHO router to map the dynamic IP address to the host name of vpn sohoroutercompany.com In
addition to the command crypto isakmp key Cisc425007536 hostname vpn.sohoroutercompany.com what other two commands
are now required on the Cisco IOS router for the VPN to continue to function after the wildcard command is removed? (Choose
two)

A. Add the dynamic keyword to the existing crypto map command
B. ip host vpn.sohoroutercompany.eom <VPN Peer IP Address>
C. ip name-server <DNS Server [P Address>

D. fqdn vpn.sohoroutercompany.com <VPN Peer IP Address>

E. crypto isakmp identity hostname

Answer: A,C

NEW QUESTION # 530

Getting Cisco certification is a good way for you to access to IT field. But you may find that real test questions are difficult and
professional and you have no time to prepare the 350-701 valid test. So it is time that our latest dumps torrent and training materials
help you get high passing score in the process 0of 350-701 practice test at your first attempt.
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