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CompTIA SecAI+ Certification Exam Sample Questions (Q77-Q82):
NEW QUESTION # 77 
An organization is developing and implementing AI features into a customer service application.
Which of the following practices should the organization put the place before releasing the application for customer trials?

A. Data masking and sanitization
B. Third-party risk management
C. External compliance audits
D. Approved AI vendor lists

Answer: A

Explanation:
Before releasing AI features for customer trials, it is critical to protect sensitive information that may be used during testing. Data
masking and sanitization ensure customer or corporate data is anonymized or obfuscated, reducing the risk of data exposure while
still allowing realistic evaluation of the AI system.

NEW QUESTION # 78 
A company wants to reduce IDS false positives. What tuning should occur FIRST?
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A. Baseline normal behavior
B. Disable low-priority alerts
C. Increase signature sensitivity
D. Add new signatures

Answer: A

Explanation:
A behavioral baseline enables effective tuning and alert reduction.

NEW QUESTION # 79 
A short AI-generated video shows a celebrity's likeness talking about a fake public security event.
Which of the following was used to create this video?

A. Random forest
B. Machine learning (ML) classifier
C. Convolutional neural network
D. Statistical analysis

Answer: C

Explanation:
Convolutional neural networks (CNNs) are commonly used in generating deepfake videos, where a person's likeness is realistically
mapped and animated to create fake but convincing audiovisual content.

NEW QUESTION # 80 
A healthcare organization plans to deploy a chatbot for appointment scheduling and patient records. Which of the following is the
first step a security administrator should take?

A. Use a secure data communication channel for chat.
B. Implement prompt firewalls.
C. Enable role-based access management
D. Conduct a risk assessment.

Answer: D

Explanation:
Before deploying an AI chatbot that will handle sensitive healthcare data, the first step is to conduct a risk assessment. This identifies
potential threats, compliance requirements (such as HIPAA), and security gaps, ensuring proper controls are planned before
implementation.

NEW QUESTION # 81 
A web server shows signs of SQL injection. Which control BEST prevents this?

A. Runtime application self-protection (RASP)
B. Account lockout
C. Input validation
D. SSL encryption

Answer: C

Explanation:
Validating and sanitizing user input is the core SQLi defense.

NEW QUESTION # 82
......
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