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NEW QUESTION # 17
Which setting can reduce variability by narrowing the sampling distribution during inference?

A. Lowering temperature

B. Using a larger context window
C. Increasing learning rate

D. Increasing temperature

Answer: A

Explanation:

In the context of LLM inference, Temperatureis a hyperparameter that controls the randomness or

"creativity" of the model's output. When the temperature is set high, the model's probability distribution is

"flattened," meaning it is more likely to select less-probable tokens, leading to more diverse and sometimes unpredictable text. For
software testing, where precision and repeatability are paramount,lowering the temperature(Option C) is the standard practice. A
temperature of 0.0 makes the model "deterministic," meaning it will consistently choose the token with the highest probability. This
narrows the sampling distribution and significantly reduces variability between runs. While a larger context window (Option D)
allows the model to process more information, it does not directly control the randomness of token selection.

Similarly, the "learning rate" (Option B) is a parameter used during thetrainingorfine-tuningphase, not during inference. For generating
test cases or scripts that must follow strict logic, a lower temperature ensures that the model remains focused and produces
consistent results.

NEW QUESTION # 18
What BEST protects sensitive test data at rest and in transit?

A. Enforce role-based access controls
B. Use public file shares with read-only links
C. Disable TLS and rely on VPN only
D. Rely on obfuscation instead of encryption

Answer: A

Explanation:

Data security is a paramount concern when using GenAl in testing, as test environments often contain sensitive business logic or PII
(Personally Identifiable Information). To protect this data "at rest” (stored in databases or vector stores) and "in transit" (being sent
to the LLM), a combination of technical controls is required. Role-Based Access Control (RBAC)is a findamental security pillar that
ensures only authorized individuals or services can access specific datasets or trigger GenAl workflows. This prevents unauthorized
users from feeding sensitive enterprise data into public Al models. While encryption (omitted in Option A as an alternative to
obfuscation) and TLS (falsely suggested to be disabled in Option C) are essential technical layers for protecting data in transit,
RBAC provides the organizational "gatekeeping necessary to manage who can interact with the Al system. In a professional GenAl
strategy, testers must ensure that the tools they use adhere to strict access policies, ensuring that the "Input Data" used for prompting
remains within the secured organizational boundary and is not leaked to unauthorized entities or public training sets.

NEW QUESTION # 19
Consider applying the meta-prompting technique to generate automated test scripts for API testing. You need to test a REST API
endpoint that processes user registration with validation rules. Which one of the following prompts is BEST suited to this task?

e A. Role: Act as a test automation engineer with API testing experience. | Context: You are verifying user registration that
enforces field and format validation. | Instruction: Generate pytest scripts using requests for both positive (valid) and negative
(invalid email, weak password, missing fields) cases. | Input Data: POST /api/register with validation rules for email and
password length. | Constraints:

Include fixtures, clear assertions, and naming consistent with pytest. | Output Format: Return complete Python test files.

e B. Role: Act as an automation tester. | Context: You are validating an API endpoint. | Instruction: Generate Python test scripts
that send POST requests and validate responses. | Input Data: User credentials. | Constraints: Include basic scenarios with
asserts. | Output Format: Provide organized scripts.

e (. Role: Act as a software engineer. | Context: You are testing registration logic. | Instruction: Create Python scripts to verify
endpoint behavior. | Input Data: POST /api/register with test users. | Constramnts: Add checks for status codes. | Output
Format: Deliver functional scripts.

e D. Role: Act as a test autormation engineer. | Context: You are creating tests for a registration endpoint. | Instruction: Generate



Python test scripts using pytest covering both valid and nvalid inputs. | Input Data: POST /api/register with email and
password. | Constraints: Follow pytest structure. | Output Format: Provide scripts.

Answer: A

Explanation:

Option A is the superior choice because it strictly adheres to thestructured prompting patternrecommended in the CT-GenAl
syllabus. This pattern divides the prompt into six distinct components:Role, Context, Instruction, Input Data, Constraints, and Output
Format.By specifying theRole(Senior Test Automation Engineer), the model accesses relevant technical knowledge. Thelnstructionis
specific about using pytest and the requests library, and it explicitly lists both positive and negative scenarios. Most importantly, the
Constraintssection provides the necessary "guardrails” for the code structure, such as the use of fixtures and clear assertions. Options
B, C, and D are increasingly vague and fail to provide the model with the necessary technical boundaries to produce "production-
ready" testware. Structured prompting reduces the "probabilistic drift" of the model, ensuring the output is not just fnctional code,
but a script that follows industry-standard testing patterns (like modularity and clean naming conventions), making it directly usable
within a CI/CD pipeline.

NEW QUESTION # 20
You must use GenAl to perform test analysis on a payments module with finalized requirements: (1) generate test conditions, (2)
prioritize by risk, (3) check coverage gaps. Which sequence best applies prompt chaining?

A. Detect requirement defects -> generate conditions -> prioritize

B. Prioritize requirements -> generate conditions -> review defects

C. Generate prioritized conditions in one shot -> verify coverage

D. Generate conditions -> prioritize by risk -> map to requirements to find gaps

Answer: D

Explanation:

Prompt Chainingis a technique where a complex task is decomposed into several smaller, sequential steps, where the output of one
step serves as the context or input for the next. This is far more reliable than a "one- shot" approach (Option A) because it reduces
the cognitive load on the LLM and allows for intermediate verification. In the scenario of test analysis, the most logical and effective
chain begins by extracting discrete test conditionsfrom the raw requirements. Once these conditions are established, the next "link" in
the chain is toprioritize them based on risk(impact and likelihood), which requires the model to reason specifically about the
importance of each condition. The final step is tomap these prioritized conditions back to the original requirementsto identify any
"coverage gaps." This systematic flow (Option B) mirrors the professional test analysis process defined in the ISTQB/CT-GenAl
standards. By following this sequence, the tester ensures that the Al-generated output is logically derived and thorough, providing a
clear "audit trail" from the nitial requirement to the final prioritized test suite.

NEW QUESTION # 21
An attacker sends extremely long prompts to overflow context so the model leaks snippets from its training data. Which attack
vector is this?

A. Data poisoning

B. Data exfiltration

C. Request manipulation

D. Malicious code generation

Answer: B

Explanation:

This scenario describes a specialized form ofData Exfiltration(specifically targeting the model's internal

"weights" or training memory). While data exfiltration usually refers to stealing data firom a database, in the context of LLMs, it can
also refer to techniques that force the model to "reveal" sensitive information it was trained on or data that exists within its current
context window. By using long, repetitive, or specifically

"crafted" prompts to overwhelm the model's normal attention mechanisms or safety filters, an attacker may cause the model to output
verbatim snippets of proprietary information, PII, or internal documentation that should have remained confidential. This is different
fromRequest Manipulation(Option D), which aims to change the model's behavior, orData Poisoning(Option A), which happens
during training. In testing, this risk is high when models are fine-tuned on private company repositories. Testers must be aware that if
a model is accessible to unauthorized users, those users might use adversarial prompting techniques to extract sensitive code or



business logic through these types of data leakage attacks.

NEW QUESTION # 22
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