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CrowdStrike Certified Identity Specialist(CCIS) Exam Sample Questions
(Q13-Q18):
NEW QUESTION # 13 
Which of the following statements isNOTtrue as it relates to Identity Events, Detections, and Incidents?

A. A detection can become an element of an incident that preceded it in time
B. Not all events are security events that become elements of detections
C. An event can become an element of a detection that preceded it in time
D. Events related to an incident that occur after the incident is marked In Progress will create a new incident

Answer: D
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Explanation:
Falcon Identity Protection follows acorrelation and enrichment modelwhere events, detections, and incidents are dynamically linked
over time. According to the CCIS curriculum,events that occur after an incident is marked In Progress do not automatically create a
new incident. Instead, related events and detections are typicallyadded to the existing incident, provided they fall within the incident's
correlation and suppression window.
This behavior allows Falcon to present asingle evolving incident, showing the full progression of an identity attack rather than
fragmenting activity into multiple incidents. Therefore, statementA is not true.
The other statements are correct:
* Detections can be retroactively associated with incidents that occurred earlier if correlation logic determines relevance.
* Events can be linked to detections even if the detection is created after the event occurred.
* Not all events are security-relevant; many remain informational and never become detections.
This adaptive correlation model is a core concept in CCIS training and supports efficient investigation and incident lifecycle
management. Hence,Option Ais the correct answer.

NEW QUESTION # 14 
Which section of the Falcon menu is used to investigate the Event Analysis dashboard?

A. Explore
B. Configure
C. Enforce
D. Threat Hunter

Answer: A

Explanation:
In Falcon Identity Protection, theExploresection of the Falcon menu is used to investigate analytical views such as theEvent Analysis
dashboard. This aligns with the CCIS framework, which defines Explore as the primary area forinteractive investigation, analytics,
and risk explorationacross identity data.
The Event Analysis dashboard is designed to help administrators analyzeidentity-related authentication events, behavioral patterns,
and anomalous activity derived from domain traffic inspection and domain controller telemetry. These analytical capabilities are
intentionally placed underExplorebecause this menu category supports hypothesis-driven investigation rather than enforcement or
configuration actions.
By contrast:
* Enforceis used to apply policy rules and automated controls.
* Threat Hunteris focused on proactive hunting using queries and detection pivots.
* Configureis used to manage settings, connectors, policies, and integrations.
The CCIS documentation explicitly associates dashboards such asRisk AnalysisandEvent Analysiswith the Explore menu,
emphasizing its role in understandingwhyrisk exists before taking action. Therefore,Option C (Explore)is the correct and verified
answer.

NEW QUESTION # 15 
How should an organization address the domain risk score found in the Domain Security Overview page?

A. Prioritizing the risks by severity, addressing the Medium (Yellow) risks first
B. Prioritizing the risks by severity, addressing the Low (Green) risks first
C. Address the risks on the list from top to bottom as risks are presented in a descending order
D. Prioritizing the detections by severity, addressing the High (Red) detections first

Answer: C

Explanation:
TheDomain Security Overviewpage in Falcon Identity Protection presents domain risks in aprioritized, descending order, based on a
combination ofseverity, likelihood, and consequence. The CCIS curriculum emphasizes that organizations should address risksfrom
top to bottom, as the list is already optimized to reflect the most impactful identity risks first.
This ordering allows security teams to focus remediation efforts where they will produce the greatest reduction in overall domain risk
score. Addressing risks sequentially ensures alignment with Falcon's risk modeling and avoids misprioritization that could occur if
teams focus only on color-based severity or individual detections.
The incorrect options reflect common misconceptions:
* Medium risks should not be prioritized over higher-impact risks.



* Detections are different from risks and should not be addressed independently of risk context.
* Low risks are intentionally deprioritized by the platform.
By following the descending order provided in the Domain Security Overview, organizations align remediation with Falcon'sZero
Trust-driven identity risk scoring methodology, makingOption Athe correct answer.

NEW QUESTION # 16 
When creating an API key, which scope should be selected to retrieve Identity Protection detection and incident information?

A. Identity Protection Detections
B. Identity Protection Assessment
C. Identity Protection Incidents
D. Identity Protection Data

Answer: A

Explanation:
To retrieve identity-based detections and incident-related data using the CrowdStrike APIs, the API key must include the
correctpermission scope. According to the CCIS curriculum, theIdentity Protection Detections scope is required to access identity-
based detection and incident information through GraphQL.
This scope allows API queries to retrieve:
* Identity-based detections
* Associated incident metadata
* Detection attributes such as severity, status, and related entities
Incident data in Falcon Identity Protection isderived from detections, making the Detections scope the authoritative permission set
for this information. Without this scope, GraphQL queries related to identity detections and incidents will fail authorization.
The other scopes are either too narrow or unrelated to detection retrieval. Therefore,Option Ais the correct and verified answer.

NEW QUESTION # 17 
Which option can be selected from the Threat Hunter menu to open the current Threat Hunter query in a new window as Graph API
format?

A. Open Query in API Builder
B. Export to API Builder
C. Save as Custom Report
D. Save as Custom Query

Answer: A

Explanation:
Falcon Threat Hunter provides a direct integration with theAPI Builderto support advanced investigation workflows and automation.
According to the CCIS curriculum, analysts can take an existing Threat Hunter query and convert it into aGraphQL-compatible
formatby selectingOpen Query in API Builderfrom the Threat Hunter menu.
This option opens the current query in a new window within API Builder, automatically translating the query structure into GraphQL
syntax where applicable. This enables security teams to reuse validated hunting logic for automation, reporting, or external
integrations without rewriting queries from scratch.
The other menu options serve different purposes:
* Export to API Builderis not a valid menu action.
* Save as Custom Querystores the query for reuse inside Threat Hunter.
* Save as Custom Reportgenerates a reporting artifact, not an API query.
BecauseOpen Query in API Builderis the only option that opens the query in GraphQL format in a new window,Option Dis the
correct and verified answer.

NEW QUESTION # 18
......
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