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Palo Alto Networks Cybersecurity Practitioner Sample Questions (Q119-
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NEW QUESTION # 119 
Which aspect of a SaaS application requires compliance with local organizational security policies?

A. Vulnerability scanning and management
B. Acceptable use of the SaaS application
C. Data-at-rest encryption standards
D. Types of physical storage media used

Answer: B

Explanation:
SaaS applications are cloud-based software that users can access from anywhere and any device. This poses a challenge for
organizations to ensure that their employees are using the SaaS applications in a secure and compliant manner. Therefore,
organizations need to establish and enforce acceptable use policies (AUPs) for SaaS applications that define the rules and guidelines
for accessing and using the applications, such as who can use them, what data can be stored or shared, and what actions are
prohibited12. AUPs help organizations to protect their data, prevent unauthorized access, and comply with local regulations and
standards3. Reference: Using Software as a Service (SaaS) securely - NCSC, Minimum Security Standards for Software-as-a-
Service (SaaS) and Platform-as-a-Service (PaaS) | University IT, How to Secure Your SaaS Applications - CyberArk

NEW QUESTION # 120 
What should a security operations engineer do if they are presented with an encoded string during an incident investigation?

A. Save it to a new file and run it in a sandbox.
B. Run it against VirusTotal.
C. Decode the string and continue the investigation.
D. Append it to the investigation notes but do not alter it.

Answer: C

Explanation:
An encoded string is a common technique used by attackers to obfuscate their malicious code or data. By decoding the string, a
security operations engineer can reveal the true nature and intent of the attacker, and potentially discover indicators of compromise
(IOCs) such as IP addresses, domain names, file names, etc. Decoding the string can also help the engineer to determine the type
and severity of the incident, and the appropriate response actions. Therefore, decoding the string and continuing the investigation is
the best option among the given choices. Saving the string to a new file and running it in a sandbox may be risky, as it could execute
the malicious code and cause further damage. Running the string against VirusTotal may not yield any useful results, as the string may
not be recognized by any antivirus engines. Appending the string to the investigation notes but not altering it may not provide any
additional insight into the incident, and may delay the response process. Reference:
1: SANS Digital Forensics and Incident Response Blog | Strings, Strings, Are Wonderful Things
2: 5 Minute Forensics: Decoding PowerShell Payloads - Tevora
3: Known plaintext analysis of encoded strings - SANS Institute
4: Palo Alto Networks Certified Cybersecurity Entry-level Technician - Palo Alto Networks
5: 10 Palo Alto Networks PCCET Exam Practice Questions - CBT Nuggets

NEW QUESTION # 121 
Which network firewall primarily filters traffic based on source and destination IP address?
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A. Stateless
B. Proxy
C. Stateful
D. Application

Answer: A

Explanation:
A stateless firewall is a network firewall that primarily filters traffic based on source and destination IP address, as well as port
numbers and protocols. A stateless firewall does not keep track of the state or context of network connections, and only inspects
packet headers. A stateless firewall is faster and simpler than a stateful firewall, but it is less secure and flexible. A stateless firewall
cannot block complex attacks or inspect packet contents for malicious payloads. Reference: What Is a Packet Filtering Firewall? -
Palo Alto Networks, Common IP Filtering Techniques - APNIC, What is IP filtering? - Secure Network Traffic Management

NEW QUESTION # 122 
What is a purpose of workload security on a Cloud Native Security Platform (CNSP)?

A. To secure serverless functions across the application
B. To provide comprehensive logging of potential threat vectors
C. To secure public cloud infrastructures only
D. To provide automation for application creation in the cloud

Answer: A

Explanation:
Workload security in a Cloud Native Security Platform (CNSP) is designed to secure containers, VMs, and serverless functions
throughout the entire application lifecycle - from development to runtime - by detecting and blocking vulnerabilities,
misconfigurations, and runtime threats.

NEW QUESTION # 123 
Which two statements describe the Jasager attack? (Choose two.)

A. It actively responds to beacon reguests.
B. It tries to get victims to conned at random.
C. The victim must manually choose the attacker s access point
D. The attacker needs to be wilhin close proximity of the victim.

Answer: A,D

Explanation:
A Jasager attack is a type of wireless man-in-the-middle attack that exploits the way mobile devices search for known wireless
networks. A Jasager device will respond to any beacon request from a mobile device by saying "Yes, I'm here", pretending to be
one of the preferred networks. This way, the Jasager device can trick the mobile device into connecting to it, without the user's
knowledge or consent. The Jasager device can then intercept, modify, or redirect the traffic of the victim. For this attack to work,
the attacker needs to be within close proximity of the victim, and the victim must have at least one known network in their preferred
list. The victim does not need to manually choose the attacker's access point, nor does the attacker try to get victims to connect at
random. Reference: Wireless Man in the Middle - Palo Alto Networks, Man-in-the-middle attacks with malicious & rogue Wi-Fi
access points - Privacy Guides

NEW QUESTION # 124
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