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Fortinet NSE 8 - Recertification Exam Sample Questions (Q127-Q132):

NEW QUESTION # 127

The FortiGate is an [Psec VPN hub. A VPN spoke protecting subnet 192.168.222.0/24 has successfully brought up a tunnel with
the FortiGate.

This remote network is present in the FortiGate routing table as shown in the exhibit.

‘Which statement is true?
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A. This subnet was learned during quick-mode negotiation and was dynamically injected into the routing table.
B. The FortiGate administrator configured a static route for 192.168.222.0/24.

C. The route in the exhibit is bound to "BranchOffice 0" which is a tunnel other than "BranchOffice".

D. The FortiGate administrator configured this subnet as a locally connected subnet on the

"BranchOffice"" phasel mterface.

Answer: A

NEW QUESTION # 128

Refer to the exhibit. You are deploying a FortiGate 6000F. The device should be directly connected to a switch. In the future, a new

hardware module providing higher speed will be installed in the switch, and the connection to the FortiGate must be moved to this

higher-speed port.

You nmust ensure that the initial FortiGate interface connected to the switch does not affect any other port when the new module is

nstalled and the new port speed is defined.
How should the mitial connection be made?
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A. Connect the switch on any mterface between ports 25 to 28
B. Connect the switch on any interface between ports 5 to 8
C. Comnect the switch on any interface between ports 21 to 24
D. Connect the switch on any interface between ports 1 to 4




Answer: A

Explanation:

6000F has 6 interface groups:

1to4-5t08-9t012-13t016- 171020 - 21 to 24.

This means the only way to be sure the initial connection does not affect the rest is 25-28.

NEW QUESTION # 129

Your NOC contracts the security team due to a problem with a new application flow.

You are instructed to disable hardware acceleration for the policy shown in the exhibit for troubleshooting purposes.
‘Which command will disable hardware acceleration for the new application pohcy’?
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Answer: A

Explanation:
http/docs.fortinet.com/uploaded/files/1607/fortigate- hardware-accel-50.pdf

NEW QUESTION # 130
Refer to the exhibit.



Layer-3 network

You are managing a FortiSwitch 3032E that is managed by FortiLink on a FortiGate 3960E. The

3032E is heavily utilized and there is only one port fiee.

The requirement is to add an additional three FortiSwitch 448E devices with 10Gbps SFP+ connectivity directly to the 3032E. The
plan is to use split port (phy-mode) with QSFP28 mode to connect the new 448E switches.

In this scenario, which statement about the switch deployment is correct?

A. Switches 2-4 will connect successfully with Switch 1 split port in QSFP28 mode.

B. After enabling split ports and rebooting Switch 1, the new ports can be configured from the FortiGate.
C. Additional ports on Switch 1 can be split for a maximum of 128 interfaces.

D. The port most of Switch 1 must be changed to QSFP.

Answer: B

Explanation:

The FortiSwitch 3032E supports split port mode (phy-mode) with QSFP28, which allows a single

100Gbps port to be split into multiple 10Gbps or 25Gbps ports, depending on the configuration.

However, enabling split ports requires:

1. Configuring the split port mode in the FortiSwitch settings.

2. Rebooting the FortiSwitch for the changes to take effect.

Once the split ports are enabled and the switch has been rebooted, the newly created interfaces will appear in the FortiGate
FortiLink interface, allowing them to be configured and used to connect the additional FortiSwitch 448E devices.

NEW QUESTION # 131
Which two statements about bounce address tagging and verification (BATV) on FortiMail are true? (Choose two.)

A. FortiMail will insert the BATV tag to the sender address in the envelope.

B. Emails with an empty sender address will be subjected to bounce verification.
C. BATV will use symmetric keys to verify the bounce address tag,

D. You must publish the BATV public key as a DNS TXT record.

Answer: A,B

Explanation:

Emails with an empty sender address will be subjected to bounce verification:

BATV is specifically designed to address backscatter issues caused by misdirected bounce messages. It examines bounces (emails
with empty sender addresses) to verify their authenticity.

FortiMail will insert the BATV tag to the sender address in the envelope:

FortiMail appends a unique tag to the sender address in the email envelope. This tag allows FortiMail to later verify if a bounce
message was generated by the original recipient or is part of a backscatter attack.

NEW QUESTION # 132
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