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Cisco 300-740 Exam Syllabus Topics:

Topic Details

e SAFE Key Structure: This section of the exam measures skills of Network Security Designers and focuses
on the SAFE framework's key structural elements. It includes understanding ‘Places in the Network’—the

Topic 1 different network zones—and defining ‘Secure Domains’ to organize security policy implementation

effectively.
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o Threat Response: This section of the exam measures skills of Incident Response Engmneers and focuses on

responding to threats through automation and data analysis. It covers how to act based on telemetry and
Topic 2 audit reports, manage user or application compromises, and implement response steps such as
containment, reporting, remediation, and reinstating services securely.

¢ Industry Security Frameworks: This section of the exam measures the skills of Cybersecurity Governance
Professionals and introduces major industry frameworks such as NIST, CISA, and DISA. These

Topic 3 frameworks guide best practices and compliance in designing secure systems and managing cloud

environments responsibly.

o User and Device Security: This section of the exam measures skills of Identity and Access Management
Engineers and deals with authentication and access control for users and devices. It covers how to use
identity certificates, enforce multifactor authentication, define endpoint posture policies, and configure single
sign-on (SSO) and OIDC protocols. The section also includes the use of SAML to establish trust between
devices and applications.

Topic 4

e Application and Data Security This section of the exam measures skills of Cloud Security Analysts and
explores how to defend applications and data from cyber threats. It introduces the MITRE ATT&CK
framework, explains cloud attack patterns, and discusses mitigation strategies. Additionally, it covers web
application firewall functions, lateral movement prevention, microsegimentation, and creating policies for
secure application connectivity in multicloud environments.

Topic 5

¢ Cloud Security Architecture: This section of the exam measures the skills of Cloud Security Architects and
covers the fimdamental components of the Cisco Security Reference Architecture. It introduces the role of
threat intelligence in identifying and mitigating risks, the use of security operations tools for monitoring and
response, and the mechanisms of user and device protection. It also includes strategies for securing cloud
and on-premise networks, as well as safeguarding applications, workloads, and data across environments.

Topic 6

e Network and Cloud Security:This section of the exam measures skills of Network Security Engineers and
covers policy design for secure access to cloud and SaaS applications. It outlines techniques like URL
filtering, app control, blocking specific protocols, and using firewalls and reverse proxies. The section also
addresses security controls for remote users, including VPN-based and application-based access methods,
as well as policy enforcement at the network edge.

Topic 7
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Cisco Designing and Implementing Secure Cloud Access for Users and
Endpoints Sample Questions (Q159-Q164):

NEW QUESTION # 159
Which of the following are core components of the MITRE ATT&CK framework?
(Muttiple Correct Answers)

A. Defense evasion techniques

B. TTPs (Tactics, Techniques, and Procedures)
C. Credential access methods

D. SSL Certificates

Answer: A,.B,C
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NEW QUESTION # 160

Refer to the exhibit. An engineer must create a firewall policy to allow web server communication only. The indicated firewall policy
was applied; however, a recent audit requires that all firewall policies be optimized.
Which set of rules must be deleted?

A.Rules 2 to 4
B.Rules2to 5
C.Rules 3 and 4
D. Rules 1 and 5

Answer: C

Explanation:

Based on the Cisco Tetration segmentation policy and the requirement to allow only web server communication (HTTP/HTTPS):
Rule 1 allows HTTP (port 80) - required

Rule 2 allows HTTPS (port 443) - required

Rule 3 allows SSH - not needed for web communication

Rule 4 allows UDP port 68 (DHCP) - not relevant to application-layer web server traffic Therefore, Rules 3 and 4 are unnecessary
and should be deleted for policy optimization, which aligns with zero-trust and least-privilege access design as outlined in SCAZT
Section 4 (Application and Data Security, Pages 86-90).

Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 4, Pages 86-90

NEW QUESTION # 161
Which of the following is a use case for visibility and assurance automation?

A. Automating the response to security incidents

B. Increasing manual intervention in security processes
C. Decreasing the speed of security operations

D. Reducing the accuracy of threat detection

Answer: A

NEW QUESTION # 162
Network protocol blocking, such as FTP and BitTorrent, is crucial for:

A. Allowing unrestricted data transfer
B. Preventing data exfiltration and limiting malware spread
C. Enhancing the performance of cloud applications

D. Simplifying network configuration

Answer: B

NEW QUESTION # 163
Which of the following is true about lateral movement prevention strategies?

A. They encourage the use of shared credentials

B. They primarily focus on external firewall configuration

C. They include the use of just-in-time access and privilege escalation monitoring
D. They are only applicable in on-premises environments

Answer: C

NEW QUESTION # 164
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