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An FTP server has been hosted in one of the machmes in the network. Using Cain and Abel the attacker was able to poison the
machine and fetch the FTP credentials used by the admin. You're given a task to validate the credentials that were stolen using Cain
and Abel and read the file flag.txt

o A blue@hat

¢ B.red@hat
e C. hat@red
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As a Virtualization Software Engineer/Analyst, you are employed on a Project with Alpha Inc.
Company, the OS Virtualization is used for isolation of Physical/Base OS with the Hypervisor OS.
What is the security benefit of OS virtualization in terns of isolation?

A. Virtual machines can freely access the resources of other VMs on the same host.

B. Virtual machines are isolated from each other, preventing a security breach in one from impacting others.
C. OS virtualization offers no security benefits in isolation.

D. A compromised virtual machine can easily infect the physical host and other VM.
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A pfSense firewall has been configured to block a web application www.abchacker.com. Perform an analysis on the rules set by the
admin and select the protocol which has been used to apply the rule.

Hint: Firewall login credentials are given below:

Username: admin

Password: admn@[23

e A ARP

e B.FTP

e C. TCP/UDP
e D.POP3

Ef#: C

fEL:

TCP/UDRP is the protocol that has been used to apply the rule to block the web application www.abchacker.comin the above
scenario. pfSense is a firewall and router software that can be installed on a computer or a device to protect a network from various
threats and attacks. pfSense can be configured to block or allow traffic based on various criteria, such as source, destination, port,
protocol, etc. pfSense rules are applied to traffic in the order they appear in the firewall configuration . To perform an analysis on the
rules set by the admin, one has to follow these steps:

Open a web browser and type 20.20.10.26

Press Enter key to access the pfSense web interface.

Enter admin as username and admn@I23 as password.

Click on Login button.

Click on Firewall menu and select Rules option.

Click on LAN tab and observe the rules applied to LAN interface.

The rules applied to LAN mterface are:
Action Interface Protocol Source Port Destination Port Description
Block LAN TCP/UDP any any www.abchac any Block
ker.com abchacker

website

Pass LAN any any any any any Default
allow LAN to
any rule

The first rule blocks any traffic from LAN interface to www.abchacker.com website using TCP/UDP protocol. The second rule
allows any traffic from LAN interface to any destination using any protocol. Since the first rule appears before the second rule, it has
higher priority and will be applied first. Therefore, TCP/UDP is the protocol that has been used to apply the rule to block the web
application www.abchacker.com. POP3 (Post Office Protocol 3) is a protocol that allows downloading emails from a mail server to
a client device. FTP (File Transfer Protocol) is a protocol that allows transferring files between a client and a server over a network.



ARP (Address Resolution Protocol) is a protocol that resolves IP addresses to MAC (Media Access Control) addresses on a
network.

HH #90

A John-the-Ripper hash dump of'an FTP server’s login credentials is stored as "target-file" on the Desktop of Attacker Machine-2.
Crack the password hashes in the file to recover the login credentials of the FTP server.

The FTP root directory hosts an exploit file. Read the exploit file and enter the name of the exploit's author as the answer. Hint: Not
all the credentials will give access to the FTP. (Practical Question)

A. CodeGuard
B. ByteDefender
C. nullsecurlty
D. QcipherShield

Ef#: C

R -

John-the-Ripper Usage:

* John-the-Ripper is a popular open-source password cracking tool used to detect weak passwords. It works by performing
dictionary attacks and brute force attacks on password hashes.

HM #91

SecuraCorp, a leading financial stitution, is worried about zero-day vulnerabilities. With a sprawling network infrastructure and
multiple transaction points, it needs a system that does not solely rely on signatures but can effectively identify suspicious patterns
based on the behavior in the network. Which type of IDS/IPS should SecuraCorp primarily deploy for its needs?

A. Network-based IDS
B. Host-based IDS

C. Signature-based IDS
D. Anomaly-based IDS

IEf#: D
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