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EE #55

You are running a web application with two replicas. You need to ensure that there is always at least one replica available while
updating the application. You also need to have a maximum of two replicas during the update. How would you configure a rolling
update strategy for your Deployment?
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Y.

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Lipdate the Deployment YAMLI

- Define 'strategy.type' to 'Rollingupdate’ to trigger a rolling update when the deployment is updated.
- Update the 'replicas' to 2 to start with.

- Set 'maxi-Jnavailable' to to ensure at least one pod remains running during the update.

- Set '"maxSurge’ to to allow for a maximum of two replicas during the update.

2. Create or Llpdate the Deployment - Apply the updated YAML file using 'kubectl apply -f my-app-deploymentyan - If the
deployment already exists, Kubernetes will update it with the new configuration- 3. Trigger the Update: - Update the image of your
application to a newer version. - You can trigger the update by pushing a new image to your container registry. 4. Monitor the
Update: - Use 'kubectl get pods -1 app=my-apps to monitor the pod updates during the rolling update process. - Observe the pods
being updated one at a time, ensuring that there's always at least one replica available. 5. Check for Successful Update: - Once the
update is complete, use 'kubectl describe deployment my-app' to verify that the 'updatedReplicas' field matches the 'replicas field.

EE #56

Refer to Exhibit.

Context

A project that you are working on has a requirenent for persistent data to be available.

Task

To facilitate this, perform the following tasks:

* Create a file on node sk8s-node-0 at /opt/KDSP00101/data/index.html with the content Acct=Finance

* Create a PersistentVolume named task-pv-volume using hostPath and allocate 1Gi to it, specifying that the volume is at
/opt/KDSP00101/data on the cluster's node. The configuration should specify the access mode of ReadWriteOnce . It should define
the StorageClass name exam for the PersistentVolume , which will be used to bind PersistentVolumeClaim requests to this
PersistenetVolume.

* Create a PefsissentVolumeClaim named task-pv-claim that requests a volume of at least 100Mi and specifies an access mode of
ReadWriteOnce

* Create a pod that uses the PersistentVolmeClaim as a volume with a label app: my-storage-app mounting the resulting volume to a
mountPath /usr/share/nginx/html inside the pod

He:

MH.
Solution:

A2 #57

You are deploying a microservice application consisting of three components: 'frontend' , 'backend' , and 'database’. You want to
ensure that the 'backend' service is deployed only after the 'frontend' service has successfully started and is healthy. Additionally, the
'database’ service should be deployed only after the 'backend' service is ready. How would you implement this deployment strategy
using Kubernetes deployments?

He:
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See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Define Pre-requisites for Services:

- Create a 'Deployment for each service (frontend', 'backend', and 'database’).

- For the 'backend' service, define a "pre-requisite’ in the 'dependencies' section of the 'Deployment' object, specifying that the '
frontend' service needs to be healthy and running. This can be achieved using the 'dependson’ field in the
'spec.template.spec_containers' section of the Deployment.

- Similarly, for the 'database service, define a Tre-requisite’ specifying that the 'backend' service needs to be healthy and running,
- Exanple 'frontend' Deployment:



- Example 'backend' Deployment:

- Exanmple 'database’ Deployment:

2. Create the Deployments: - Apply the YAML files using 'kubectl apply - f frontend-deployment.yanmr , 'kubectl apply -f backend-
deployment.yanr , and 'kubectl apply -f database- deployment-yaml. 3. Monitor the Deployment Process: - use 'kubectl get pods -1
app=frontend' , 'kubectl get pods -1app=backend' , and 'kubectl get pods -1 app=database' to monitor the deployment of the pods.
- You will observe that the "frontend' pods will start first, followed by the 'backend' pods after the 'frontend' pods are healthy.
Finally, the 'database’ pods will start after the 'backend' pods are healthy. 4. Verify the Deployment Success: - Use 'kubectl describe
deployments frontend-deployment', 'kubectl describe deployments backend-deployment , and 'kubectl describe deployments
database-deployment' to verify the successful deployment of each service. - Confirm that the 'Ready’ status of each pod is true. This
strategy ensures that the services are deployed in a predictable and reliable order, ensuring the application's integrity and
functionality.,

EE #58
You have a ConfigMap named 'database-config' tnat stores sensitive information for connecting to a database. You want to ensure
that this ConfigMap is only accessible by a specific namespace and not by other namespaces in the cluster.

He:
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See the solution below with Step by Step Explanation.
Explanation:

Solution (Step by Step) :

1. Create a Namespace:

bash

kubectl create namespace my-database-namespace
2. Move the ConfigMap to the Namespace:

bash

kubectl move configmap database-config -n my-database-namespace
3. Configure Role-Based Access Control (RBAC):

- Create a Role:

- Create a RoleBinding:

- Replace 'my-service-account with the actual name of the service account that needs access to the ConfigMap. 4. Apply the Role
and Role3inding: bash kubectl apply -f database-config-reader.yaml kubectl apply -f database-config-reader-binding.yaml 5. Verify
Access: - From the 'my-database-namespace': bash kubectl get configmap database-config -n my-database-namespace The
command should succeed as the service account in this namespace has the necessary permissions. - Froma different namespace:
bash kubectl get configmap database-config -n another-namespace This command should fail as the service account in this
namespace does not have access to the ConfigMap. This solution uses RBAC to restrict access to the ConfigMap to only the
service account in the 'my-database-namespace'. This ensures that sensitive information is only accessible by authorized entities
within the cluster,

EE#59

You have a multi-container Pod that needs to perform some iitialization tasks before the main application containers Stan. These
tasks involve setting up a database connection, downloading a configuration file, or running some pre-flight checks. Design a Pod
configuration that utilizes an init container to handle these tasks before tne main application containers start Ensure that your solution
includes the necessary steps to handle potential errors encountered during the initialization process.

HE:
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See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Create an init container: Define an init container within your Pod's spec. This container will be responsible for running the
mitialization tasks before your main application containers start.

2. Define the it container image: Create a Docker image specifically for your init container. This image should contain all the
necessary tools and scripts to perform your initialization tasks. basn# Create a Dockerfile for the mit container FROM ubuntuilatest
RUN apt update && apt install -y mysql-client # (add your mitialization tasks here) CMD ["echo", "Database connected"] # Build



the Docker image docker build -t example/init-script:latest . 3. Handle potential errors: Use a "lifecycle" nook to handle any errors
during tne init container execution. This ensures that if the init container fails, the Pod is restarted, and the initialization process is
retried.

This example demonstrates the "poststart” lifecycle hook, which ensures the main application container only starts after the it
container successfully completes. 4. Define resources for the it container: Specift,' resource requirements for your init container
(CPU, memory, etc.). This ensures that the initialization process doesn't impact your main application containers resource availability
5. Configure the main application container: Make sure your main application containers configuration is aware of the init containers
actions (e.g,, the database connection details are available). 6. Monitor and troubleshoot: Monitor your Pod's status to ensure the it
container runs successfully. If errors occur, analyze logs from the init container to identify and address the issues. This configuration
ensures that your init container executes the initialization tasks before your main application containers start, and provides a
mechanism to handle errors during the initialization process.
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