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Answer: C

Explanation:

According to ISO 27001:2022 clause 8.1.4, the organisation shall ensure that externally provided processes, products or services
that are relevant to the information security management system are controlled. This includes implementing appropriate contractual
requirements related to information security with external providers, such as customers who send ICT equipment for reclamation]2
In this case, ABC is a residential nursing home that provides healthcare services to its residents and collects their personal data and
their family members' personal data. ABC has a signed service agreement with the residents' family members that states that the
collected personal data will not be used for marketing or any other purposes than nursing and medical care. However, ABC has
violated this contractual requirement by sharing the personal data with WeCare, a medical device manufacturer, who has used the
data to send promotional advertiserments to the residents’ family members via email and SMS. This has caused dissatisfaction and
complaints from the residents’ family members, who have a strong reason to believe that ABC is leaking their personal mformation to
a non-relevant third party.

Therefore, the audit finding is a nonconformity with clause 8.1.4 of ISO 2700122022, as ABC has failed to control the externally
provided processes, products or services that are relevant to the information security management system, and has breached the
contractual requirements related to information security with its customers. The fact that ABC has taken corrective actions to stop
working with WeCare and to apologise to the customers does not elimmnate the nonconformity, but only mitigates its consequences.
The nonconformity still needs to be recorded, evaluated, and reviewed for effectiveness and improvement.

Reference:

1: ISO/IEC 27001:2022 Lead Auditor (Information Security Management Systens) Course by CQI and IRCA Certified Traning 1
2:ISO/IEC 27001 Lead Auditor Traning Course by PECB 2
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Answer: A



NEW QUESTION # 308
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Answer: C

Explanation:

Comprehensive and Detailed In-Depth

B. Correct Answer:

Corroboration is the process of validating verbal statements with documented evidence.

ISO 19011:2018 emphasizes cross-verification of audit evidence to ensure accuracy.

A . Incorrect:

Observation involves witnessing real-time processes, but here, the audit team compared interview data with documentation.
C . Incorrect:

Evaluation assesses compliance with criteria, but corroboration focuses on evidence validation.
Relevant Standard Reference:

ISO 19011:2018 Clause 6.4.7 (Corroboration of Audit Evidence)
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Answer: D

Explanation:

The correct response is A, because grading criteria provide a common basis for the evaluation of nonconformities across the
organization. Grading criteria are the rules or standards that define the severity or impact of nonconformities, and help to determine
the appropriate corrective actions and follow-up activities.

Grading criteria are important for several reasons, such as:

* They ensure consistency and objectivity in the assessment and reporting of nonconformities, and avoid subjective or arbitrary



judgments.

* They facilitate the commumication and understanding of nonconformities among the auditors, the auditees, and the audit clients, and
enable the conparison and benchmarking of nonconformities across different processes, flnctions, or locations.

* They support the prioritization and allocation of resources for the resolution of nonconformities, and the monitoring and
measurenment of the effectiveness of the corrective actions.

* They demonstrate the commitment and accountability of the organization to the continual improvement of the ISMS, and the
compliance with the ISMS requirements and expectations.

References:

* ISO/IEC 27001:2022, Information technology - Security techniques - Information security management systens - Requirements 1
* PECB Candidate Handbook ISO/IEC 27001 Lead Auditor2

* SO 2700122022 Lead Auditor - PECB3

*1SO 27001:2022 certified ISMS lead auditor - Jisc4

* ISO/IEC 2700122022 Lead Auditor Transition Training Course5

*1SO 27001 - Information Security Lead Auditor Course - PwC Training Acadeny

*ISO 19011:2022, Guidelines for auditing management systens
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Answer: D,E

Explanation:

Knowledge is the understanding of facts, concepts, principles, theories and practices related to a specific subject or discipline. Skills
are the ability to apply knowledge and use know-how to complete tasks and solve problems. According to ISO 19011:2018, the
knowledge and skills of an auditor include the following;

Knowledge of audit principles, procedures and methods

Knowledge of management system standards and reference documents

Knowledge of the organization's context, scope, processes and objectives Knowledge of relevant legal, regulatory and contractual
requirements Knowledge of applicable industry, sector or technical disciplines Knowledge of risk management and risk-based
thinking Skill in collecting and verifying information Skill in evaluating conformity and effectiveness of management systers Skill in
reporting and communicating audit results Skill in managing audit activities and teams Based on this, the activities that are
predominately related to knowledge are designing a checklist and determining what evidence to gather, as they require the auditor to
understand the audit criteria, scope, objectives and methods, as well as the organization's context, processes and risks. The other
activities are more related to skills, as they nvolve applying knowledge and using know-how to perform tasks and solve problens
during the audit.

Reference:

ISO 19011:2018, Guidelines for auditing management systemns, clauses 7.2.1, 7.2.2 and 7.2.3 PECB Candidate Handbook - ISO
27001 Lead Auditor, pages 9-10 and 16-17 ISO 9001 Auditing Practices Group Guidance on: Auditing Competence, pages 2-3
and 8

NEW QUESTION # 311
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