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ECCouncil Certified Cybersecurity Technician Sample Questions (Q98-
Q103):
NEW QUESTION # 98 
DigitalVault Corp., a premier financial institution, has recently seen a significant rise in advanced persistent threats (APTs)targetlng Its
mainframe systems. Considering the sensitivity of the data stored, It wants to employ a strategy that deceives attackers into revealing
their techniques. As part of its defense strategy, the cybersecurity team is deliberating over-deploying a honeypot system. Given the
bank's requirements, the team are evaluating different types of honeypots. DigitalVault's primary goal Is to gather extensive
Information about the attackers' methods without putting its actual systems at risk. Which of the following honeypots would BEST
serve DigitalVault's intent?
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A. Production honeypots, which are part of the organization's active network and collect information about dally attacks.
B. Low-interaction honeypots, designed to log basic information such as IP addresses and attack vectors.
C. Reserch honeypots, aimed at understanding threats to a specific industry and sharing insights with the broader community.
D. High-interaction honeypots, offering a real system's replica for attackers, and observing their every move.

Answer: D

Explanation:
* High-Interaction Honeypots:
* High-interaction honeypots simulate real systems, offering attackers a full operating environment to interact with, thereby providing
detailed insights into their methods and techniques.

NEW QUESTION # 99 
A text file containing sensitive information about the organization has been leaked and modified to bring down the reputation of the
organization. As a safety measure, the organization did contain the MD5 hash of the original file. The file which has been leaked is
retained for examining the integrity. A file named "Sensitiveinfo.txt" along with OriginalFileHash.txt has been stored in a folder named
Hash in Documents of Attacker Machine-1. Compare the hash value of the original file with the leaked file and state whether the file
has been modified or not by selecting yes or no.

A. No
B. Yes

Answer: B

Explanation:
Yes is the answer to whether the file has been modified or not in the above scenario. A hash is a fixed-length string that is generated
by applying a mathematical function, called a hash function, to a piece of data, such as a file or a message. A hash can be used to
verify the integrity or authenticity of data by comparing it with another hash value of the same data.A hash value is unique and any
change in the data will result in a different hash value.To compare the hash value of the original file with the leaked file and state
whether the file has been modified or not, one has to follow these steps:
Navigate to Hash folder in Documents of Attacker-1 machine.
Open OriginalFileHash.txt file with a text editor.
Note down the MD5 hash value of the original file as 8f14e45fceea167a5a36dedd4bea2543 Open Command Prompt and change
directory to Hash folder using cd command. Type certutil - hashfile Sensitiveinfo.txt MD5 and press Enter key to generate MD5
hash value of leaked file.
Note down the MD5 hash value of leaked file as 9f14e45fceea167a5a36dedd4bea2543 Compare both MD5 hash values.
The MD5 hash values are different , which means that the file has been modified.

NEW QUESTION # 100 
A text file containing sensitive information about the organization has been leaked and modified to bring down the reputation of the
organization. As a safety measure, the organization did contain the MD5 hash of the original file. The file which has been leaked is
retained for examining the integrity. A file named "Sensitiveinfo.txt" along with OriginalFileHash.txt has been stored in a folder named
Hash in Documents of Attacker Machine-1. Compare the hash value of the original file with the leaked file and state whether the file
has been modified or not by selecting yes or no.

A. No
B. Yes

Answer: B

NEW QUESTION # 101 
Kasen, a cybersecurity specialist at an organization, was working with the business continuity and disaster recovery team. The team
initiated various business continuity and discovery activities in the organization. In this process, Kasen established a program to
restore both the disaster site and the damaged materials to the pre-disaster levels during an incident.
Which of the following business continuity and disaster recovery activities did Kasen perform in the above scenario?

A. Resumption
B. Prevention



C. Response
D. Recovery

Answer: D

NEW QUESTION # 102 
Shawn, a forensic officer, was appointed to investigate a crime scene that had occurred at a coffee shop. As a part of investigation,
Shawn collected the mobile device from the victim, which may contain potential evidence to identify the culprits.
Which of the following points must Shawn follow while preserving the digital evidence? (Choose three.)

A. Make sure that the device is charged
B. Never record the screen display of the device
C. Turn the device ON if it is OFF
D. Do not leave the device as it is if it is ON

Answer: A,C,D
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......
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