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28. Frage 
Which two actions must be taken before using Postman to call Gaia API endpoints? (Choose two)
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A. Disable Management API
B. Enable Gaia API on the gateway
C. Ensure HTTPS access to Gaia
D. Install the Threat Prevention policy

Antwort: B,C

Begründung:
To use Postman with Gaia API, the API must be explicitly enabled, and HTTPS access must be allowed. Unlike the Management
API, Gaia API access must be manually configured via CLI or WebUI.

29. Frage 
Why is it recommended to use --format json when integrating mgmt_cli with orchestration tools?
(Choose two)

A. CLI outputs are faster than JSON
B. Orchestration tools only support CLI
C. JSON can be passed as structured input
D. It simplifies parsing of responses

Antwort: C,D

Begründung:
Using JSON allows orchestration tools like Ansible or Jenkins to easily read API responses and handle them programmatically. This
format supports both automation logic and portability across platforms.

30. Frage 
What is a key reason to use PowerShell with the Management API on Windows systems?

A. It integrates well with Windows automation frameworks
B. It bypasses authentication
C. It is faster than curl
D. It compiles GAiA configurations

Antwort: A

Begründung:
PowerShell is the native scripting environment for Windows and integrates smoothly with task schedulers and other management
tools, making it ideal for automating Check Point API calls in Windows environments.

31. Frage 
Which of the following are Check Point API security best practices? (Choose two)

A. Use non-encrypted HTTP
B. Restrict API access by IP
C. Enable API only when needed
D. Allow unrestricted API access

Antwort: B,C

Begründung:
For secure API usage, enable the API only when needed and restrict access to trusted IPs. Avoid allowing unrestricted or
unsecured (HTTP) access, which exposes the environment to risk.

32. Frage 
What will happen if API access is disabled in SmartConsole but a user tries to use mgmt_cli?



A. It triggers a firewall alert
B. It works normally
C. The request is rejected
D. It redirects to SmartLog

Antwort: C

Begründung:
When Management API access is disabled via SmartConsole, any API-based request using mgmt_cli or external tools will be
rejected, as the server will not accept or process API traffic.

33. Frage
......
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