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Topic Details

Topic 1

Domain Recovery of Deleted Files and Artifacts: This domain measures the skills of Digital Forensics
Technicians and focuses on collecting evidence from deleted files, hidden data, and system artifacts. It
includes identifying relevant remnants, restoring accessible information, and understanding where digital
traces are stored within different systems.

Topic 2

Domain Legal and Procedural Requirements in Digital Forensics: This domain measures the skills of Digital
Forensics Technicians and focuses on laws, rules, and standards that guide forensic work. It includes
identifying regulatory requirements, organizational procedures, and accepted best practices that ensure an
investigation is defensible and properly executed.

Topic 3

Domain Incident Reporting and Communication: This domain measures the skills of Cybersecurity Analysts
and focuses on writing incident reports that present findings from a forensic investigation. It includes
documenting evidence, summarizing conclusions, and communicating outcomes to organizational
stakeholders in a clear and structured way.

Topic 4

Domain Evidence Analysis with Forensic Tools: This domain measures skills of Cybersecurity technicians
and focuses on analyzing collected evidence using standard forensic tools. It includes reviewing disks, file
systems, logs, and system data while following approved investigation processes that ensure accuracy and
integrity.

Topic 5

Domain Digital Forensics in Cybersecurity: This domain measures the skills of Cybersecurity technicians
and focuses on the core purpose of digital forensics in a security environment. It covers the techniques used
to investigate cyber incidents, examine digital evidence, and understand how findings support legal and
organizational actions.

WGU Digital Forensics in Cybersecurity (D431/C840) Course Exam Sample
Questions (Q64-Q69):
NEW QUESTION # 64 
Which file stores local Windows passwords in the Windows\System32\ directory and is subject to being cracked by using a live
CD?

A. SAM
B. HAL
C. Ntidr
D. IPSec

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
The SAM (Security Account Manager) file located in theWindows\System32\configdirectory stores hashed local user account
passwords. It can be accessed and extracted using a live CD or bootable forensic tool, which allows the forensic investigator to
bypass the running operating system and avoid altering the evidence.
* IPSec is related to network security policies, not password storage.
* HAL (Hardware Abstraction Layer) is a system file managing hardware interaction.
* Ntidr is a boot loader file in Windows NT systems.
Cracking password hashes extracted from the SAM file is a common forensic practice to recover user passwords during
investigations.
Reference:NIST Special Publication 800-86 and Windows forensic textbooks confirm that the SAM file is the repository of local
password hashes accessible via forensic live CDs or imaging.

NEW QUESTION # 65 
A USB flash drive was seized as evidence to be entered into a trial.
Which type of evidence is this USB flash drive?



A. Testimonial
B. Real
C. Demonstrative
D. Documentary

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Real evidence (also called physical evidence) refers to tangible objects that are involved in the crime or relevant to the investigation.
A USB flash drive is physical evidence because it is an actual device containing potentially relevant digital data.
* Documentary evidence refers to written or recorded information, not physical devices.
* Demonstrative evidence is used to illustrate or clarify facts (e.g., models, charts).
* Testimonial evidence is oral or written statements provided by witnesses.
Reference:Digital forensics principles and legal evidentiary classifications (as outlined by NIST and court- admissibility guidelines)
clearly categorize physical devices like USB drives as real evidence.

NEW QUESTION # 66 
A company has identified that a hacker has modified files on one of the company's computers. The IT department has collected the
storage media from the hacked computer.
Which evidence should be obtained from the storage media to identify which files were modified?

A. Operating system version
B. Public IP addresses
C. Private IP addresses
D. File timestamps

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
File timestamps, including creation time, last modified time, and last accessed time, are fundamental metadata attributes stored with
each file on a file system. When files are modified, these timestamps usually update, providing direct evidence about when changes
occurred. Examining file timestamps helps forensic investigators identify which files were altered and estimate the time of
unauthorized activity.
* IP addresses (private or public) are network-related evidence, not stored on the storage media's files directly.
* Operating system version is system information but does not help identify specific file modifications.
* Analysis of file timestamps is a standard forensic technique endorsed by NIST SP 800-86 (Guide to Integrating Forensic
Techniques into Incident Response) for determining file activity and changes on digital media.

NEW QUESTION # 67 
On which file does the Windows operating system store hashed passwords?

A. SAM
B. NTUSER.dat
C. System
D. Kerberos

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Windows stores user account password hashes in theSecurity Account Manager (SAM)file, located inC:
\Windows\System32\config. This file contains encrypted NTLM password hashes that can be extracted with forensic tools for
analysis.
* SAM is critical for authentication evidence.
* The file is locked when Windows is running and must be acquired via imaging or offline analysis.
* Kerberos is an authentication protocol, not a password storage file.
Reference:NIST Windows Forensic Analysis documentation identifies the SAM file as the location of hashed credentials.



NEW QUESTION # 68 
An employee is suspected of using a company Apple iPhone 4 for inappropriate activities.
Which utility should the company use to access the iPhone without knowing the passcode?

A. Data Doctor
B. Autopsy
C. Device Seizure
D. Forensic Toolkit (FTK)

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Device Seizure is a specialized mobile forensic acquisition tool capable of extracting data from locked mobile devices, including
older Apple iPhone models such as the iPhone 4. It supports physical and logical acquisition, bypassing certain lock restrictions
depending on model and OS version.
* Device Seizure is widely used in law enforcement mobile forensics.
* FTK is primarily a computer forensics suite, not designed for bypassing mobile passcodes.
* Data Doctor does not support advanced mobile device extraction.
Reference:NIST mobile forensics guidelines and approved forensic tool references list Device Seizure as a tool capable of acquiring
data from locked mobile devices.

NEW QUESTION # 69
......
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