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CompTIA Cloud+ (CV0-004) Certification Exam Sample Questions (Q377-
Q382):

NEW QUESTION # 377

A software engineer at a cybersecurity company wants to access the cloud environment. Per company policy, the cloud environment
should not be directly accessible via the internet. Which of the following options best describes how the software engineer can
access the cloud resources?

A. Token-based access
B. Web portal

C. Bastion host

D. SSH

Answer: C

Explanation:

A bastion host is the best option described for accessing cloud resources without direct internet access. It acts as a secure gateway
to access nternal networks from external sources and is often used in conjunction with other security measures such as SSH for
secure connections.

Reference: The use of bastion hosts as a secure access point to cloud resources is a security best practice covered in the CompTIA
Cloud+ certification's domain on cloud security.

NEW QUESTION # 378
An organization has been using an old version of an Apache Log4j software component i its critical software application. Which of
the following should the organization use to calculate the severity of the risk from using this component?

A.CVE
B. CWE
C.CVSS
D. CWSS

Answer: C

Explanation:

The Common Vulnerability Scoring System (CVSS) is what the organization should use to calculate the severity of the risk from
using an old version of Apache Log4j software component. CVSS provides an open framework for commumnicating the
characteristics and impacts of IT vulnerabilities. Reference: CompTIA Cloud+ Study Guide (Exam CV0-004) - Chapter on Risk
Management

NEW QUESTION # 379
A security analyst reviews the daily logs and notices the following suspicious activity:

The analyst investigates the firewall logs and identities the following;
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Which of the following steps should the security analyst take next to resolve this issue? (Choose two.)

A. Check the running processes to confirmif a backdoor connection has been established.

B. Submiit an IT support ticket and request Kali Linux be uninstalled from John Smith's computer
C. Block all outbound connections fromthe IP address 10.150.71.151.

D. Contact John Smith and request the Ethernet cable attached to the desktop be unplugged

E. Upgrade the Windows x64 operating system on John Smith's computer to the latest version.
F. Block all inbound connections on port 4444 and block the IP address 201.101.25.121.

Answer: A,F

Explanation:

Given the suspicious activity and Kali Linux's association with penetration testing and hacking tools, the security analyst should block
all nbound connections on port 4444, as it is commonly used for malicious purposes, and block the IP address that's potentially the
source of the intrusion. Additionally, checking the running processes on John Smith's computer is crucial to determine if a backdoor
or unauthorized connection has been established.

NEW QUESTION # 380
Two CVEs are discovered on servers in the company's public cloud virtual network. The CVEs are listed as having an attack vector
value of network and CVSS score 0f 9.0. Which of the following actions would be the best way to mitigate the vulnerabilities?

A. Upgrading the operating systemns to the latest beta
B. Encrypting the operating system disks

C. Disabling unnecessary open ports

D. Patching the operating systens

Answer: D

Explanation:

For vulnerabilities with a high CVSS score and a network attack vector, the most effective and direct mitigation action is to patch the
operating systens. Patching addresses the specific vulnerabilities that have been identified and helps to secure the servers against the
known exploits that could take advantage of these CVEs. References: CompTIA Cloud+ Guide to Cloud Computing (ISBN: 978-
1-64274-282-2)

NEW QUESTION # 381
A cloud developer is creating a static website that customers will be accessing globally. Which of the following services will help
reduce latency?

e A.CDN
¢ B. Application load balancer



e C.VPC
e D. API gateway

Answer: A

Explanation:

A Content Delivery Network (CDN) is the service that will help reduce latency for a static website accessed globally. CDNs
distribute content across multiple geographically dispersed servers, allowing users to connect to a server that is closer to them,
thereby reducing the time it takes to load the website.

Reference: The use of CDNs is a common practice to enhance global access and improve user experience, as covered under Cloud
Concepts in the CompTIA Cloud+ certification.

NEW QUESTION # 382

In this website, you can find three different versions of our CV0-004 guide torrent which are prepared in order to cater to the
different tastes of different people from different countries in the world since we are selling our CV0-004 test torrent in the
international market. Most notably, the simulation test is available in our software version. With the simulation test, all of our
customers will have an access to get accustomed to the CV0-004 Exam atmosphere and pass easily in the real CV0-004 exam.
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