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Topic 1

CMMC Assessment Process (CAP): This section of the exam measures skills of compliance professionals
and tests knowledge of the full assessment lifecycle. It covers the steps needed to plan, prepare, conduct,
and report on a CMMC Level 2 assessment, including the phases of execution and how to document and
follow up on findings in alignment with DoD and CMMC-AB expectations.

Topic 2

Evaluating Organizations Seeking Certification (OSC) against CMMC Level 2 Requirements: This section
of the exam measures skills of cybersecurity assessors and focuses on evaluating the environments of
organizations seeking certification at CMMC Level 2. It covers understanding differences between logical
and physical settings, recognizing constraints in cloud, hybrid, on-premises, single, and multi-site
environments, and knowing what environmental exclusions apply for Level 2 assessments.

Topic 3

CMMC Level 2 Assessment Scoping: This section of the exam measures skills of cybersecurity assessors
and revolves around determining the proper scope of a CMMC assessment. It involves analyzing and
categorizing Controlled Unclassified Information (CUI) assets, interpreting the Level 2 scoping guidelines,
and making accurate judgments in scenario-based exercises to define what assets and systems fall within
assessment boundaries.

Topic 4

Assessing CMMC Level 2 Practices: This section of the exam measures skills of cybersecurity assessors in
evaluating whether organizations meet the required practices of CMMC Level 2. It emphasizes applying
CMMC model constructs, understanding model levels, domains, and implementation, and using evidence
to determine compliance with established cybersecurity practices.

Cyber AB Certified CMMC Assessor (CCA) Exam Sample Questions (Q16-
Q21):
NEW QUESTION # 16 
During a CMMC assessment, the OSC's IT manager asks the CCA if they can "fix" a non-compliant practice during the assessment
to improve their score. The CCA declines and continues the assessment. What CoPC principle does the CCA uphold by refusing to
assist?

A. Objectivity
B. Confidentiality
C. Professionalism
D. Information Integrity

Answer: A

Explanation:
Comprehensive and Detailed in Depth Explanation:
Refusing to assist maintains Objectivity (Option C), avoiding influence on outcomes. Options A, B, and D are not directly applicable.
Extract from Official Document (CoPC):
* Paragraph 2.2 - Objectivity (pg. 5):"Do not assist the OSC in fixing practices during the assessment to maintain objectivity."
References:
CMMC Code of Professional Conduct, Paragraph 2.2.

NEW QUESTION # 17 
You are the Lead Assessor for a CMMC Level 2 assessment. During the assessment, the OSC provides evidence that a practice is
inherited from a cloud service provider (CSP). The CSP has a FedRAMP Moderate authorization, and the OSC argues that this
should automatically satisfy the practice's requirements. How should you respond?

A. Reject the evidence outright, as external certifications are not allowed under CMMC.
B. Consult with the Cyber AB to determine if FedRAMP can be accepted as equivalent to CMMC requirements.
C. Accept the FedRAMP authorization as sufficient evidence and score the practice as "MET."
D. Inform the OSC that FedRAMP authorization does not automatically satisfy CMMC requirements and request specific
evidence from the CSP demonstrating compliance with the practice's objectives.

Answer: D



Explanation:
Comprehensive and Detailed in Depth Explanation:
The CAP states that external certifications like FedRAMP do not automatically satisfy CMMC, requiring specific evidence (Option
B). Options A, C, and D misapply CAP rules.
Extract from Official Document (CAP v1.0):
* Section 1.1 - Purpose (pg. 7):"Other cybersecurity conformance regimes do not grant automatic status towards CMMC unless
specified by DoD policy; specific evidence is required." References:
CMMC Assessment Process (CAP) v1.0, Section 1.1.

NEW QUESTION # 18 
John, a CCA, has been assigned by his C3PAO to conduct a CMMC assessment for an OSC. During the assessment, John notices
that the OSC's security practices leave much to be desired. After speaking with the OSC's IT staff, John offers to connect them with
a vendor he knows who sells a vulnerability management tool that could address some of their weaknesses. According to the
CMMC CoPC, which of the following best describes John's actions?

A. John's actions were deemed acceptable since he did not directly profit from connecting the OSC with the vendor.
B. John did not show respect for intellectual property.
C. John violated the principles of professionalism and objectivity by soliciting business for a third-party vendor while serving
on the Assessment Team.
D. John acted appropriately by trying to help the OSC improve its security posture.

Answer: C

Explanation:
Comprehensive and Detailed in Depth Explanation:
The CoPC prohibits CCAs from soliciting business or offering vendor recommendations during assessments, violating
Professionalism and Objectivity. Option A (appropriate) ignores this. Option B (IP) is unrelated.
Option C (no profit) doesn't excuse the violation. Option D is correct.
Extract from Official Document (CoPC):
* Paragraph 3.3(4) - Proper Use of Methods (pg. 7):"Do not solicit business for third-party vendors while serving on an Assessment
Team." References:
CMMC Code of Professional Conduct, Paragraph 3.3(4).

NEW QUESTION # 19 
A defense contractor retains your services to assess their information systems for CMMC compliance, particularly configuration
management. The contractor uses CFEngine 3 for automated configuration and maintenance of its computer systems and networks.
While chatting with the network's system admins, you realize they have deployed a modern compliance checking and monitoring
tool. However, when examining their configuration management policy, you notice the contractor uses different security
configurations than those recommended by product vendors. The system administrator informs you they do this to meet the minimum
configuration baselines required to achieve compliance and align with organizational policy. Based on your understanding of the
CMMC Assessment Process, how would you score CM.L2-3.4.2 - Security Configuration Enforcement if the contractor is tracking
it in a POA&M?

A. Not Met
B. Need more information to score this practice
C. Not Applicable
D. Met

Answer: A

Explanation:
Comprehensive and Detailed In-Depth Explanation:
CMMC practice CM.L2-3.4.2 - Security Configuration Enforcement requires organizations to "enforce security configuration
settings for information technology products employed in organizational systems." The contractor uses CFEngine 3 and a monitoring
tool, but deviates from vendor-recommended configs, claiming alignment with organizational baselines. However, the practice being
tracked in a POA&M indicates it's not fully implemented. Per the CMMC Assessment Process (CAP), any practice in a POA&M
is scored as Not Met until a closeout assessment verifies full implementation. For CM.L2-3.4.2, a 5-point practice, partial
implementation isn't accepted, and POA&M status confirms non-compliance at assessment time, scoring Not Met (-5). More info
(B) isn't needed given the POA&M, Met (C) contradicts CAP, and N/A (D) doesn't apply.



Extract from Official CMMC Documentation:
* CMMC Assessment Guide Level 2 (v2.0), CM.L2-3.4.2: "Enforce security configs; full implementation required."
* CAP v5.6.1, p. 24: "Practices tracked in a POA&M are scored as Not Met until closeout."
* DoD Scoring Methodology: "5-point practice: Met = +5, Not Met = -5."
Resources:
* https://dodcio.defense.gov/Portals/0/Documents/CMMC/AG_Level2_MasterV2.
0_FINAL_202112016_508.pdf

NEW QUESTION # 20 
A C3PAO has hired a full-time CCA and included them in an Assessment Team sent to conduct a CMMC assessment. However,
as part of their agreement with Cyber AB, the CCA and, by extension, the C3PAO are expected to uphold a set of values during
the assessment. What document sets the expectations for accredited and credentialed entities authorized to deliver CMMC services
under Cyber AB licensing?

A. CMMC Code of Ethical Conduct
B. Code of Professional Control
C. Code of Ethical Conduct
D. CMMC Code of Professional Conduct

Answer: D

Explanation:
Comprehensive and Detailed in Depth Explanation:
The CMMC Code of Professional Conduct (CoPC) is the official document setting expectations for CMMC entities, making
Option B correct. Other options are fictitious or incorrect.
Extract from Official Document (CoPC):
* Paragraph 1.1 - Purpose (pg. 3):"The CMMC Code of Professional Conduct sets expectations for credentialed individuals and
accredited entities authorized to deliver CMMC services." References:
CMMC Code of Professional Conduct, Paragraph 1.1.

NEW QUESTION # 21
......
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