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201. Frage
Which of the following files should be used to install software with a package manager?

e A package.deb
e B. package.zip
e (. package.tar
e D. package.json

Antwort: A

Begrindung;

In Linux-based systens, .debfiles are used by package managers like dpkg and APT (Advanced Package Tool) to install software
on Debian-based distributions (e.g., Ubuntu).

Package managers handle dependencies and ensure proper installation.
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202. Frage
Which of'the following do developers use to keep track of changes made during software development projects?

A. Code testing

B. Code drifting
C. Code control

D. Code versioning

Antwort: D

Begrindung;

Developers use code versioning to keep track of changes made during software development projects. It is a system that records
changes to a file or set of files over time so that specific versions can be recalled later.

References: CompTIA Cloud+ Study Guide (Exam CV0-004) - Chapter on Software Development in Cloud Environments

203. Frage

A company developed an online trading platform. The engineering team selected event-based scaling for the platform's underlying
resources. The platform resources scale up with every 2,000 subscribed users. The engineering team finds out that although compute
utilization is low, scaling is still occurring. Which of the following statements best explains why this is the case?

A. Event-based scaling does not scale down resources.

B. Event-based scaling should not be triggered at the 2,000-user frequency.
C. Event-based scaling does not take resource load into account.

D. Event-based scaling should not track user subscriptions.

Antwort: C

Begrindung;

Comprehensive and Detailed Step-by-Step

A . Event-based scaling does not scale down resources: Event-based scaling can scale both up and down depending on triggers.

B. Event-based scaling should not be triggered at the 2,000-user frequency: The frequency is a design choice but doesn't explain the
behavior.

C . Event-based scaling should not track user subscriptions: Tracking users isn't inherently wrong, but it should align with resource
load metrics.

D . Event-based scaling does not take resource load into account: Event-based scaling relies on predefined triggers (e.g., user count)
and doesn't dynamically assess resource utilization, leading to inefficiencies.

Reference:

CompTIA Cloud+ CV0-004 Study Guide, Objective 3.5: Implement scalable solutions in cloud environments.

204. Frage

An DevOps engineer is receiving reports that users can no longer access the company's web application after hardening of a web
server. The users are receiving the following error:

ERR SSLJ/ERSION_OR CIPHER MISMATCH.

Which of'the following actions should the engineer take to resolve the issue?

A. Review logs on the WAF

B. Configure TLS 1.2 or newer.
C. Update the web server.

D. Restart the web server.

Antwort: B

Begriindung;

To resolve the ERR_SSL. VERSION_OR _CIPHER MISMATCH error after hardening a web server, the engineer should
configure the server to use TLS 1.2 or newer. This error often occurs when the server or client supports an outdated version of
SSI/TLS or incompatible cipher suites. Updating to a modern, secure version of TLS ensures compatibility and enhances
security.References: The CompTIA Cloud+ certification includes governance, risk, compliance, and security for the cloud,
emphasizing the importance of implementing up-to-date security protocols like TLS to protect data in transit and ensure secure
communications in cloud environments.



205. Frage

SIMULATION 5

A company has decided to scale its e-commerce application from its corporate datacenter to a commercial cloud provider to meet
an anticipated increase in demand during an upcoming holiday.

The majority of the application load takes place on the application server under normal conditions. For this reason, the company
decides to deploy additional application servers into a commercial cloud provider using the on-premises orchestration engine that
installs and configures common software and network configurations.

The remote computing environment is connected to the on-premises datacenter via a site-to-site IPSec tunnel. The external DNS
provider has been configured to use weighted round-robin routing to load balance connections from the Internet.

During testing, the company discovers that only 20% of connections completed successfully.

INSTRUCTIONS

Review the network architecture and supporting documents and fulfill these requirements:

Part 1:

Analyze the configuration of the following components: DNS, Firewall 1, Firewall 2, Router 1,

Router 2, VPN and Orchestrator Server.

Identify the problematic device(s).

Part 2:

Identify the correct options to provide adequate configuration for hybrid cloud architecture.

Ifat any time you would like to bring back the mnitial state of the simulation, please click the Reset All button.
Part 1:
Cloud Hybrid Network Diagram

Part 2:
Only select a maximum of TWO options from the multiple choice question. (Choose two.)

Antwort:

Begrindung;

Part 1: Router 2

The problematic device is Router 2, which has an incorrect configuration for the IPSec tunnel.

The IPSec tunnel is a secure connection between the on-premises datacenter and the cloud provider, which allows the traffic to flow
between the two networks. The IPSec tunnel requires both endpoints to have matching parameters, such as the IP addresses, the
pre-shared key (PSK), the encryption and authentication algorithms, and the security associations (SAs) .

According to the network diagram and the configuration files, Router 2 has a different PSK and a different address space than
Router 1. Router 2 has a PSK of "1234567890", while Router 1 has a PSK of "0987654321". Router 2 has an address space of
10.0.0.0/8, while Router 1 has an address space of 192.168.0.0/16. These mismatches prevent the IPSec tunnel from establishing
and encrypting the traffic between the two networks.

The other devices do not have any obvious errors in their configuration. The DNS provider has two CNAME records that point to
the application servers in the cloud provider, with different weights to balance the load. The firewall rules allow the traffic fromand to
the application servers on port 80 and port 443, as well as the traffic fromand to the VPN server on port 500 and port

4500. The orchestration server has a script that installs and configures the application servers in the cloud provider, using the DHCP
server to assign IP addresses.

Part 2:

The correct options to provide adequate configuration for hybrid cloud architecture are:

- Update the PSK (Pre-shared key) in Router 2.

- Change the Address Space on Router 2.

These options will fix the [PSec tunnel configuration and allow the trafic to flow between the on- premises datacenter and the cloud
provider. The PSK should match the one on Router 1, which is "0987654321". The address space should also match the one on
Router 1, which is

192.168.0.0/16.
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