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HH #74
‘What action must a FortiSASE customer take to restrict organization SaaS access to only FortiSASE- connected users? (Choose
one answer)

A. Tmplement a CNAPP solution to allowlist the users under the FortiSASE egress [P

B. Implement ZTNA for their private apps and allow list them under SaaS portals or grant them conditional access.

C. Connect FortiSASE to an SPA hub for private access to an allowlisted connecting IP.

D. Retrieve the PoPs of the users' public IP addresses from the FortiSASE region IP list and whitelist the [P under SaaS
portals, or grant them conditional access.

IEf#: D

it

To ensure that organizational SaaS applications (such as Microsoft 365, Salesforce, or AWS Console) are only accessible to users
who are currently connected and protected by FortiSASE, administrators utilize Source IP Anchoring and IP-based access control.
* Consistent Egress IPs: Every FortiSASE instance is assigned a set of dedicated public IP addresses (egress IPs) for each Security
Point of Presence (PoP). Regardless of where a remote user is physically located, when they connect to a specific FortiSASE PoP,
all their traffic destined for the internet or SaaS applications will appear to originate from that PoP's dedicated egress IP.

* Whitelisting and Conditional Access: Administrators can retrieve the list of these dedicated egress IPs from the FortiSASE portal
(typically found under the Support or Region IP list). These IPs are then configured as "Trusted Locations" or "Named Locations"
within the SaaS provider's security settings (e.g., Microsoft Entra ID Conditional Access).

* Enforcement Mechanism: Once the SaaS portal is configured to only permit logins from the FortiSASE egress IP ranges, any user
attempting to access the application without being connected to the FortiSASE VPN will be denied access because their source IP
will be their local ISP address rather than the trusted SASE IP. This effectively mandates the use of the SASE security stack for all
corporate SaaS interactions.

* Analysis of Incorrect Options:

* Option A: CNAPP (Cloud-Native Application Protection Platform) is used for securing cloud- native applications and
mfrastructure, not for managing egress [P whitelisting for external SaaS providers.

* Option B: While ZTNA is a secure access method, it is primarily used for Private Applications hosted by the organization, not for
third-party public SaaS portals which rely on standard IP or identity-based conditional access.

* Option C: SPA hubs are designed for Secure Private Access (connecting to a corporate data center), not for managing access to
public SaaS applications.

B #75
Which two deployment methods are used to connect a FortiExtender as a FortiSASE LAN extension?
(Choose two.)

A. Connect FortiExtender to FortiSASE using FortiZTP

B. Enter the FortiSASE domain nane in the FortiExtender GUI as a static discovery server

C. Enable Control and Provisioning Wireless Access Points (CAPWAP) access on the FortiSASE portal.
D. Configure an IPsec tunnel on FortiSASE to connect to FortiExtender.

IEf#: A. B

AR :

There are two deployment methods used to connect a FortiExtender as a FortiSASE LAN extension:

* Connect FortiExtender to FortiSASE using FortiZTP:

* FortiZero Touch Provisioning (FortiZTP) simplifies the deployment process by allowing FortiExtender to automatically connect
and configure itself with FortiSASE.

* This method requires minimal manual configuration, making it efficient for large-scale deployments.

* Enter the FortiSASE domain name in the FortiExtender GUI as a static discovery server:

* Manually configuring the FortiSASE domain name in the FortiExtender GUI allows the extender to discover and connect to the
FortiSASE infrastructure.

* This static discovery method ensures that FortiExtender can establish a connection with FortiSASE using the provided domain
name.

References:

FortiOS 7.6 Administration Guide: Details on FortiExtender deployment methods and configurations.

FortiSASE 23.2 Documentation: Explains how to connect and configure FortiExtender with FortiSASE using FortiZTP and static



discovery.

H #76

Refer to the exhibit. The daily report for application usage for internet traffic shows an unusually high number of unknown
applications by category.

‘What are two possible explanations for this? (Choose two.)

Daily report for application usage
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Cloud Usage (laaS)

The adoption of ‘infrastructure as a service' (laaS) platforms is
popular and can be very useful when compute resources are
limited or have specialized requirements. That said, the effective No matching iog data for this repont
outsourcing of your infrastructure must be well regulated to

prevent misuse. The occasional auditing of laaS applications can

be a useful exercise not only for security purposes, but also to

minimize organizational costs associated with pay per use models

or recurring subscription fees.

A. The private access policy must be to set to log Security Events.

B. The inline-CASB application control profile does not have application categories set to Monitor.
C. Certificate inspection is not being used to scan application traffic.

D. Deep inspection is not being used to scan traffic.

IEﬁ: C\ D

f# L

A high percentage of unknown applications often indicates that encrypted traffic is not being properly inspected. Without certificate
inspection or deep inspection, FortiSASE cannot decrypt and analyze HTTPS traffic to identify applications, resulting in them being
classified as

"unknown."



HE#77
You are configuring FortiSASE SSL deep inspection. What is required for FortiSASE to inspect encrypted traffic? (Choose one
answer)

¢ A FortiSASE requires an external CA to issue certificates to client machines, and SSL deep inspection supports only
antivirus and file filter.

¢ B. FortiSASE uses a third-party CA certificate without importing it to client machines, and SSL deep inspection supports only
web filtering and application control.

¢ C. FortiSASE acts as a certificate authority (CA) with a self-signed or internal CA certificate, requiring the root CA certificate
to be imported into client machines.

¢ D. FortiSASE acts as a root CA without needing a certificate, and SSL deep inspection is used only for split DNS and video

filtering,
EfE: C

fEE -

SSL deep inspection (DPI) is a critical security function that allows FortiSASE to decrypt and inspect the actual payload of
encrypted traffic (such as HTTPS, SMTPS, and FTPS) to identify and block hidden threats.

* The Role of the CA: For this process to occur, FortiSASE must act as a "man-in-the-middle" by intercepting the SSL session,
decrypting it for inspection, and then re-encrypting it before sending it to the endpoint.2 To re-encrypt the traffic, FortiSASE acts as
a Certificate Authority (CA) and signs a new certificate for the destination website on the fly.

* Certificate Types: This CA role can be fulfilled using the default self-signed certificate provided by Fortinet (typically

Fortinet CA_SSL) or a certificate issued by an organization's internal/private CA.

Publicly trusted third-party CAs (like DigiCert or Let's Encrypt) do not sell CA-capable certificates that can be used for this type of
inspection.

* Client Machine Requirement: Because the endpoint's browser or operating system will not natively trust a certificate signed by a
private or self-signed CA, the root CA certificate must be imported into the Trusted Root Certification Authorities store on all
managed client machines. Failure to do so results in persistent certificate warnings or blocked connections for the end user.

* Supported Features: Once enabled, SSL deep inspection provides the necessary visibility for high- level security features to
function, including Antivirus, Web Filtering, Data Loss Prevention (DLP), File Filter, and Application Control

B #78

A FortiSASE customer has been enforcing always-on VPN for their remote users running FortiClient. What option can be enabled
under the customer's Endpoint Profile to allow them access different resources located in the same L2 network? (Choose one
answer)

A. Endpoint Anti-Virus protection in the Endpoint Profile for VPN

B. Network Lockdown for endpoints with VPN enabled

C. Allow local LAN Access in the user Endpoint Profile before they get connected to the VPN
D. Endpomnt Sandbox protection for VPN users

IEfR: C

AR :

In a FortiSASE environment where always-on VPN is enforced, FortiClient typically establishes a full tunnel to a Security Point of
Presence (PoP). By default, a full-tunnel configuration instructs the endpoint to send all traffic-including traffic destined for the local
network-through the secure tunnel to FortiSASE for inspection.

* The Local Access Challenge: When a remote user is at home or in a satellite office, they often need to access local resources such
as printers, NAS devices, or other computers on the same Layer 2 (L2) broadcast domain. In a standard full-tunnel setup, these
local resources become unreachable because the routing table on the endpoint prioritizes the VPN interface for all non-local-
gateway traffic.

* Allow Local LAN Access: To resolve this while maintaining the security of the "Always-On'" requirement, FortiSASE
administrators can enable the Allow Local LAN Access feature within the Endpoint Profile.

* Configuration Logic: This setting modifies the FortiClient configuration (often via an XML update pushed from the FortiSASE
EMS) to include an exenption for the endpoint's locally connected subnet.

Specifically, it ensures that traffic destined for the local L2 network does not enter the IPsec or SSL- VPN tunnel, allowing the user
to interact with local peripherals while all other internet and corporate- bound traffic remains secured by FortiSASE.

* Incorrect Options: * Option B and C: Sandbox and Anti-Virus protections are security features for threat detection and do not
influence the routing of local network traffic.

* Option D: Network Lockdown actually does the opposite; it restricts network access untila VPN connection is established and



typically blocks local LAN access unless specific exemptions are made, making it the incorrect choice for enabling access to local
resources.
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