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schitzige Cisco 300-710 Priifingszertifikat von zu erhalten.

Cisco Securing Networks with Cisco Firepower 300-710 Priifungsfragen mit
Losungen (Q28-Q33):

28. Frage
A security engineer must integrate an external feed containing STIX/TAXII data with Cisco FMC. Which feature must be enabled
on the Cisco FMC to support this connection?

A. Cisco Success Network

B. Threat Intelligence Director

C. Security Intelligence Feeds

D. Cisco Secure Endpoint Integration

Antwort: B

29. Frage
Which two features of Cisco AMP for Endpoints allow for an uploaded file to be blocked? (Choose two.)

A. exclusions

B. file reposttory

C. sinple custom detection
D. application blocking

E. application whitelisting

Antwort: C,D

Begrindung;

Configure custom malware detection policies and profiles for your entire organization, as well as perform flash and full scans on all
your users' files perform malware analysis, including view heat maps, detailed file nformation, network file trajectory, and threat root
causes configure multiple aspects of outbreak control, including automatic quarantines, application blocking to stop non- quarantined
executables from running, and exclusion lists.
https//www.cisco.comv/c/en/us/td/docs/security/firepower/60/configuration/guide/fpme-config- guide-

vo0/Reference a wrapper Chapter topic_here.htmi#id 96014

30. Frage

A VPN user is unable to conned lo web resources behind the Cisco FTD device terminating the connection. While troubleshooting,
the network administrator determines that the DNS responses are not getting through the Cisco FTD What must be done to address
this issue while still utilizing Snort IPS rules?

A. Uncheck the "Drop when Inline" box in the intrusion policy to allow the traffic.
B. Decrypt the packet after the VPN flow so the DNS queries are not inspected
C. Modify the Snort rules to allow legitimate DN'S traffic to the VPN users.

D. Disable the intrusion rule threshes to optimize the Snort processing.

Antwort: C

31. Frage

An administrator is configuring the interface of'a Cisco Secure Firewall Threat Defense device in a passive IPS deployment. The
device and interface have been identified. Which set of configuration steps of the administrator take next to conplete the
implementation?

e A Modify the interface to retransmit received traffic. Associate the interface with a security zone. Set the MTU parameter.

e B. Set the interface mode to passive. Associate the interface with a security zone. Set the MTU parameter.
Reset the mterface.

e (. Modify the interface to retransmit received traffic. Associate the interface with a security zone Enable the interface. Sat the
MTU parameter.



¢ D. Set the interface mode to passive. Associate the interface with a security zone. Enable the interface. Set the MTU
parameter.

Antwort: D

Begrindung;

In a passive IPS deployment for a Cisco Secure Firewall Threat Defense (FTD) device, the administrator must configure the
interface to operate in passive mode. This involves setting the interface mode, associating it with a security zone, enabling the
interface, and setting the MTU parameter.

Steps:

* Set the interface mode to passive:

* In FMC, navigate to Devices > Device Management.

* Select the FTD device and configure the relevant interface.

* Set the nterface mode to "Passive."

* Associate the interface with a security zone:

* Create or select an appropriate security zone.

* Assign the passive interface to this security zone.

* Enable the mterface:

* Ensure the mterface is enabled to receive traffic.

* Set the MTU parameter:

* Configure the Maximum Transmission Unit (MTU) parameter as required.

This ensures that the FTD device can inspect traffic passively without impacting the network flow.

References: Cisco Secure Firewall Management Center Device Configuration Guide, Chapter on Interface Settings

32. Frage
An analyst is reviewing the Cisco FMC reports for the week. They notice that some peer-to-peer applications are being used on the
network and they must identify which poses the greatest risk to the environment. Which report gives the analyst this information?

A. Network Risk Report

B. User Risk Report

C. Advanced Malware Risk Report
D. Attacks Risk Report

Antwort: A
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