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Microsoft MS-102 Exam Syllabus Topics:

Topic Details

¢ Implement and manage Microsoft Entra identity and access: In this topic, questions about Microsoft Entra
tenant appear. Moreover, it delves into implementation and management of authentication and secure
access.

Topic 1

¢ Manage security and threats by using Microsoft Defender XDR: This topic discusses how to use Microsoft
Defender portal to manage security reports and alerts. It also focuses on usage of Microsoft Defender for

Topic 2 Office 365 to implement and manage email and collaboration protection. Lastly, it discusses the usage of

Microsoft Defender for Endpoint for the implementation and management of endpoint protection.

¢ Deploy and manage a Microsoft 365 tenant: Management of roles in Microsoft 365 and management of
users and groups are discussion points of this topic. It also focuses on implementing and managing a

Topic 3
ople Microsoft 365 tenant.
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Topic 4

¢ Manage compliance by using Microsoft Purview: Implementation of Microsoft Purview information
protection and data lifecycle management is discussed in this topic. Moreover, questions about
implementing Microsoft Purview data loss prevention (DLP) also appear.
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Microsoft 365 Administrator Sample Questions (Q421-Q426):

NEW QUESTION # 421
You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint and contains the devices shown in the

following table.

Name Operating system Tag

Device1 Windows 11 Inventory1

Computerl Windows 11 Inventory?2
Device3 Android Inventory3

Defender for Endpoint has the device groups shown in the following table.

Rank Name Matc g rule

1 Group1 Tog Contains Imventory
And 05 in Andreid

2 Group2 Noeme Starts with Device

And Tag Contains Inventory

Last Ungrouped devices | Not applicable
(default)

You create an incident email notification rule configured as shown in the following table.

Walus

Rkl

[

Groupl, Group2

o
#rriail acdress

User 1 @contoso.com

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Mierosoft

If a high-severity incident is triggered for Device1, an incident email notification will be sent.

If a low-severity incident is triggered for Computer1, an incident notification email will be
sent.

If a low-severity incident is triggered for Device3, an incident notification email will be sent.

Answer:

Explanation:
Answer Area

Micfrosoft

If a high-severity incident is triggered for Device1, an incident email notification will be sent.

Statements

0]

=

If a low-severity incident is triggered for Computerl, an incident notification email will be

0]
oy |
QO

sent,

If a low-sevenity incident is tniggered for Device3, an incident notification email will be sent. _C)_:
Explanation:
Answer Area

Statements com Yes No

Ifa Mghmwmrt;gered for Devicel, an mcidewaﬁzation will be sent. O o
If a low-severity incident is triggered for o%l'a.gincidem notification email will be O O
sent,

If a low-severity incident is trigg Qr Device3, an incident notification email will be sent. :O @)
Box 1: No

Devicel is in Group2 as Name starts with Device and Tag contains Inventory.

However, the Group2 has alert severity low.

Box 2: No

Computer] does not belong to either Group1 or Group2

Box 3: Yes

Device3 belongs to both Group1 and Group2.

Note: Understanding alert severity

Microsoft Defender Antivirus and Defender for Endpoint alert severities are different because they represent different scopes.
The Microsoft Defender Antivirus threat severity represents the absolute severity of the detected threat (malware), and is assigned
based on the potential risk to the individual device, if infected.

Reference: httpsz/docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/alerts-queue

NEW QUESTION # 422

Your network contains an Active Directory forest.

You deploy Microsoft 365.

You plan to implement directory synchronization.

Youneed to recommend a security solution for the synchronized identities. The solution must meet the following requirements:
* Users must be able to authenticate successfilly to Microsoft 365 services if Active Directory becomes unavailable.

* User passwords must be 10 characters or more.

Solution: Implement pass-through authentication and configure Microsoft Entra Password protection. Does this meet the goal?

e A Yes
e B.No



Answer: B

NEW QUESTION # 423

HOTSPOT

You have a Microsoft 365 ES subscription that contains a Microsoft SharePoint site named Sitel and a data loss prevention (DLP)
policy named DLP1. DLP1 contains the rules shown in the following table.

Action

Notify users by using email and policy tips.
Customize the policy tip as Rule1 tip.
Disable user overrides.
Notify users by using em ,@@wj tips.
f;zstomize the policy t ;t&ule?. tip.

strict access to t tent.
Disable user :
Notify u ‘&'using email and policy tips.
Custgr@fz&the policy tip as Rule3 tip.

access to the content.

~ Q ble user overrides.
3 NV Notify users by using email and policy tips.
Customize the policy tip as Rule4 tip.
Restrict access 10 the content.
Disable user overrides.

Site1 contains the files shown in the following table.

Name Matched DLP rule
Filel.docx | Rule1, Rule2, Rule3
File2.docx |BRletBulg?. Ruled

Which policy tips are shown for each file? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.




Answer Area

Filel.docx: |

Rulel tip only

Rule2 tip only

Rule3 tip only

Rulel tip and Rule2-tip only
Rulel tip, Rule2 tip, and Rule3 tip

File2.docx: [ 42"
——

Rulel tip only

Rule3 tip only

"'Rule4 tip only

Rulel tip and Rule4 tip only
Rulel tip, Rule3 tip, and Rule4 tip

Answer:
Explanation:
\nswer Area
— T T
| Rulel tip only
| Rule2 tip only
Rule3 tip only
Rulel tip and Rule2 tip enly
Rulel tip,\Rule?\tip,-and i
ndRyle3 50 ft
Hes.dote ) ) ) i i ) Iv
| Rulel tip only |
 Rule3 tiponly ~
Rule4 tip only

Rulel tip and Rule4 tip only

Rulel tip, Rule3 tip, and Rule4 tip
Explanation



Answer Area

Filel.docx: v
]
Rulel tip only
Rule2 tip only
Rule3 tip only

Rulel tip and Rule2 tip only
Rulel tip; Rule2 tip, and-Rule3 tip

File2.dotx: v

Rulel up oniy

Rule3 tip only

Rule4 tip only

Rulel tip and Rule4 tip only
Rulel tip, Rule3 tip, and Rule4 tip

Box 1: Rulel tip only

Filel matches Rulel, Rule2, and Rule3.

Rulel has the highest priority.

Note: The Priority parameter specifies a priority value for the policy that determines the order of policy processing. A lower integer
value indicates a higher priority, the value 0 is the highest priority, and policies can't have the same priority value.

Box 2: Rulel tip only

Note: User Override support

The option to override is per rule, and it overrides all of the actions in the rule (except sending a notification, which can't be
overridden).

It's possible for content to match several rules in a DLP policy or several different DLP policies, but only the policy tip from the most
restrictive, highest-priority rule will be shown (including policies in Test mode). For example, a policy tip froma rule that blocks
access to content will be shown over a policy tip from a rule that simply sends a notification. This prevents people from seeing a
cascade of policy tips.

Ifthe policy tips in the most restrictive rule allow people to override the rule, then overriding this rule also overrides any other rules
that the content matched.

Reference:

https//learn.microsoft.comyen-us/microsoft-365/compliance/dlp-overview-plan-for-dip
https/learn.microsoft.com/en-us/microsoft-365/compliance/use-notifications-and-policy-tips

NEW QUESTION # 424

HOTSPOT

You create the Microsoft 365 tenant.

You implement Azure AD Connect as shown in the following exhibit.



Azure Active Directory admin center

Home > Azure AD Connect

Azure AD Connect

‘}( Troubleshoot D Refresh

SYNC STATUS
Sync Status Enabled
Last Sync Less than 1 hour ago
Password.Hash Sync Enabled

USER SIGN-IN

Federation Disabled 0 domains
Seamless single sign-on Disabled 0 domains
Pass-through authEnticalign Disabled 0 agents

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the

graphic.
NOTE: Each correct selection is worth one point.
Answer Area

[ |
During Projectl, sales department users can acc-:s [answer choice] applications | v
by.-using SSO. E :

both on-premises gnd cloud-based §
only cloud-based
only on-premises

If Active Directory becomes unavailable during Projectl, sales department users
can access the resources [answer choice].

both on-premises and in the cloud
in the cloud only
on-premises only

Answer:

Explanation:



Answer Area

During Projectl, sales department users can access [answer choice] applications |

by using $50.

If Active Directory becomes unavailable during Projectl, sales department users

can access the resources [answer choice]. |

Explanation:

Answer Area

During Projectl, sales department users can access [answer choice] applications

by using SSO.

If Active Directory becomes unavailable during Projectl, sales department users

can access the resources [answer choice]. |

Box 1: only on-premises

(v
both on-premises and cloud-based %
| anly cloud-based. _
only on-premises |

| ¥

both on-premises and in the cloud
, @ the clodd only !
oh-premises only
[v]

both on-premises and cloud-based

onlycloug-baged _ _ _ _ __ [Ca
v [0S O

v

both on-premises and in the cloud
in the cloud only
on-premises only

In the exhibit, seamless single sign-on (SSO) is disabled. Therefore, as SSO is disabled in the cloud, the Sales department users can
access only on-premises applications by using SSO.
In the exhibit, directory synchronization is enabled and active. This means that the on-premises Active Directory user accounts are
synchronized to Azure Active Directory user accounts. If the on-premises Active Directory becomes unavailable, the users can
access resources in the cloud by authenticating to Azire Active Directory. They will not be able to access resources on-premises if
the on-premises Active Directory becomes unavailable as they will not be able to authenticate to the on-premises Active Directory.

Box 2: in the cloud only

NEW QUESTION # 425
You have a Microsoft 365 ES subscription.

All corporate Windows 11 devices are managed by using Microsoft Intune and onboarded to Microsoft Defender for Endpoint.
You need to meet the following requirements:
* View an assessiment of the device configurations against the Center for Internet Security (CIS) v1.0.0 benchmark.
* Protect a folder named C:\Folder1 from being accessed by untrusted applications on the devices.

‘What should you do? To answer, select the appropriate options in the answer area.

Answer Area

To view the device configuration/assessment:

Toprotect C:\Folder1, enable:

oy e P

[ 9

Create a baseline assessment profile.
Add a connected application.

Create a baseline assessment profile.

Filter the Vulnerable devices report.

w

Controlled folder access
Controlled folder access
Exploit protection

Removable storage protection

Answer:

Explanation:




Answer Area

To view the device configuration assessment:  Create a baseline assessment profile. -
Add a connected application.

Create a baseline assessment profile.

Filter the Vulnerable devices report.

Towprotect C:\Foider1, enable: _Controlled folder.access _ ¥
Controlled folder access

h /’ - Exploit protection
v Removable storage protection

Explanation:

Answer Area

n(-\le

To view the device configuration assessmeft: Create a baseline assessment profile. g

To protectiC:\Eolder1, enable: Controlled folder access

NEW QUESTION # 426
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