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AR #41
In a wireless integration, what method does FortiNAC use to obtain connecting MAC address mnformation?

e A. SNMP traps
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¢ B. Endstation traffic monitoring
e C. Link traps
e D. RADIUS

HE: D

EE #42
Which two policy types can be created on a FortiNAC Control Manager? (Choose two.)

A. Endpoint Conpliance

B. Network Access

C. Supplicant EasvConnect
D. Authentication

: AB

(1]
M

HE #43
When FortiNAC-F is managing VPN clients connecting through FortiGate, why must the clients run a FortiNAC-F agent?

A. To collect the client IP address and MAC address

B. To collect user authentication details

C. To validate the endpoint policy compliance

D. To transparently update The client IP address upon successful authentication

HE: A

MH.

‘When FortiNAC-F manages VPN clients through a FortiGate, the agent plays a findamental role in device identification that
standard network protocols cannot provide on their own. In a standard VPN connection, the FortiGate establishes a Layer 3 tunnel
and assigns a virtual [P address to the client. While the FortiGate sends a syslog message to FortiNAC-F containing the username
and this assigned IP address, it typically does not provide the hardware (MAC) address of the remote endpoint's physical or virtual
adapter.

FortiNAC-F relies on the MAC address as the primary unique identifier for all host records in its database. Without the MAC
address, FortiNAC-F cannot correlate the incoming VPN session with an existing host record to apply specific policies or track the
device's history. By running either a Persistent or Dissolvable Agent, the endpoint retrieves its own MAC address and commumicates
it directly to the FortiNAC-F service interface. This allows the "IP to MAC" mapping to occur.

Once FortiNAC-F has both the IP and the MAC, it can successfully identify the device, verify its status, and send the appropriate
FSSO tags or group information back to the FortiGate to lift network restrictions.

A2 #44
When working with a FortiNAC-F Manager and cluster management, what will occur when a cluster manager recovers from a non-
responsive state?

A. It automatically returns to the manager state

B. It rejoins the cluster as a worker node

C. It will be removed from the cluster and placed in a standalone group
D. It will perform a health check and be demoted to standby

He: B

Y.
When a cluster manager recovers from a non-responsive state, it does not automatically reclaim the manager role. Instead, it rejoins
the cluster as a worker node to ensure cluster stability and avoid split-brain conditions.

BE #45
When creating a device profiling rule, what is an advantage of modeling the endpoint as a device in the inventory view?



A. The devices can be associated with a logged on user.

B. The device will have historic connection logs

C. The devices can have scheduled connection status polling,
D. The devices will have connection logs.

.|
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m

: B

Y.
Modeling the endpoint as a device in the inventory allows FortiNAC-F to retain historical connection data for that device, providing
visibility into past connectivity events and behavior over time.
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