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A bookstore has an ecommerce website that stores order information in an Amazon DynamoDB table named BookOrders. The
DynamoDB table contains approximately one million records.

The table uses OrderID as a partition key. There are no other indexes.
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A developer wants to build a new reporting feature to retrieve all records from the table for a specified customer, based on a
CustomerID property.

¢ A. Create a DynamoDB global secondary index (GSI) on the table. Use CustomerID as the partition key.
Use the specified CustomerID value to run a query on the table.

¢ B. Create a DynamoDB local secondary index (LSI) on the table. Use CustomerID as the sort key. Run a PartiQL query on
the table with a SELECT statement where CustomerID equals the specified CustomerID value.

¢ (. Create a DynamoDB global secondary index (GSI) on the table. Use CustomerID as the sort key. Use a filter expression
to performa scan operation on the table to match on the specified CustomerID value.

¢ D. Create a DynamoDB local secondary index (LSI) on the table. Use CustomerID as the partition key.Use the specified
CustorrerID value to run a query on the table.
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Comprehensive and Detailed Step-by-Step Explanation:

The requirement is to query records by CustomerID, which is not the current partition key (OrderID). To achieve this efficiently:

* Option A: Create a GSI with CustomerID as the Partition Key:

* A Global Secondary Index (GSI) allows developers to create a different partition key and optional sort key for querying the data.
* By creating a GSI with CustomerID as the partition key, the developer can query the table efficiently using CustomerID as the
primary lookup key.

* This avoids scanning the entire table and matches the requirement.

* Why Other Options Are Incorrect:

* Option B: Using CustomerID as a sort key for the GSI and performing a scan operation is nefficient. Queries are optimized, but
scans are not.

* Option C and D: Local Secondary Indexes (LSI) are only valid when the partition key remains the same as the base table. Since
OrderID is the base table's partition key, using CustomerID as the partition key or sort key in an LSI is not valid.

References:

Amazon DynamoDB Documentation: GSIs
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A company wants to automate part of its deployment process. A developer needs to automate the process of checking for and
deleting unused resources that supported previously deployed stacks but that are no longer used.

The company has a central application that uses the AWS Cloud Development Kit (AWS CDK) to manage all deployment stacks.
The stacks are spread out across multiple accounts. The developer's solution must integrate as seamlessly as possible within the
current deployment process.

‘Which solution will meet these requirements with the LEAST amount of configuration?

¢ A Inthe central AWS CDK, write a handler fimction mthe code that uses AWS SDK calls to check for and delete unused
resources. Create an APT n AWS Amplify Use the API to attach the function code to an AWS Lambda finction and to
invoke the Lambda function when the deployment stack runs.

¢ B. Inthe central AWS CDK application, write a handler function in the code that uses AWS SDK calls to check for and
delete unused resources. Create an AWS CloudPormation template froma JSON file. Use the template to attach the finction
code to an AWS Lambda finction and lo invoke the Lambda function when the deployment slack runs.

e C. Inthe AWS Lambda console write a handler function in the code that uses AWS SDK calls to check for and delete
unused resources. Create an AWS CDK custom resource. Use the custom resource to import the Lambda function into the
stack and to Invoke the Lambda finction when the deployment stack runs.

e D. Inthe central AWS CDK application. write a handler function in the code that uses AWS SDK calls to check for and
delete unused resources. Create an AWS CDK custom resource Use the custom resource to attach the function code to an
AWS Lambda function and to invoke the Lambda function when the deployment stack runs.

ZE: D
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This solution meets the requirements with the least amount of configuration because it uses a feature of AWS CDK that allows
custom logic to be executed during stack deployment or deletion. The AWS Cloud Development Kit (AWS CDK) is a software
development framework that allows you to define cloud infrastructure as code and provision it through CloudFormation. An AWS
CDK customresource is a construct that enables you to create resources that are not natively supported by CloudFormation or
performtasks that are not supported by CloudFormation during stack deployment or deletion. The developer can write a handler
function in the code that uses AWS SDK calls to check for and delete unused resources, and create an AWS CDK custom



resource that attaches the function code to a Lambda function and invokes it when the deployment stack runs. This way, the
developer can automate the cleanup process without requiring additional configuration or integration. Creating a CloudFormation
template froma JSON file will require additional configuration and integration with the central AWS CDK application. Creating an
API in AWS Anplify will require additional configuration and integration with the central AWS CDK application and may not
provide optimal performance or availability. Writing a handler function in the AWS Lambda console will require additional
configuration and integration with the central AWS CDK application.

Reference: [AWS Cloud Development Kit (CDK)], [Custom Resources]
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A user is planning to host a web server as well as an app server on a single EC2 instance which is a part of the public subnet of a
'VPC. How can the user setup to have two separate public IPs and separate security groups for both the application as well as the
web server?

A. Launch a VPC instance with two network interfaces. Assign a separate security group and elastic IP to them

B. Launch VPC with two separate subnets and make the instance a part of both the subnets.

C. Launch a VPC with ELB such that it redirects requests to separate VPC instances of the public subnet.

D. Launch a VPC instance with two network interfaces. Assign a separate security group to each and AWS will assign a
separate public IP to them

ER: A
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If'you need to host multiple websites(with different IPs) on a single EC2 instance, the following is the suggested method from AWS.
Launch a VPC instance with two network interfaces

Assign elastic [Ps from VPC EIP pool to those interfaces (Because, when the user has attached more than one network interface
with an instance, AWS cannot assign public IPs to them.) Assign separate Security Groups if separate Security Groups are needed
This scenario also helps for operating network appliances, such as firewalls or load balancers that have muiltiple private IP addresses
for each network mterface.

Reference: http:/docs.aws.amazon.com/ AWSEC2/latest/UserGuide/MultipleIP. html

FIRE #40
A user wants to access RDS froman EC2 instance using IP addresses. Both RDS and EC2 are in the same region, but different
AZs. Which of the below mentioned options help configure that the instance is accessed faster?

A. Configure the Private [P of the Instance in RDS security group
B. Configuring the elastic [P of the instance in RDS security group
C. Security group of EC2 allowed in the RDS security group

D. Configure the Public IP of the instance in RDS security group

BEE: A
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Ifthe user is going to specify an IP range in RDS security group, AWS recommends using the private IP address of the Amazon
EC2 instance. This provides a more direct network route from the Amazon EC2 instance to the Amazon RDS DB instance, and
does not incur network charges for the data sent outside of the Amazon network.

P& #41

A user has set an IAM policy where it allows all requests if a request from IP 10.10.10.1/32. Another policy allows all the requests
between 5 PM to 7 PM. What will happen when a user is requesting access from [P

10.10.10.1/32 at 6 PM?

A. Tt will allow access

B. It will deny access

C. It is not possible to set a policy based on the time or [P
D. TAM will throw an error for policy conflict

b
o

: A
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With regard to [AM, when a request is made, the AWS service decides whether a given request should be allowed or denied. The
evaluation logic follows these rules:

By default, all requests are denied. (In general, requests made using the account credentials for resources in the account are always
allowed.) An explicit allow policy overrides this default.

An explicit deny policy overrides any allows.

Reference:

httpz//docs.aws.amazon.com/lAM/latest/UserGuide/AccessPolicylanguage EvaluationLogic.html
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