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Cisco 300-745 A &Y.

A 270
e Applications: Focuses on selecting security solutions to protect applications and designing secure
=R 1 architectures for cloud-native, containerized, and serverless environments using segmentation. Also

addresses security design impacts of emerging technologies like Al, ML, and quantum computing,

¢ Secure Infrastructure: Covers selecting security approaches for endpoints, identities, email, and modern
environments like hybrid work, 10T, SaaS, and multi-cloud. Includes choosing VPN

FH 2 ¢ tunneling solutions, securing management planes, and selecting the appropriate firewall architecture based
on business needs.
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¢ Artificial Intelligence, Automation, and DevSecOps: Explores Al's role in securing network infrastructure,
=x 3 selecting tools for automated security architectures such as SOAR, TaC, and API tooling, and integrating
security into DevSecOps workflows and pipelines to minimize deployment risk.

¢ Risk, Events, and Requirements: Covers SOC incident handling and response tools, modifying security
designs to mitigate or respond to icidents, and applying frameworks like MITRE CAPEC, NIST SP 800-

Al 4
T 37, and SAFE. Includes matching regulatory and compliance requirements to business scenarios.

>>300-745A BICHH| HZ 2| MA R <<

300-745EH T Z| M, 300-745 100% A S| A EHE X2

Cisco@!F300-745AI &l € {23577} ofFCt D 5t Er&7t0|= & MBS0 ZHEHS| SHétal = AU&LICH 22
ExamPassdumplME FEH o{HES /50 #A NZHZE & EXet &2 BHEo{d AeLCh 22" Z 2 isco
RIF300-745A B EHIE & 35HAIH 100%Cisco?l &300-745A1 82 A E = U&LICH ExamPassdumpEZ 2 0422
2CiscoR!F300-745A| 82 A E EE odZ{E L FIBE 7t Hofst &l &= JU&LCH

Z| &l CCNP Security 300-745 S 2 M EZ 2 M (Q46-Q51):

EE #46

A software development company uses multiple cloud providers to host applications. The company is designing a scalable firewall
solution that must meet the requirements:

* Consistent security policies across multiple cloud environments.

* Centralized visibility and management.

* Scalability to accommodate different cloud platforns.

Which type of firewall meets the requirements?

A. host-based firewall
B. traditional firewall
C. zone-based firewall
D. distributed firewall

HEe. D

HE:

In a multi-cloud architecture, traditional perimeter-based firewalls often create "chokepoints” and fail to provide the granularity
needed for east-west traffic between microservices across different providers. A distributed firewallis the architectural solution
designed to meet these modern requirements. Unlike a centralized appliance, a distributed firewall is implemented as a software-
defined layer that resides close to the workloads-often within the hypervisor or as part of a service mesh.

According to Cisco Security Infrastructure objectives, a distributed firewall allows forcentralized managementof a unified policy that
is pushed out to all enforcement points, regardless of whether the workload is n AWS, Azure, or an on-premises data center. This
ensuresconsistent security policiesacross the entire footprint. Because the enforcement is decentralized, the solution scales
automatically as new cloud platforms or workloads are added. While aTraditional Firewall(Option A) lacks the multi-cloud agility, a
Zone-based Firewall(Option B) is typically tied to specific physical or logical interfaces on a router, and a Host-based
Firewall(Option D) is managed at the individual OS level, which becomes difficult to coordinate centrally at scale. The distributed
firewall model aligns with theCisco SAFEarchitectural goal of pervasive security and simplified operations in highly dynamic,
heterogeneous cloud environments.

AE #47

A manufacturing company experienced a security breach that resulted in sales data being compromised. An engineer participating in
the investigation must identify who logged into the sales system during the affected period. Which approach must be used to gather
the nformation?

e A PKI
e B. SNMP
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o C.AAA

e D.NACM
HE: C
ME:

In the aftermath of a security breach, forensic mvestigators rely on theAccountingportion ofAAA (Authentication, Authorization, and
Accounting)to reconstruct a timeline of events. While Authentication verifies identity and Authorization defines permissions,
Accounting is the specific framework used to track user activity, including loginvlogout times and the specific commands executed
during a session.

According to Cisco Security Infrastructure design objectives, implementing a centralized AAA solution (such asCisco Identity
Services Engine (ISE)or a TACACS+/RADIUS server) is critical for accountability. In this scenario, the engineer would query the
AAA logs to identify exactly "who" accessed the sales system during the compromise period. SNMP(Option A) is primarily for
network monitoring and performance data, not granular user access logs. NACM(Option B) is an access control model for
NETCONF but doesn't provide the broad auditing required here. PKI(Option D) provides the certificates used for digital signatures
and encryption but does not log the historical "session" data needed for the investigation. Therefore, AAA is the findamental
architectural requirement for ensuring non-repudiation and providing the audit trail necessary to satisfy risk management and incident
response requirerments.

HE #48
Which financial reporting regulatory framework must a publicly traded company doing business in the US conmply with?

A. HIPAA

B. SOC
C.SOX

D. FEDRAMP

e, C

HE:

Publicly traded companies in the United States must comply with the Sarbanes-Oxley Act (SOX).

This regulation mandates strict standards for financial reporting, internal controls, and data integrity to protect nvestors from
fraudulent financial practices.

EE2 #49

A technology company has many remote workers who access corporate resources from various locations. The company must
ensure that security policies are managed and enforced directly on endpoints, and endpoints are protected from threats regardless of
location. Which firewall architecture meets the requirements?

A. traditional firewall

B. web application firewall
C. next-generation firewall
D. host-based firewall

4

o
m

: D

LR

A host-based firewall enforces security policies directly on endpoints, ensuring they remain protected regardless of location. This
architecture provides consistent defense for remote workers accessing corporate resources from outside the traditional network
perimeter.

HEE #50

An oil and gas company recently faced a security breach when an employee's notepad, which contained critical login credentials,
was stolen. The incident led to unauthorized access to a user account, which posed a significant risk to sensitive company data and
operations. The company wants to adopt a security measure that enhances user account protection. Which action must be taken to
prevent breaches like this from happening in the future?



A. Update the RADIUS server.

B. Implement MFA

C. Configure a password expiration policy.
D. Implement single sign-on.

He: B

Y.

The scenario described-where physical theft of written credentials led to a breach-is a classic failure of single-factor authentication.
To mitigate this risk, the company must implementMulti- Factor Authentication (MFA). MF A requires users to provide two or more
verification factors to gain access to a resource, typically categorized as something you know (password), something you have (a
smartphone or hardware token), or something you are (biometrics).

According to Cisco Security Infrastructure design best practices, MFA (such asCisco Duo) ensures that even if an attacker
possesses valid credentials (the "something you know" from the stolen notepad), they cannot gain access without the second factor
(the "something you have"). This effectively neutralizes the threat of stolen passwords.Single Sign-On (SSO)(Option B) improves
user experience and centralizes management but does not, by itself] stop an attacker who has the master password.Updating the
RADIUS server(Option C) is a maintenance task that doesn't change the authentication logic, and apassword expiration
policy(Option D) would only limit the "shelf life" of the stolen credentials rather than preventing their initial use. MFA is the most
robust architectural control for enhancing identity security and is a core pillar of a Zero Trust framework.

EE #51
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