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92. Frage

A company has mandated the use of muilti-factor authentication (MFA) for all IAM users, and requires users to make all API calls
using the CLI. However. users are not prompted to enter MFA tokens, and are able to run CLI commands without MFA. In an
attempt to enforce MFA, the company attached an [AM policy to all users that denies API calls that have not been authenticated
with MFA.

‘What additional step must be taken to ensure that API calls are authenticated using MFA?

A. Enable MFA on IAM roles, and require IAM users to use role credentials to sign API calls.

B. Require users to use temporary credentials from the get-session token command to sign API calls.

C. Ask the IAM users to log into the AWS Management Console with MFA before making API calls using the CLL
D. Restrict the IAM users to use of the console, as MFA is not supported for CLI use.

Antwort: B

Begrindung;

To enforce MFA for API calls using the AWS CLI, the users must use temporary security credentials obtained through the get-
session-token command. Here's how to do it:

* Enable MFA for IAM Users:

* Ensure that MFA is enabled and properly configured for each IAM user.

* Configure IAM Policy for MFA Enforcement:

* Attach an [AM policy that denies API calls unless MFA is used. This policy should be attached to all users.

* Obtain Temporary Security Credentials Using MFA:

* Users need to use the aws sts get-session-token command to obtain temporary credentials. This command requires the MFA
token.

sh

Copy code

aws sts get-session-token --serial-number arm:aws:iam:123456789012:mfa/user --token-code 123456

* Use Temporary Credentials for API Calls:

* After obtaining the temporary credentials, set them as environment variables or configure them in the AWS CLI profile to make
API calls.

export AWS ACCESS KEY ID=...

export AWS_SECRET ACCESS KEY=...

export AWS SESSION TOKEN=...

References:

* Enabling MFA for IAM Users

* Using Temporary Security Credentials

* AWS CLI get-session-token

93. Frage
A SysOps administrator Is troubleshooting an AWS Cloud Formation template whereby multiple Amazon EC2 instances are being
created The template is working In us-east- 1. but it is failing In us-west-2 with the error code:

How should the administrator ensure that the AWS Cloud Formation template is working in every region?

¢ A Modify the AWS CloudFormation template by mncluding the AMI IDs in the "Mappings" section. Refer to the proper
mapping within the template for the proper AMI ID.

¢ B. Copy the source region's Amazon Machine Image (AMI) to the destination region and assign it the same ID.

e C. Edit the AWS CloudFormatton template to specify the region code as part of the fully qualified AMI ID.

e D. Edit the AWS CloudFormatton template to offer a drop-down list of all AMIs to the user by using the aws :: EC2:: ami
imageiD control

Antwort: B


https://www.echtefrage.top/SOA-C02-deutsch-pruefungen.html

94. Frage

A company is running an application on premises and wants to use AWS for data backup All of the data must be available locally
The backup application can write only to block-based storage that is compatible with the Portable Operating System Interface
(POSIX) Which backup solution will meet these requirements?

A. Use AWS Storage Gateway, and configure it to use gateway-stored volumes

B. Configure the backup software to use Amazon S3 as the target for the data backups

C. Use AWS Storage Gateway, and configure it to use gateway-cached volumes

D. Configure the backup software to use Amazon S3 Glacier as the target for the data backups

Antwort: A

Begrindung;

AWS Storage Gateway provides a hybrid cloud storage service that enables on-premises applications to seamlessly use AWS cloud
storage. The gateway-stored volumes configuration is suitable for scenarios where all data must be available locally and the backup
application can write only to block-based storage that is POSIX-compliant.

Deploy AWS Storage Gateway:

Launch the AWS Storage Gateway service from the AWS Management Console.

Download and deploy the Storage Gateway VM on your on-premses infrastructure.

Activate the Gateway:

Activate the Storage Gateway by connecting it to your AWS account.

Follow the setup wizard to complete the activation process.

Configure Gateway-Stored Volumes:

Create a gateway-stored volume where the primary data is stored locally, and an asynchronous copy is stored in AWS.
Specify the size of the volume and configure it to match your backup application's requirements.

Connect the Backup Application:

Present the created volume to your on-premises backup application as an iSCSI target.

Configure the backup application to write data to the iISCSI target provided by the Storage Gateway.

Monttor and Manage:

Use the AWS Management Console to monitor the gateway and the volumes.

Ensure that the data is being backed up to AWS correctly and that local copies are maintained as required.

Reference:

AWS Storage Gateway User Guide

Gateway-Stored Volumes

95. Frage

A company wants to prohibit its developers from using a particular family of Amazon EC2 mstances The company uses AWS
Organizations and wants to apply the restriction across multiple accounts What is the MOST operationally efficient way for the
company lo apply service control policies (SCPs) to meet these requirements?

A. Enroll the accounts with AWS Control Tower. Apply the SCPs to the AWS Control Tower management account.
B. Add the accounts to an organizational unit (OUf Apply the SCPs to the OU.

C. Apply the SCPs to each developer account.

D. Add the accounts to resource groups in AWS Resource Groups. Apply the SCPs to the resource groups.

Antwort: B

Begriindung;

Applying SCPs to an Organizational Unit:

Service Control Policies (SCPs) allow you to manage permissions for multiple AWS accounts within an organization.
Steps:

Go to the AWS Management Console.

Navigate to AWS Organizations.

Create an Organizational Unit (OU) if not already created.

Move the target accounts into the OU.

Create an SCP that denies the use of the specific EC2 instance family.

Attach the SCP to the OU.

This approach ensures that the policy is applied consistently across all accounts in the OU.



96. Frage

A SysOps administrator is responsible for managing a fleet of Amazon EC2 instances. These EC2 instances upload build artifacts to
a third-party service. The third-party service recently implemented a strict IP allow list that requires all build uploads to come froma
single IP address.

What change should the systems administrator make to the existing build fleet to comply with this new requirement?

A. Move all of the EC2 instances behind an internet gateway and provide the gateway IP address to the service.

B. Move all of the EC2 instances behind a NAT gateway and provide the gateway IP address to the service.

C. Move all of the EC2 instances into a single Availability Zone and provide the Availability Zone IP address to the service.
D. Move all of the EC2 instances to a peered VPC and provide the VPC IP address to the service.

Antwort: B

Begrindung;
https:/docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway. html
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