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The CISSP Exam is administered by the International Information System Security Certification Consortium, commonly known as
(ISC)². CISSP exam consists of 250 multiple-choice questions and covers a broad range of topics related to information security,
such as access control, cryptography, network security, and risk management. CISSP Exam is designed to test the candidate's
knowledge, skills, and understanding of these topics, as well as their ability to apply them in real-world scenarios.

ISC Certified Information Systems Security Professional (CISSP) Sample
Questions (Q621-Q626):
NEW QUESTION # 621 
What is called the standard format that was established to set up and manage Security Associations (SA) on the Internet in IPSec?

A. Internet Key Exchange
B. Secure Key Exchange Mechanism
C. Oakley
D. Internet Security Association and Key Management Protocol

Answer: D
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Explanation:
Reference: pg 221 Krutz

NEW QUESTION # 622 
What two factors should a backup program track to ensure the serviceability of backup tape media?

A. The manufactured and model number of the tape media.
B. The initial usage data of the media and the number of uses.
C. The frequency of usage and magnetic composition.
D. The physical characteristics and rotation cycle of the media.

Answer: D

Explanation:
The answer should be B.
The physical charecteristics (what type of tape drive) and rotation cyle. (Frequency of backup cycles and retention timE.)

NEW QUESTION # 623 
Which choice describes the Forest Green Book?

A. It does not exist; there is no Forest Green Book.
B. It is a Rainbow series book that defines guidelines for implementing access control lists.
C. It is a Rainbow series book that defines the secure handling of
storage media.
D. It is a tool that assists vendors in data gathering for certifiers.

Answer: C

Explanation:
The Forest Green book is a Rainbow series book that defines the
secure handling of sensitive or classified automated information system memory and secondary storage media, such as degaussers,
magnetic tapes, hard disks, floppy disks, and cards. The Forest Green book details procedures for clearing, purging, declassifying,
or destroying
automated information system (AIS) storage media to prevent data
remanence. Data remanence is the residual physical representation of
data that has been erased in some way. After storage media is erased
there may be some physical characteristics that allow data to be reconstructed.
* Answer "It is a tool that assists vendors in data gathering for certifiers." is the Blue Book,
NCSC-TG-019 Trusted Product Evaluation Questionnaire Version-2. The Blue book is a tool to assist system developers and
vendors in gathering data to assist evaluators and certifiers assessing trusted computer systems.
* Answer "It is a Rainbow series book that defines guidelines for implementing access control lists." is the Grey/Silver Book,
NCSC-TG-020A, the Trusted
UNIX Working Group (TRUSIX) Rationale for Selecting Access Control.
The Grey/Silver book defines guidelines for implementing
access control lists (ACLs) in the UNIX system. Source: NCSC-TG-
0 25 A Guide to Understanding Data Remanence in Automated Information
Systems, NCSC-TG-020A Trusted UNIX Working Group
(TRUSIX) Rationale for Selecting Access Control, and NCSC-TG-019
Trusted Product Evaluation Questionnaire Version-2.

NEW QUESTION # 624 
Which of the following statements pertaining to packet filtering is NOT true?

A. It is not application dependent.
B. It keeps track of the state of a connection.
C. It operates at the network layer.
D. It is based on ACLs.



Answer: B

Explanation:
Explanation/Reference:
Explanation:
Packet filtering firewalls are stateless. They do not keep track of the state of a connection.
Incorrect Answers:
A: The device that is carrying out packet filtering processes is configured with ACLs, which dictate the type of traffic that is allowed
into and out of specific networks.
B: Packet filtering firewalls are application dependent.
C: Packet filtering is a firewall technology that makes access decisions based upon network-level protocol header values.
D: Packet filtering works at the network and transport layers, not at the application layer. It is not application dependent.
References:
Harris, Shon, All In One CISSP Exam Guide, 6th Edition, McGraw-Hill, New York, 2013, p. 630

NEW QUESTION # 625 
In order to preserve a proper chain of custody of evidence?

A. Verifiable documentation indicating the sequence of individuals who have handled a piece of evidence should be available.
B. Evidence has to be collected following predefined procedures in accordance with all laws and legal regulations
C. Law enforcement officials should be contacted for advice on how and when to collect critical information
D. Log files containing information regarding an intrusion are retained for at least as long as normal business records, and
longer in the case of an ongoing investigation.

Answer: B

NEW QUESTION # 626
......
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