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Scenario

Your role is that of an Enterprise Architect, reporting to the Chief Enterprise Architect, at a technology company.

The company uses the TOGAF standard as the method and guiding framework for its Enterprise Architecture (EA) practice. The
Chief Technology Officer (CTO) is the sponsor of the activity. The EA practice uses an iterative approach for its architecture
development. This has enabled the decision-makers to gain valuable insights into the different aspects of the business.

The nature of the business is such that the data and the information stored on the company systers is the company's major asset and
is highly confidential. The company employees travel a lot for work and need to communicate over public infrastructure. They use
message encryption, secure internet connections using Virtual Private Networks (VPNs), and other standard security measures. The
company has provided conmputer security awareness training for all its staff. However, despite good education and system security,
there is still a need to rely on third-party suppliers for infrastructure and software.

The Chief Security Officer (CSO) has noted an increase in ransomware (malicious software used in ransom demands) attacks on
companies with a similar profile. The CSO recognizes that no matter how much is spent on education and support, the company
could be a victim of a significant attack that could completely lock them out of their important data.

A risk assessment has been completed, and the company has looked for cyber insurance that covers ransonmware. The price for this
insurance is very high. The CTO recently saw a survey that said 1 out of 4 businesses that paid ransoms could not get their data
back, and almost thesame number were able to recover the data without paying, The CTO has decided not to get cyber insurance to
cover ransom payment.

You have been asked to describe the steps you would take to strengthen the current architecture to improve data protection.

Based on the TOGAF standard, which of the following is the best answer?

¢ A. You would request an Architecture Compliance Review with the scope to examine the company's ability to respond to
ransomware attacks. You would identify the departments involved and have them nominate representatives. You would then
tailor checklists to address the requirement for increased resilience. You would circulate to the nominated representatives for
them to complete. You would then review the completed checklists, identifying and resolving issues. You would then
determine and present your recommendations.

¢ B. You would assess business continuity requirements and analyze the current Enterprise Architecture for gaps. You would
recommend changes to address the situation and create a change request. You would engage the Architecture Board to
assess and approve the change request. Once approved, you would create a new Request for Architecture Work to begin an
ADM cycle to implement the changes.

¢ C. You would monitor for technology updates from your existing suppliers that could enhance the company's capabilities to
detect, react, and recover froman IT security incident. You would prepare and run a disaster recovery planning exercise for a
ransomware attack and analyze the performance of the current Enterprise Architecture. Using the findings, you would prepare
a gap analysis of the current Enterprise Architecture. You would prepare change requests to address identified gaps. You
would add the changes implemented to the Architecture Repository.

¢ D. You would ensure that the company has in place up-to-date processes for managing change to the current Enterprise
Architecture. Based on the scope of the concerns raised, you recommend that this be managed at the infrastructure level.
Changes should be made to the baseline description of the Technology Architecture. The changes should be approved by the
Architecture Board and implemented by change management techniques.

Answer: A

Explanation:

Comprehensive and Detailed Step-by-Step Explanation

Context of the Scenario

The scenario highlights significant risks due to ransomware attacks and the need to strengthen the company's Enterprise Architecture
to improve data protection and resilience. TOGAF emphasizes the Architecture Compliance Review as a mechanism for ensuring
the architecturemeets its objectives and addresses specific concerns such as security, resilience, and compliance with organizational
goals.

The organization has already conducted a risk assessment but requires actionable steps to:

Address ransonware attack risks.

Increase the resilience of the Technology Architecture.

Ensure proper alignment with governance and compliance frameworks.

Option Analysis

Option A:

Strengths:

Highlights the need for up-to-date processes for managing changes in the Enterprise Architecture.

Recognizes the importance of governance through the Architecture Board and change management techniques.

Weaknesses:

The approach focuses solely on the Technology Architecture baseline but does not address the need for specific steps such as
compliance review, gap analysis, or tailored resilience measures for ransomware risks.

It provides a broad and generic approach rather than a targeted plan for ransomware and data protection issues.



Conclusion: Incorrect. While it adheres to governance processes, it lacks specific actions to improve resilience and address the
immediate security concerns.

Option B:

Strengths:

Proposes an Architecture Compliance Review, which is a core TOGAF process used to evaluate architecture implementation
against defined objectives, ensuring it is fit for purpose.

Involves identifying stakeholders (departments) and tailoring checklists specific to ransomware resilience.

Emphasizes issue identification and resolution through structured review processes.

Weaknesses:

Does not explicitly address longer-term updates to the Enterprise Architecture, but this can be inferred as a next step following
compliance recommendations.

Conclusion: Correct. This is the most suitable approach based on TOGAF principles, as it uses an established process to evaluate
and improve the architecture's resilience.

Option C:

Strengths:

Includes monitoring for updates from suppliers to enhance detection and recovery capabilities, which is relevant to addressing
ransomware risks.

Proposes a gap analysis to identify shortcomings in the current Enterprise Architecture and recommends addressing gaps through
change requests.

Incorporates disaster recovery planning exercises, which are useful for testing resilience.

Weaknesses:

While thorough, the approach lacks the Architecture Compliance Review process, which is a more structured way to ensure the
architecture meets resilience requirements.

Monitoring suppliers and running disaster recovery exercises are operational steps rather than strategic architectural improvements.
Conclusion: Incorrect. While it includes valid activities, it does not adhere to TOGAF's structured approach for architecture
assessment and compliance.

Option D:

Strengths:

Proposes analyzing business continuity requirements and assessing the architecture for gaps, which is relevant to the scenario.
Suggests mitiating an ADM cycle to address gaps, which aligns with TOGAF principles.

Weaknesses:

Focusing on mitiating a new ADM cycle may be premature, as the immediate priority is to evaluate the existing architecture and
address specific resilience concerns.

Does not mention compliance review or tailored resilience measures for ransomware attacks, which are central to the scenario.
Conclusion: Incorrect. It proposes a broader approach that may not adequately address the immediate concerns highlighted by the
CSO.

TOGAF Reference

Architecture Compliance Review: A structured process used to evaluate whether an architecture meets the stated goals, objectives,
and requirements (TOGAF 9.2, Chapter 19). It is particularly useful for identifying and addressing resilience requirements in
scenarios involving security risks.

Stakeholder Engagement: Identifying and involving stakeholders (e.g., departments) is a critical part of architecture governance and
compliance review (TOGAF 9.2, Section 24.2).

Change Management: The Architecture Compliance Review supports identifying necessary changes, which are then managed
through governance and change management processes (TOGAF 9.2, Section 21.6).

By choosing Option B, you align with TOGAF's structured approach to compliance, resilience, and addressing security concerns.

NEW QUESTION # 34

You are working as an Enterprise Architect within an Enterprise Architecture (EA) team at a multinational energy company. The
company is committed to becoming a net-zero emissions energy business by 2050. To achieve this, the company is focusing on
shifting to renewable energy production and adopting eco-fiiendly practices.

The EA team, which reports to the Chief Technical Officer (CTO), has been tasked with overseeing the transformation to make the
company more effective through acquisitions. The company plans to fully integrate these acquisitions, including merging operations
and systens.

To address the integration challenges, the EA team leader wants to know how to manage risks and ensure that the company
succeeds with the proposed changes. Based on the TOGAF Standard, which of the following is the best answer?

e A The EA team should create a Business Scenario to fully describe the business problem that is being addressed by the
transformation. Once requirements are identified, they should be evaluated in terms of risks. Any residual risks should be
escalated to the Architecture Board.



¢ B. The EA team should document the risks associated with the transformation in an Implementation Factor Catalog to inform
decisions during implementation and deployment.

e (. The EA teamshould develop Business Architecture views that demonstrate how stakeholder concerns are addressed and
assess each factor for readiness, urgency, and degree of difficulty.

e D. The EA team should evaluate the company's readiness for change by identifying factors that will impact the transformation.
These factors will be used to determine nitial risks associated with the mitiative.

Answer: A

NEW QUESTION # 35

You are working as an Enterprise Architect at a large company. The company runs many retail stores as well as an online
marketplace that allows hundreds of brands to partner with the company. The company has a mature Enterprise Architecture (EA)
practice and uses the TOGAF standard for its architecture development method. The EA practice is involved in all aspects of the
business, with oversight provided by an Architecture Board with representatives from different parts of the business. The EA
program is sponsored by the Chief Information Officer (CIO).

Many of the stores remain open all day and night. Each store uses a standard method to track sales and inventory, which involves
sending accurate, timely sales data to a central Al-based inventory management system that can predict demand, adjust stock levels,
and automate reordering. The central inventory management system is housed at the company's central data center.

The company has acquired a major rival. The Chief Executive Officer (CEO) believes that the merger will enable growth through
combined offerings and cost savings. The decision has been made to fully integrate the two organizations, including merging retail
operations and systens. Duplicated systens will be replaced with one standard retail management system The CIO expects
significant savings from these changes across the newly merged company.

The rival company has successfully implemented the use of hand-held devices within stores for both customers and staff, which has
increased satisfaction due to time savings. The CIO has approved the rollout of these devices to all stores but has stated that training
should be brief, as there are many part-time employees.

You have been asked to confirm the most relevant architecture principles for this transformation. Based on the TOGAF Standard,
which of the following is the best answer?

e A. Maximize Benefit to the Enterprise, Common Use Applications, Data is an Asset, Responsive Change Management,
Technology Independence

¢ B. Control Technical Diversity, Interoperability, Data is an Asset, Data is Shared, Business Continuity

¢ C. Common Vocabulary and Data Definitions, Compliance with the Law, Requirements Based Change, Responsive Change
Management, Data Security

¢ D. Common Use Applications, Data is an Asset, Data is Accessible, Ease of Use, Business Continuity

Answer: A

Explanation:

In this scenario, the enterprise is undergoing significant transformation due to a merger and the adoption of new technology (hand-
held devices). Several key principles from TOGAF's ADM Techniques-particularly those focused on promoting enterprise-wide
standardization, adaptability, and data utilization-are pertinent here:

Maximize Benefit to the Enterprise:

This principle emphasizes that all architectural decisions should deliver maximum business value. Given that the company is
integrating systens to cut costs and improve offerings, maximizing the benefit is crucial. Ensuring that the EA efforts align with
enterprise-wide benefits supports the goal of optimizing costs and enhancing offerings, which aligns with the CEO's vision for the
merger.

Common Use Applications:

Standardizing applications across the merged entity will be essential to achieve cost savings and to simplify operations. The goal of
reducing the number of applications fits with this principle, ensuring that reusable and widely adopted applications support business
finctions across the organization. Adopting this principle will also aid in harmonizing the systens from both organizations and
avoiding unnecessary diversity.

Data is an Asset:

Data plays a central role in the company's operations, especially with the use of Al-driven inventory management and the integration
of systems. Treating data as an asset is essential for reliable and accurate decision-making, This principle ensures that data is viewed
as a critical enterprise resource and is managed with care, maintaining integrity, accuracy, and value.

Responsive Change Management:

The organization's ability to adapt quickly and effectively to changes, such as integrating new handheld devices and merging systens,
is essential. This principle will facilitate the smooth transition required for integrating the new handheld devices and the merger-related
systemupdates while minimizing disruption to store operations.

Technology Independence:



Since the enterprise will likely encounter varied technologies from the merger, it is crucial to maintain flexibility. This principle
advocates for using technology solutions that are adaptable and not bound to a single vendor or specific technology. This ensures
that the enterprise can integrate various technological components from both organizations and evolve with minimal constraints.
These principles align well with TOGAF's broader recommendations for guiding architectural changes, as found in Section 2.6 of the
TOGAF ADM Techniques. They ensure that the EA practice is aligned with business objectives while maintaining flexibility, data
integrity, and a focus on enterprise-wide benefits. These guiding principles are critical for the successful execution of the integration
and adoption of new technologies while achieving cost efficiencies and improving service delivery.

For reference, TOGAF's ADM Techniques highlight the importance of architectural principles in guiding transformational initiatives,
ensuring that decisions are made consistently across the enterprise. Each principle supports organizational agility, system integration,
and the efficient use of technology resources, all of which are vital for the enterprise's stated objectives.

NEW QUESTION # 36

Please read this scenario prior to answering the question

You are serving as the Lead Architect for an Enterprise Architecture team within a leading multinational biotechnology company. The
company works in three major industries, including healthcare, crop production, and agriculture. Your team works within the
healthcare division.

The healthcare division is developing a new vaccine, and has to demonstrate its effectiveness and safety in a set of clinical trials that
satisfy the regulatory requirements of the relevant health authorities. The clinical trials are undertaken by its research laboratories at
multiple facilities worldwide. In addition to internal research and development activities, the healthcare division is also involved in
publicly finded collaborative research projects with industrial and academic partners.

The Enterprise Architecture team has been engaged in an architecture project to develop a secure system that will allow the
healthcare researchers to share information more easily about their clinical trials, and work more collaboratively across the
organization and also with its partners. This system will also connect with external partners.

The Enterprise Architecture team uses the TOGAF ADM with extensions required to support healthcare manufacturing practices
and laboratory practices. Due to the highly sensitive nature of the information that is managed, special care has been taken to ensure
that each architecture domain considers the security and privacy issues that are relevant.

The Vice President for Worldwide Clinical Research is the sponsor of the Enterprise Architecture activity. She has stated that
disruptions must be mnimized for the clinical trials, and that the rollout must be undertaken incrementally.

Refer to the scenario

You have been asked to recommend the approach to identify the work packages for an incremental rollout meeting the
requirerments.

Based on the TOGAF standard which of the following is the best answer?

e A. Yourecommend that an Implementation Factor Catalog is drawn up to indicate actions and constraints. A Consolidated
Gaps. Solutions and Dependencies Matrix should also be created. For each gap. identify a proposed solution and classify it
as new development, purchased solution, or based on an existing product. Group similar activities together to form work
packages. Identify dependencies between work packages factoring in the clinical trial schedules. Regroup the work packages
nto a set of Capability Increments scheduled into a series of Transition Architectures.

¢ B. You recommend that the set of required Solution Building Blocks be determined by identifying those which need to be
developed and which need to be procured. Elimmnate any duplicates. Group the remaining Solution Building Blocks together
to create the work packages using a CRUD (create, read, update, delete) matrix. Rank the work packages and select the
most cost-effective options for inclusion in a series of Transition Architectures. Schedule the roll out of the work packages to
be sequential across the geographic regions.

e (. Yourecommend that a Consolidated Gaps. Solutions and Dependencies Matrix is used as a planning tool for creating
work packages. For each gap classify whether the solution is either a new development, purchased solution, or based on an
existing product. Group the similar solutions together to define the work packages. Regroup the work packages into a set of
Capability Increments to transition to the Target Architecture considering the schedule for clinical trials, and document in an
Architecture Definition Increments Table.

¢ D. Yourecommend that the Solution Building Blocks from a Consolidated Gaps, Solutions and Dependencies Matrix be
grouped mnto a set of work packages. Using the matrix as a planning tool, regroup the work packages to account for
dependencies. Sequence the work packages into the Capability Increments needed to achieve the Target Architecture, so that
the implementation team can schedule the rollout one region at a time to minimize disruption. Document the work packages
for the Enterprise Architecture using a Transition Architecture State Evolution Table.

Answer: C

Explanation:

A Consolidated Gaps, Solutions and Dependencies Matrix is a technique that can be used to create work packages for an
incremental rollout of the architecture. A work package is a set of actions or tasks that are required to implement a specific part of
the architecture. A work package can be associated with one or more Architecture Building Blocks (ABBs) or Solution Building



Blocks (SBBs), which are reusable components of business, IT, or architectural capability. A work package can also be associated
with one or more Capability Increments, which are defined, discrete portions of the overall capability that deliver business value. A
Capability Increment can be realized by one or more Transition Architectures, which are intermediate states of the architecture that
enable the transition from the Baseline Architecture to the Target Architecture123 The steps for creating work packages using this
technique are:

For each gap between the Baseline Architecture and the Target Architecture, identify a proposed solution and classify it as new
development, purchased solution, or based on an existing product. A gap is a difference or deficiency in the current state of the
architecture that needs to be addressed by the future state of the architecture. A solution is a way of resolving a gap by implementing
one or more ABBs or SBBs.

Group similar solutions together to define the work packages. Similar solutions are those that have common characteristics, such as
functionality, technology, vendor, or location.

Identify dependencies between work packages, such as logical, temporal, or resource dependencies. Dependencies indicate the
order or priority of the work packages, and the constraints or risks that may affect their implementation.

Regroup the work packages into a set of Capability Increments to transition to the Target Architecture. Capability Increments should
be defined based on the business value, effort, and risk associated with each work package, and the schedule and objectives of the
clinical trials. Capability Increments should also be aligned with the Architecture Vision and the Architecture Principles.

Document the work packages and the Capability Increments in an Architecture Definition Increments Table, which shows the
mapping between the work packages, the ABBs, the SBBs, and the Capability Increments. The table also shows the dependencies,
assumptions, and issues related to each work package and Capability Increment.

Therefore, the best answer is B, because it describes the approach to identify the work packages for an incremental rollout meeting
the requirements, using the Consolidated Gaps, Solutions and Dependencies Matrix as a planning tool.

References: 1: The TOGAF Standard, Version 9.2, Part III: ADM Guidelines and Techniques, Chapter 30: Gap Analysis 2: The
TOGAF Standard, Version 9.2, Part IV: Architecture Content Framework, Chapter 36: Building Blocks 3: The TOGAF Standard,
Version 9.2, Part I1I: ADM Guidelines and Techniques, Chapter 31: Architecture Change Management : The TOGAF Standard,
Version 9.2, Part II: Architecture Development Method (ADM), Chapter 23: Phase E: Opportunities and Solutions : The TOGAF
Standard, Version 9.2, Part II: Architecture Development Method (ADM), Chapter 21: Phase F: Migration Planning : The TOGAF
Standard, Version 9.2, Part II: Architecture Development Method (ADM), Chapter 18: Phase A: Architecture Vision : The
TOGAF Standard, Version 9.2, Part I1l: ADM Guidelines and Techniques, Chapter 23: Architecture Principles

NEW QUESTION # 37

Please read this scenario prior to answering the question

You have been appointed as senior architect working for an autonomous driving technology development company. The mission of
the company is to build an industry leading unified technology and software platform to support connected cars and autonomous
driving,

The company uses the TOGAF Standard as the basis for its Enterprise Architecture (EA) framework. Architecture development
within the company follows the purpose-based EA Capability model as described in the TOGAF Series Guide: A

Practitioners' Approach to Developing Enterprise Architecture Following the TOGAF® ADM.

An architecture to support strategy has been completed defining a long-range Target Architecture with a roadmap spanning five
years. This has identified the need for a portfolio of projects over the next two years. The portfolio includes development of travel
assistance systems using swarm data from vehicles on the road.

The current phase of architecture development is focused on the Business Architecture which needs to support the core travel
assistance services that the company plans to provide. The core services will manage and process the swarm data generated by
vehicles, paving the way for autonomous driving in the future.

The presentation and access to different variations of data that the company plans to offer through its platform poses an architecture
challenge. The application portfolio needs to interact securely with various third-party cloud services, and V2X (Vehicle-to-
Everything) service providers in many countries to be able to manage the data at scale. The security of V2X is a key concern for the
stakeholders. Regulators have stated that the user's privacy be always protected, for example, so that the drivers' journey cannot be
tracked or reconstructed by compiling data sent or received by the car.

Refer to the scenario

You have been asked to describe the risk and security considerations you would include in the current phase of the architecture
development?

Based on the TOGAF standard which of the following is the best answer?

e A. Youwill focus on data quality as it is a key factor in risk management. You will identify the datasets that need to be
safeguarded. For each dataset, you will assign ownership and responsibility for the quality of data needs. A security
classification will be defined and applied to each dataset. The dataset owner will then be able to authorize processes that are
trusted for a certain activity on the dataset under certain circumstances.

¢ B. You will perform a qualitative risk assessment for the data assets exchanged with partners. This will deliver a set of
priorities, high to medium to low, based on identified threats, the likelihood of occurrence, and the impact if it did occur. Using



the priorities, you would then develop a Business Risk Model which will detail the risk strategy including classifications to
determine what mitigation is enough.

¢ C. Youwill focus on the relationship with the third parties required for the travel assistance systems and define a trust
framework. This will describe the relationship with each party. Digital certificates are a key part of the framework and will be
used to create trust between parties. You will monitor legal and regulatory changes across all the countries to keep the trust
framework in compliance.

¢ D. You will create a security domain model so that assets with the same level can be managed under one security policy.
Since data is being shared across partners, you will establish a security federation to include them. This would include
contractual arrangements, and a definition of the responsibility areas for the data exchanged, as well as security implications.
You would undertake a risk assessment determining risks relevant to specific data assets.

Answer: D

Explanation:

A security domain model is a technique that can be used to define the security requirements and policies for the architecture. A
security domain is a grouping of assets that share a common level of security and trust. A security policy is a set of rules and
procedures that govern the access and protection of the assets within a security domain. A security domain model can help to
identify the security domains, the assets within each domain, the security policies for each domain, and the relationships and
dependencies between the domains1 Since the data is being shared across partners, a security federation is needed to establish a
trust relationship and a common security framework among the different parties. A security federation is a collection of security
domains that have agreed to interoperate under a set of shared security policies and standards. A security federation can enable
secure data exchange and collaboration across organizational boundaries, while preserving the autonomy and privacy of each party.
A security federation requires contractual arrangements, and a definition of the responsibility areas for the data exchanged, as well as
security implications2 A risk assessment is a process that identifies, analyzes, and evaluates the risks that may affect the architecture.
A risk assessment can help to determine the likelihood and impact of the threats and vulnerabilities that may compromise the security
and privacy of the data assets. A risk assessment can also help to prioritize and mitigate the risks, and to monitor and review the risk
situation3 Therefore, the best answer is D, because it describes the risk and security considerations that would be included in the
current phase of the architecture development, which is focused on the Business Architecture. The answer covers the security
domain model, the security federation, and the risk assessment techniques that are relevant to the scenario.
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