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CompTIA SecAI+ Certification Exam Sample Questions (Q25-Q30):
NEW QUESTION # 25 
Which of the following attacks would be the best to automate with AI during dynamic application software testing (DAST)?

A. Payload creation
B. Threat modeling
C. Data poisoning
D. Distributed denial-of-service (DDoS)

Answer: A

Explanation:
During DAST, automating the generation of diverse, targeted attack payloads lets testers probe runtime inputs (e.g., XSS, SQLi,
command injection) more thoroughly and discover vulnerabilities that manual or static tests might miss.

NEW QUESTION # 26 
A security alert triggers an agentic system. An analyst notices the following payload in the logs"
The alert includes multiple shell commands that are not typically run as part of any hardening.
Which of the following is the most effective control to implement?

A. Using only approved libraries when interacting with agentic systems
B. Modifying the application to ignore the SECURITY_UPDATE tag
C. Adding logic that includes approved strings before running the shell commands
D. Deprecating model usage and retaining the model with safer parameters

Answer: C

Explanation:
The payload in the alert attempts to trick the system into executing unauthorized shell commands.
The most effective control is to implement allow-list validation (approved strings) before execution. This ensures that only
predefined, safe commands are executed, blocking prompt injection attempts that introduce malicious code such as the fake patch
script.

NEW QUESTION # 27 
Faculty members at a university are concerned about potential inherent bias and inconsistency in one department's AI plagiarism
detection service.
Which of the following principles will most likely to address their concerns?

A. Transparency
B. Explainability
C. Accountability
D. Consistency

Answer: D

Explanation:
Consistency ensures that an AI system applies rules and produces results in a uniform manner across all cases. This principle directly
addresses concerns about bias and irregular outcomes in the plagiarism detection service.

NEW QUESTION # 28 
A short AI-generated video shows a celebrity's likeness talking about a fake public security event.
Which of the following was used to create this video?

A. Random forest
B. Convolutional neural network
C. Statistical analysis



D. Machine learning (ML) classifier

Answer: B

Explanation:
Convolutional neural networks (CNNs) are commonly used in generating deepfake videos, where a person's likeness is realistically
mapped and animated to create fake but convincing audiovisual content.

NEW QUESTION # 29 
A malware sample alters itself slightly each time it runs to evade signature detection. What technique is this?

A. Steganography
B. Packing
C. Obfuscation
D. Polymorphism

Answer: D

Explanation:
Polymorphic malware changes its code structure while maintaining functionality.

NEW QUESTION # 30
......
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