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CompTIA Advanced Security Practitioner (CASP+) Exam CAS-004
Prüfungsfragen mit Lösungen (Q487-Q492):
487. Frage 
A security analyst discovered that the company's WAF was not properly configured. The main web server was breached, and the
following payload was found in one of the malicious requests:

Which of the following would BEST mitigate this vulnerability?

A. Data encoding
B. CAPTCHA
C. Input validation
D. Network intrusion prevention

Antwort: C

488. Frage 
A software development company needs to mitigate third-party risks to its software supply chain. Which of the following techniques
should the company use in the development environment to best meet this objective?

A. Requiring multifactor authentication
B. Implementing a robust unit and regression-testing scheme
C. Establishing coding standards and monitoring for compliance
D. Performing software composition analysis

Antwort: D

Begründung:
Software composition analysis (SCA) is the most effective method to mitigate third-party risks in a software supply chain. SCA tools
analyze the open-source and third-party components used in software development to identify known vulnerabilities, outdated
dependencies, or licensing issues. By integrating SCA into the development environment, the company can proactively address risks
related to external libraries or codebases that may introduce vulnerabilities into the software supply chain. CASP+ emphasizes the
importance of securing the supply chain, particularly by identifying and addressing risks introduced by third- party software
components.
References:
* CASP+ CAS-004 Exam Objectives: Domain 3.0 - Enterprise Security Architecture (Third-Party Risk Management)
* CompTIA CASP+ Study Guide: Securing Software Supply Chains with SCA

489. Frage 
An accounting team member received a voicemail message from someone who sounded like the Chief Financial Officer (CFO). In
the voicemail message, the caller requested a wire transfer to a bank account the organization had not used before. Which of the
following best describes this type of attack?

A. The attacker successfully phished someone in the accounts payable department.
B. The CFO tried to commit a form of embezzlement.



C. The attacker used deepfake technology to simulate the CFO's voice.
D. The attacker used caller ID spoofing to imitate the CFO's internal phone extension.

Antwort: C

Begründung:
In this scenario, the voicemail requesting a wire transfer from an unfamiliar bank account is indicative of a deepfake attack, where
attackers use advanced technology to simulate a person's voice or likeness. Deepfake technology is increasingly being used in social
engineering attacks to impersonate executives or trusted individuals. This attack attempts to manipulate employees by making them
believe they are receiving legitimate requests from high-ranking personnel. CASP+ discusses advanced threats like deepfakes, which
leverage AI to bypass traditional security awareness defenses.
References:
* CASP+ CAS-004 Exam Objectives: Domain 2.0 - Enterprise Security Operations (Advanced Social Engineering Threats)
* CompTIA CASP+ Study Guide: Social Engineering and Deepfake Risks

490. Frage 
A security architect is given the following requirements to secure a rapidly changing enterprise with an increasingly distributed and
remote workforce
* Cloud-delivered services
* Full network security stack
* SaaS application security management
* Minimal latency for an optimal user experience
* Integration with the cloud 1AM platform
Which of the following is the BEST solution?

A. Managed Security Service Provider (MSSP)
B. Routing and Remote Access Service (RRAS)
C. NGFW
D. SASE

Antwort: D

491. Frage 
A security engineer is working for a service provider and analyzing logs and reports from a new EDR solution, which is installed on a
small group of workstations. Later that day, another security engineer receives an email from two developers reporting the software
being used for development activities is now blocked. The developers have not made any changes to the software being used.
Which of the following is the EDR reporting?

A. False positive
B. True positive
C. True negative
D. False negative

Antwort: A

Begründung:
When an EDR (Endpoint Detection and Response) system flags legitimate software as malicious, it is a false positive. This occurs
when the EDR incorrectly identifies normal, non-malicious activity as a threat. The scenario described indicates that the development
software was blocked even though there were no changes to the software, which suggests a false positive by the EDR system.

492. Frage
......
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