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CWNP CWNA-109 Exam Syllabus Topics:

Topic Details
¢ RF Validation and WLAN remediation: This topic covers RF interference, WLAN performance, the basic
Topic 1 features of validation tools, and common wireless issues.

¢ WLAN Network Security: It addresses the concepts of weak security options, security mechanisims for
Topic 2 enterprise WLANS, and security options and tools used in wireless networks.

¢ WLAN Network Architecture and Design Concepts: This topic deals with describing and implementing
Power over Ethernet (PoE). Furthermore, the topic covers different wireless LAN architectures, coverage

Topic 3 ) . . . . o
P requirements, roaming considerations, and common proprietary features in wireless networks.

CWNP Wireless Network Administrator (CWNA) Sample Questions (Q42-
Q47):

NEW QUESTION # 42
The IEEE 802.11-2012 standard requires VHT capable devices to be backward compatible with devices using which other 802.11
physical layer specifications (PHYs)?

A. OFDM

B. ERP-PBCC
C. HR/DSSS

D. DSSS-OFDM

Answer: A

Explanation:

OFDM (Orthogonal Frequency Division Multiplexing) is the physical layer specification (PHY) that VHT capable devices must be
backward compatible with according to the IEEE 802.11-2012 standard. VHT (Very High Throughput) is a PHY and MAC
enhancement that is defined in the IEEE 802.11ac amendment and is also known as Wi-Fi 5. VHT operates only in the 5 GHz band
and uses features such as wider channel bandwidths (up to 160 MHz), higher modulation schemes (up to 256-QAM), more spatial
streams (up to eight), multi-user MIMO (MU-MIMO), beamforming, and VHT PHY and MAC enhancements. VHT can achieve
data rates up to 6.9 Gbps.

According to the IEEE 802.11-2012 standard, VHT capable devices must be backward compatible with devices using OFDM
PHY, which is defined in the IEEE 802.11a amendment and is also used by IEEE 802.11 g, IEEE 802.11n, and IEEE 802.11h
amendments. OFDM operates in both the 2.4 GHz and 5 GHz bands and uses features such as subcarriers, symbols, guard
mtervals, and OFDM PHY and MAC enhancements. OFDM can achieve data rates up to 54 Mbps.

Backward compatibility means that VHT capable devices can interoperate with OFDM devices on the same network by using
common features and parameters that are supported by both PHYs. For example, VHT capable devices can use a channel
bandwidth of 20 MHz, a modulation scheme of BPSK, QPSK, or 16-QAM, one spatial stream, no beamforming, and OFDM
PHY and MAC headers when communicating with OFDM devices. Backward compatibility also means that VHT capable devices
can fall back to OFDM mode when the signal quality or SNR is too low for VHT mode. References: 1, Chapter 3, page 123; 2,
Section 3.2

NEW QUESTION # 43

You are using a tool that allows you to see signal strength for all Aps in the area with a visual representation.

It shows you SSIDs available and the security settings for each SSID. It allows you to filter by frequency band to see only 2.4 GHz
networks or only 5 GHz networks. No additional features are available.

What kind of application is described?

e A Protocol analyzer
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¢ B. Spectrum analyzer
e C. Site survey utility
e D. WLAN scanner tool

Answer: D

Explanation:

The tool described is a WLAN (Wireless Local Area Network) scanner tool. WLAN scanner tools are designed to provide
information about the wireless networks in a given area, including;

* Signal Strength: They show the signal strength of all access points (APs) in the vicinity, which is crucial for understanding the
coverage area and potential interference.

* SSID Visualization: These tools display the SSIDs (Service Set Identifiers) of available networks, allowing users to identify
different wireless networks easily.

* Security Settings Information: WLAN scanner tools often show the type of security implemented on each network, such as
WPA2, WEP, etc.

* Frequency Band Filtering: They allow users to filter and view networks based on the frequency band (2.4 GHz or 5 GHz), which
is usefil for analyzing network distribution and planning,

While protocol analyzers, site survey utilities, and spectrum analyzers are also used in wireless networking, their functions are distinct
from what is described:

* Protocol Analyzers are more sophisticated and are used to capture and analyze network traffic.

* Site Survey Utilities are used to map signal coverage and plan network layouts, often with more advanced features for detailed site
surveys.

* Spectrum Analyzers provide a detailed view of the frequency spectrum and non- Wi-Fi interference but don't typically focus on
SSIDs or security settings.

Thus, the correct answer is D, a WLAN scanner tool, based on the functionalities described.

References:

CWNA Certified Wireless Network Administrator Official Study Guide: Exam PWO0-105, by David D.

Coleman and David A. Westcott.

Tools and techniques for wireless network analysis and troubleshooting,

NEW QUESTION # 44

You are using a tool that allows you to see signal strength for all Aps in the area with a visual representation. It shows you SSIDs
available and the security settings for each SSID. It allows you to filter by frequency band to see only 2.4 GHz networks or only 5
GHz networks. No additional features are available.

What kind of application is described?

A. Protocol analyzer
B. Spectrum analyzer

C. Site survey utility
D. WLAN scanner tool

Answer: D

Explanation:

The tool described is a WLAN (Wireless Local Area Network) scanner tool. WLAN scanner tools are designed to provide
information about the wireless networks in a given area, including:

* Signal Strength: They show the signal strength of all access points (APs) in the vicinity, which is crucial for understanding the
coverage area and potential interference.

* SSID Visualization: These tools display the SSIDs (Service Set Identifiers) of available networks, allowing users to identify
different wireless networks easily.

* Security Settings Information: WLAN scanner tools often show the type of security implemented on each network, such as
WPA2, WEP, etc.

* Frequency Band Filtering: They allow users to filter and view networks based on the frequency band (2.4 GHz or 5 GHz), which
is useful for analyzing network distribution and planning,

While protocol analyzers, site survey utilities, and spectrum analyzers are also used in wireless networking, their functions are distinct
from what is described:

* Protocol Analyzersare more sophisticated and are used to capture and analyze network traffic.

* Site Survey Ultilitiesare used to map signal coverage and plan network layouts, often with more advanced features for detailed site
surveys.

* Spectrum Analyzersprovide a detailed view of the frequency spectrum and non- Wi-Fi interference but don't typically focus on



SSIDs or security settings.

Thus, the correct answer is D, a WLAN scanner tool, based on the functionalities described.

References:

* CWNA Certified Wireless Network Administrator Official Study Guide: Exam PWO0-105, by David D.
Coleman and David A. Westcott.

* Tools and techniques for wireless network analysis and troubleshooting.

NEW QUESTION # 45
You are installing an AP to be used by 27 laptops. All laptops will connect on the 5 GHz frequency band. A neighbor network uses
channels 1 and 6. What channel should be used for this AP and why?

A. A 5 GHz channel, because channels 1 and 6 are 2.4 GHz channels they have no impact on the decision
B. Channel 6, because it is always best to use this channel

C. Channel 11, because channels 1 and 6 are in use nearby

D. Channel 1, because it is best to use the channel with the lowest frequency

Answer: A

Explanation:

A 5 GHz channel should be used for this AP because channels 1 and 6 are 2.4 GHz channels and they have no impact on the
decision. The 5 GHz frequency band offers more non-overlapping channels than the 2.4 GHz frequency band, which reduces
mterference and improves performance. The 5 GHz frequency band also supports higher data rates and wider channel bandwidths
than the 2.4 GHz frequency band, which increases capacity and throughput. The 5 GHz frequency band also has less nterference
from other devices and sources than the 2.4 GHz frequency band, which enhances reliability and quality of service. Therefore, it is
recommended to use the 5 GHz frequency band for WLANs whenever possible. Channels 1 and 6 are two of the three non-
overlapping channels in the 2.4 GHz frequency band (the other one is channel 11). They are used by a neighbor network in this
scenario, but they do not affect the channel selection for this AP because they operate in a different frequency band than the 5 GHz
frequency band. Channel 6 is not always best to use; it depends on the mterference and congestion level in the environment. Channel
1 is not best to use because it has a lower frequency than channel 6; frequency does not determine channel quality or performance.
Channel

11 is not best to use because it is also a 2.4 GHz channel and it may interfere with channels 1 and

6. References: CWNA-109 Study Guide, Chapter 4: Antenna Systems and Radio Frequency (RF) Components, page 113

NEW QUESTION # 46
You are reporting on the RF environment in your facility. The manager asks you to describe the noise floor noted in the report.
Which of the following is the best explanation?

¢ A The extra energy radiated by access points and client devices beyond that intended for the signal.

e B. The RF energy that exists in the environment from intentional and unintentional RF radiators that forms the baseline above
which the intentional signal of your WLAN must exist.

e C. The energy radiated by flooring materials that causes interference in the 2.4 GHz and 5 GHz bands.

¢ D. The noise caused by elevators, microwave ovens, and video transmitters.

Answer: B

Explanation:

The RF energy that exists in the environment from intentional and unintentional RF radiators that forms the baseline above which the
mtentional signal of your WLAN must exist is the best explanation of the noise floor noted in the report. The noise floor is a term that
describes the level of background noise or interference in a wireless channel or band. The noise floor is measured in dBm (decibel-
milliwatts) and it represents the minimum signal strength that can be detected or received by a wireless device. The noise floor is
influenced by various factors, such as the sensttivity of the receiver, the antenna gain, the cable loss, and the ambient RF
environment. The ambient RF environment consists of intentional and unintentional RF radiators that emit RF energy in the wireless
spectrum. Intentional RF radiators are devices that are designed to transmit RF signals for communication purposes, such as Wi-Fi
access points, Bluetooth devices, microwave ovens, or cordless phones. Unintentional RF radiators are devices that are not
designed to transmit RF signals but generate electromagnetic radiation as a by-product of their operation, such as USB 3 devices,
PC power supplies, or fluorescent lights. The noise floor affects WLAN performance and quality because it determines the minimum
signal-to-noise ratio (SNR) that is required for a successful wireless transmission. SNR is the difference between the signal strength
of the desired signal and the noise floor of the channel. SNR is also measured in dB and it indicates how much the signal stands out
from the noise. A higher SNR means a better signal quality and a lower bit error rate. A lower SNR means a worse signal quality



and a higher bit error rate. Therefore, to achieve a reliable WLAN connection, the intentional signal of your WLAN must exist
above the noise floor by a certain margin that depends on the data rate and modulation scheme used. The other options are not
accurate or complete explanations of the noise floor noted in the report. The noise caused by elevators, microwave ovens, and video
transmitters is not the noise floor but rather examples of interference sources that contribute to the noise floor. The extra energy
radiated by access points and client devices beyond that intended for the signal is not the noise floor but rather an example of
spurious emissions that cause interference to other devices or channels. The energy radiated by flooring materials that causes
interference in the 2.4 GHz and 5 GHz bands is not the noise floor but rather an example of attenuation or reflection that reduces or
changes the direction of the signal. References: CWNA-109 Study Guide, Chapter 5: Radio Frequency Signal and Antenna
Concepts, page 139

NEW QUESTION # 47
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