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The Understanding Cisco Cybersecurity Operations Fundamentals (200-201 CBROPS) exam is associated with the Cisco Certified
CyberOps Associate certification. The CBROPS exam tests a candidate's knowledge and skills related to security concepts,
security monitoring, host-based analysis, network intrusion analysis, and security policies and procedures. It teaches you how to
monitor alerts and breaches, and how to understand and follow established procedures for response to alerts converted to incidents.
You will learn the essential skills, concepts, and technologies to be a contributing member of a cybersecurity operations center
(SOC) including understanding the 1T infrastructure, operations, and vulnerabilities.

Before taking this exam, you should have the following knowledge and skills:

¢ Working knowledge of the Windows and Linux operating systems
¢ Familiarity with basics of networking security concepts
e Familiarity with Ethernet and TCP/IP networking

Cisco Understanding Cisco Cybersecurity Operations Fundamentals Sample
Questions (Q344-Q349):

NEW QUESTION # 344
Which principle is being followed when an analyst gathers information relevant to a security incident to determine the appropriate
course of action?

A. rapid response
B. decision making

C. due diligence
D. data mining

Answer: B

NEW QUESTION # 345
Exhibit.
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An engmeer -re;:ei.\}ed a .t'i-cklet- about a éldeoWn of a web application, Drug analysis of traffic, the engineer suspects a possible
attack on a web server. How should the engineer mterpret the Wiresharat traffic capture?

e A.10.0.0.2 sends HITP FORBIDDEN /1.1 And Post request, while the target responds with HTTP/1.1
200 Get and HTTP/1.1 403. This is an HTTP GET flood attack.

e B.10.128.0.2 sends POST/1.1 And POST requests, and the target responds with HTTP/1.1 200 Ok and HTTP/1.1 403
accordingly. This is an HTTP Reserve Bandwidth flood.

e (. 10.128.0.2 sends HITP/FORBIDDEN/ 1.1 and Get requests, and the target responds with HTTP/1.1
200 OK and HTTP/1.1 403. This is an HTTP cache bypass attack.

e D. 10.0.0.2 sends GET/ HTTP/1.1 And Post request and the target responds with HTTP/1.1. 200 OC and HTTP/1.1 403
accordingly. This is an HTTP flood attempt.

Answer: A

Explanation:
‘When analyzing Wireshark traffic for potential attacks, an engneer should look for patterns that indicate abnormal behavior, such as:

* Excessive Requests: A high number of requests over a short period could suggest an attempt to overwhelm the server, known as
an HTTP flood.

* Status Codes: Repeated 403 Forbidden responses may indicate that the server is rejecting requests due to a security rule being
triggered.

* Request Types: A mix of GET and POST requests could be used in various attack scenarios, including bandwidth flooding or
cache bypassing,

NEW QUESTION # 346
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Refer to the exhibit. What is the potential threat identified in this gteahh@atch dashboard?

A. Host 152.46.6.91 is being identified as a watchlist country for data transfer.

B. Host 10.201.3.149 is sending data to 152.46.6.91 using TCP/443.

C. Host 10.201.3.149 is receiving almost 19 times more data than is being sent to host 152.46.6.91.
D. Traffic to 152.46.6.149 is being denied by an Advanced Network Control policy.

Answer: C

Explanation:
Section: Host-Based Analysis

NEW QUESTION # 347
Which type of attack uses a botnet to reflect requests off of an NTP server to overwhelm a target?

A. Display

B. Distributed denial of service
C. Man-in-the-middle

D. Denial of service

Answer: B

Explanation:

A Distributed Denial of Service (DDoS) attack nvolves multiple compromised devices (botnet) sending a large number of requests
to a target server to overwhelmit.

In a specific type of DDoS attack known as an NTP anyplification attack, the attacker exploits the Network Time Protocol (NTP)
servers by sending small queries with a spoofed source IP address (the target's IP).

The NTP server responds with a much larger reply to the target's IP address, thereby amplifying the traffic directed at the target.
This reflection and amplification technique significantly increases the volume of traffic sent to the target, causing denial of service.
Reference:

OWASP DDoS Attack Overview

NTP Anyplification Attack Explained

Understanding Botnets and Distributed Attacks



NEW QUESTION # 348
Refer to the exhibit. What should be interpreted from this packet capture?

- Internet Protocol version 4, Src: 192.168.122.100 (192.168.122.100), Dst:
B1.179.179.6% (81.179.175.69)

Version: 4

Header Length: 20 bytes
+ Differentiated Services Field: 0x00 (DsScP 0x00: Default; ECN: 0x00: Not-ECT
{Not ECN-Capable Transport))

Total Length: 538

Identification: 0Ox6ébse (27534)
+ Flags: 0x02 (Don't Fragment)

Fragment offset: 0

Time to live: 128

Protocol: TCP (€)
+ Header checksum: 0x000 [Validation disabled]

Source: 192.168.122.100 (192.168.122.100)

Destination: 81.179.179.69 (B1.179.179.69)

[source GaoIP: Unknown)

+ Transmission control, protocel. srec port: 50272 (50272) Dst Port: B0 (B0).
Seq: 419451624. Ack: 970444123. Len: 490

e A IP address 179.179.69/50272/192.168.122.100/80/6 is sending a packet from port 80 of IP address
192.168.122.100 that is going to port 50272 of IP address 81.179.179.69 using IP protocol 6.

e B. IP address 192.168.122.100/50272/81.179.179.69/80/6 is sending a packet from port 50272 of IP address
192.168.122.100 that is going to port 80 of IP address 81.179.179.69 using IP protocol 6.

e (. IP address 192.168.122.100/50272/81.179.179.69/80/6 is sending a packet from port 80 of IP address
192.168.122.100 that is going to port 50272 of TP address 81.179.179.69 using IP protocol 6.

e D. P address 179.179.69/50272/192.168.122.100/80/6 is sending a packet from port 50272 of IP address
192.168.122.100 that is going to port 80 of IP address 81.179.179.69 using IP protocol 6.

Answer: B

NEW QUESTION # 349
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