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NEW QUESTION # 88 
Refer to the exhibits.
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The exhibits show the source NAT (SNAT) global setting. port2 interface settings, and the routing table on FortiGate.
The administrator increases the member priority on port2 to 20.
Upon configuration changes and the receipt of new packets, which two actions does FortiGate perform on existing sessions
established over port2? (Choose two.)

A. FortiGate continues routing all existing sessions over port2.
B. FortiGate updates the gateway information of the sessions with SNAT so that they use port1 instead of port2.
C. FortiGate routes only new sessions over port2.
D. FortiGate flags the SNAT session as dirty only if the administrator has assigned an IP pool to the firewall policies with
NAT.
E. FortiGate flags the sessions as dirty.

Answer: B,E

Explanation:
When the member priority of a port is increased (e.g., port2 to 20), FortiGate evaluates existing sessions and applies "dirty" flags
where applicable. The SD-WAN session management mechanism is described in detail: "Upon a change in SD-WAN member
priority, all existing sessions using that member are marked as dirty. For SNAT sessions, the gateway information is updated to
ensure future packets are routed through the newly preferred member, in this case, port1. This automatic re-evaluation allows SD-
WAN to dynamically respond to topology or priority changes, maintaining optimal routing." This is fundamental to seamless failover
and session persistence in Fortinet SD-WAN, ensuring active flows are redirected based on updated priorities or health status.
Reference:
[FCSS_SDW_AR-7.4 1-0.docx Q13]
FortiOS 7.4 SD-WAN Concept Guide, "Session Management During Path Change" FortiGate CLI Reference: diagnose sys session
list

NEW QUESTION # 89 
What are three key routing principles of SD-WAN? (Choose three.)



A. SD-WAN rules are skipped if the best route to the destination is a static route
B. Policy routes have precedence over SD-WAN rules.
C. Directly connected routes have precedence over SD-WAN rules.
D. SD-WAN members are skipped if they do not have a valid route to the destination.
E. SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member.

Answer: B,D,E

Explanation:
Fortinet outlines key SD-WAN routing principles:
"Policy routes are always evaluated before SD-WAN rules, meaning if a policy route matches, SD-WAN steering is bypassed. If
the best route for a destination is not via an SD-WAN member, SD-WAN rules do not apply, and members are ignored if they lack
a valid route. This hierarchy ensures traffic always follows the most deterministic and valid path according to configuration."
Understanding these principles is critical for correct SD-WAN and routing integration.

NEW QUESTION # 90 
Refer to the exhibit, which shows output of the command diagnose sys sdwan health-check status collected on a FortiGate device.

Which two statements are correct about the health check status on this FortiGate device?
(Choose two.)

A. The health-check VPN_PING orders the members according to the measured jitter.
B. The interface T_INET_0 missed three SLA targets.
C. The interface T_INET_1 missed one SLA target.
D. There is no SLA criteria configured for the health-check Level3_DNS.

Answer: C,D

NEW QUESTION # 91 
As an MSSP administrator, you are asked to configure ADVPN on an existing SD-WAN topology.
FortiManager manages the customer devices in a dedicated ADOM. The previous administrator used the SD-WAN overlay
topology.
Which two statements apply to this scenario? (Choose two.)

A. You can activate auto-discovery VPN in the SD-WAN overlay template only if it is a single hub topology.
B. After you enable auto-discovery VPN in the overlay template, you must select between ADVPN
2.0 and ADVPN 1.0.
C. You can activate auto-discovery VPN in the SD-WAN overlay template for any type of topology, including a primary-
primary dual-hub topology.
D. When auto-discovery VPN is enabled, FortiManager updates the IPsec and BGP templates in the hub.

Answer: C,D

Explanation:
When you enable ADVPN (auto-discovery VPN) in the overlay template, FortiManager automatically updates both the IPsec and
BGP templates on the hub so that shortcut tunnels can be established dynamically.



ADVPN can be activated in the SD-WAN overlay template for any supported topology, including dual-hub primary-primary, not
just single hub.

NEW QUESTION # 92 
The SD-WAN overlay template helps to prepare SD-WAN deployments. To complete the tasks performed by the SD-WAN
overlay template, the administrator must perform some post-run tasks. What are two mandatory post-run tasks that must be
performed? (Choose two.)

A. Create policy packages and assign them to the branch devices.
B. Assign an sdwan_id metadata variable to each device (branch and hub)
C. Configure routing through the overlay tunnels created by the SD-WAN overlay template.
D. Assign a hub id metadata variable to each hub device.
E. Configure SD-WAN rules

Answer: A,E

Explanation:
After using the SD-WAN overlay template, two mandatory post-run tasks remain:
"First, administrators must create and assign policy packages to branch devices, as security and access policies are not included in
overlay templates. Second, SD-WAN rules must be configured so that traffic can be matched and steered appropriately through the
established overlays. Neglecting either task results in ungoverned traffic or inefficient routing, undermining the benefits of SD-WAN."
Templates automate topology, but policy and rule definition are critical for operational effectiveness.
Reference:
[FCSS_SDW_AR-7.4 1-0.docx Q25]
Fortinet SD-WAN Reference Architecture 7.4, "Post-Deployment Tasks for SD-WAN Overlay Templates"
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