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Create a Pod name Ngine-pod inside the namespace testing, Create o sorvics for the Naginx-pod
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You are tasked with securing a Kubernetes cluster where sensitive data is stored in ConfigMaps- The ConfigMaps are accessed by
various applications running in pods, some of which are located in the 'default’ namespace. You need to prevent unauthorized access
to these ConfigMaps

How would you leverage Role-Based Access Control (RSAC) to restrict access to ConfigMaps, ensuring only authorized pods in
the 'default namespace can access specific ConfigMaps?

Ef#:

fEEL:

Solution (Step by Step) :

1. Define a Role: Create a Role named 'configmap-readerw in the 'default namespace that allows access to only specific
ConfigMaps:

2. Bind the Role to a ServiceAccount: Create a ServiceAccount named 'configmap-app-sa' in the 'default’ namespace and bind tne
'configmap- reader Role to it:

3. Configure Pods to use the Service Account: update tne POdS running in the 'defaults namespace that need access to tnese
ConfigMaps to use the 'configmap-app-sa’ ServiceAccount:

The 'configmap-reader’ Role grants access to the specific ConfigMaps ('sensitive-data' , Sapp-config) to pods that have the
associated ServiceAccount. The 'configmap-app-sa-binding’ binds this Role to the 'configmap-app-sa' ServiceAccount. PodS using
this ServiceAccount Will only nave access to tne allowed ContigMaps and are restricted from accessing other ConfigMaps. Note:
This approach ensures that only authorized pods in the 'default namespace can access specific ConfigMaps. You should adjust the
'resourceNameS in the Role definition to include the specific ConfigMaps that you want to restrict access to. Make sure the
ServiceAccount used by the pods is granted the appropriate permissions to access the ConfigMaps. This example demonstrates
how to use RBAC to restrict access to ConfigMaps, ensuring only authorized pods can access sensitive data. You should adjust the
permissions and service accounts as needed to meet your specific security requirements.

B #35

SIMULATION

A container image scanner is set up on the cluster.

Given an incomplete configuration in the directory

/etc/Kubernetes/confcontrol and a functional container image scanner with HTTPS endpoint httpsz/acme.local 8081/image_policy
1. Enable the admission plugin.

2. Validate the control configuration and change it to implicit deny.

Finally, test the configuration by deploying the pod having the image tag as the latest.

e A. Send us the Feedback on it.

EfE: A
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Context

A PodSecurityPolicy shall prevent the creation of privileged Pods in a specific namespace.

Task

Create a new PodSecurityPolicy named prevent-psp-policy,which prevents the creation of privileged Pods.

Create a new ClusterRole named restrict-access-role, which uses the newly created PodSecurityPolicy prevent-psp-policy.

Create a new ServiceAccount named psp-restrict-sa in the existing namespace staging,

Finally, create a new ClusterRoleBinding named restrict-access-bind, which binds the newly created ClusterRole restrict-access-role
to the newly created ServiceAccount psp-restrict-sa.

Ef#:
RN -

HM #37

Create a User named john, create the CSR Request, fetch the certificate of the user after approving it.

Create a Role name john-role to list secrets, pods in namespace john

Finally, Create a RoleBinding named john-role-binding to attach the newly created role john-role to the user john in the namespace
john. To Verify: Use the kubectl auth CLI command to verify the permissions.

Ef#:

fEEL:

se kubectl to create a CSR and approve it.

Get the list of CSRs:

kubectl get csr

Approve the CSR:

kubectl certificate approve nyuser

Get the certificate

Retrieve the certificate from the CSR:

kubectl get csr/myuser -0 yaml

here are the role and role-binding to give john permission to create NEW_CRD resource:
kubectl apply -froleBindingJohn.yaml --as=john
rolebinding.rbac.authorization.k8s.io/john_external-rosource-rb created kind: RoleBinding apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: john crd

namespace: development-john

subjects:

- kind: User

name: john

apiGroup: rbac.authorization.k8s.io

roleRef:

kind: ClusterRole

name: crd-creation

kind: ClusterRole

apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: crd-creation

rules:

- apiGroups: ["kubernetes-client.io/v1"]
resources: ['NEW_CRD"]

verbs: ["create, list, get'"]

HH #38
You are running a Kubernetes cluster with a deployment named "my-app" that uses a container image froma public registry. The

container image has a vulnerability in a library it uses. You want to apply a security patch to the container image without rebuilding it.



How can you do this using container patching tools and update the deployment?
Ef#:

fi .-

Solution (Step by Step) :

1. Use a Container Patching Tool:

- Employ a container patching tool like 'kpatch' or 'image-patcher' that can apply security patches to container images Without
rebuilding them. These tools allow you to modify the container image's filesystem and update libraries directly.

2. Identify the Vulnerable Library:

- Use a vulnerability scanner like Trivy to identify the specific vulnerable library within the container image.

3. Apply the Patch:

- Use the container patching tool to apply the security patch to the vulnerable library within the container image. This mvolves
downloading the patch, modifying the container image's filesystem, and updating the relevant library files.

4. Create a Patched Image:

- The container patching tool will typically generate a new, patched contamer image. This patched image will contain the updated
library with the security fix applied.

5. Push the Patched Image to a Registry:

- Push the patched image to your private container registry for use in deployments.

6. Update the Deployment

- Update the "my-app" deployment configuration to use the newly created patched image from your private registry.

7. Validate the Patch:

- After updating the deployment, verify that the patch has been successfully applied by running a vulnerability scan on the running
contamer.
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