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Topic 1

Introduction to Advanced Troubleshooting: This section of the exam measures the skills of Check Point
Network Security Engineers and covers the foundational concepts of advanced troubleshooting techniques.
It introduces candidates to various methodologies and approaches used to identify and resolve complex
issues in network environments.

Topic 2
Advanced Access Control Troubleshooting: This section of the exam measures the skills of Check Point
System Administrators in demonstrating expertise in troubleshooting access control mechanisms. It involves
understanding user permissions and resolving authentication issues.

Topic 3
Advanced Identity Awareness Troubleshooting: This section of the exam measures the skills of heck Point
Security Consultants and focuses on troubleshooting identity awareness systems.

Topic 4
Advanced Management Server Troubleshooting: This section of the exam measures the skills of Check
Point System Administrators and focuses on troubleshooting management servers. It emphasizes
understanding server architecture and diagnosing problems related to server performance and connectivity.

Topic 5
Advanced Site-to-Site VPN Troubleshooting: This section of the exam measures the skills of Check Point
System Administrators and covers troubleshooting site-to-site VPN connections.

Topic 6
Advanced Firewall Kernel Debugging: This section of the exam measures the skills of Check Point
Network Security Administrators and focuses on kernel-level debugging for firewalls. Candidates will learn
how to analyze kernel logs and troubleshoot firewall-related issues at a deeper level.

CheckPoint Check Point Certified Troubleshooting Expert - R81.20 Sample
Questions (Q75-Q80):
NEW QUESTION # 75 
What are the three main component of Identity Awareness?

A. Client, SMS and Secure Gateway
B. Identity Awareness Blade on Security Gateway, User Database on Security Management Server and Active Directory
C. User, Active Directory and Access Role
D. Identity Source Identity Server (POP) and Identity Enforcement (PEP)

Answer: D

NEW QUESTION # 76 
Your users have some issues connecting with Mobile Access VPN to your gateway. How can you debug the tunnel establishment?

A. run vpn debug truncon
B. in the file SCVPNDIR/conf/httpd conf change the line Loglevel To LogLevel debug and run cvpnrestart
C. in the file $VPNDIR/conf/httpd conf change the line Loglevel To LogLevel debug and run vpn restart
D. run fw ctl zdebug -m sslvpn all

Answer: B

NEW QUESTION # 77 
Which of the following would NOT be a flag when debugging a unified policy?

A. clob
B. rulebase
C. tls
D. connection

Answer: C



NEW QUESTION # 78 
What file contains the RAD proxy settings?

A. rad_services.C
B. rad_settings.C
C. rad_control.C
D. rad_scheme.C

Answer: B

NEW QUESTION # 79 
What is correct about the Resource Advisor (RAD) service on the Security Gateways?

A. RAD has a kernel module that looks up the kernel cache notifies client about hits and misses and forwards a-sync requests
to RAD user space module which is responsible for online categorization
B. RAD functions completely in user space The Pattern Matter (PM) module of the CMI looks up for URLs in the cache and
if not found, contact the RAD process in user space to do online categorization
C. RAD is completely loaded as a kernel module that looks up URL in cache and if not found connects online for
categorization There is no user space involvement in this process
D. RAD is not a separate module, it is an integrated function of the 'fw' kernel module and does all operations in the kernel
space

Answer: A

Explanation:
The Resource Advisor (RAD) service on the Security Gateways is responsible for online categorization of URLs and resources for
Application Control and Threat Prevention blades. RAD has two components: a kernel module and a user space module. The kernel
module looks up the kernel cache for URLs and resources, notifies the client about hits and misses, and forwards asynchronous
requests to the user space module. The user space module handles the communication with the Check Point online web service and
updates the kernel cache with the results. RAD can operate in three modes: hold, background, and custom, depending on the
configuration of the blades and the policy. References:
* Check Point Processes and Daemons - Section: Security Gateway Software Blades and Features - Subsection: URL Filtering
Blade
* Solved: Re: RAD's high utilization - Post by @PhoneBoy
* Check Point Certified Troubleshooting Expert (CCTE) - Exam Topics - Module 5: Advanced Access Control
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