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Fortinet FCP - Azure Cloud Security 7.4 Administrator Sample Questions
(Q33-Q38):
NEW QUESTION # 33 
What are the core components of the Azure public cloud architecture?
(Choose Two)
Response:

A. Azure Virtual Machines
B. Local area networks
C. Azure Blob Storage
D. On-premises data centers

Answer: A,C

NEW QUESTION # 34 
What is the main purpose of FortiWeb in the context of web applications in Azure?
Response:

A. To automatically optimize network latency within Azure virtual networks
B. To provide a secure content delivery network (CDN) for web applications.
C. To offer web application firewall (WAF) capabilities for protection against web application attacks
D. To encrypt data at rest within Azure storage

Answer: C

NEW QUESTION # 35 
A Linux server was deployed in a protected subnet with a dynamic IP address. A FortiGate VM in the internal subnet provides
traffic filtering to it. and you must implement a firewall policy using the IP address of the Linux server.
Which feature could help integrate FortiGate using Linux server tags?

A. Targets Management
B. Software-defined network (SDN) connector
C. Microsoft Entra ID
D. Service Fabric Cluster

Answer: B

Explanation:
The Software-defined network (SDN) connector allows FortiGate to dynamically pull metadata such as tags, IP addresses, and
resource groups from Azure resources. This enables automatic policy updates based on dynamic IP changes, such as those of a
Linux server in a protected subnet.

NEW QUESTION # 36 
You deployed a FortiGate active-active with ELB/ILB solution using the template from Azure Marketplace.
What is the purpose of the inbound NAT rules configured in the external load balancer in this deployment?

A. To load balance the incoming traffic between both FortiGate VMs
B. To filter inbound traffic before it reaches the FortiGate instances
C. To allow administrative access to the FortiGate VMs
D. To forward the health probes to both FortiGate VMs

Answer: C

Explanation:



In an active-active FortiGate ELB/ILB deployment, the inbound NAT rules configured on the external load balancer are used to
allow administrative access (e.g., HTTPS, SSH) to the individual FortiGate VMs. Since the public IP is associated with the load
balancer, NAT rules are required to map specific ports to backend FortiGate instances for management access.

NEW QUESTION # 37 
What is the main purpose of Azure Virtual WAN?
Response:

A. To provide physical network security
B. To provide decentralized web hosting
C. To manage Windows updates across enterprise networks
D. To enhance global connectivity and network optimization

Answer: D

NEW QUESTION # 38
......
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