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CWNP Wireless Network Administrator (CWNA) Sample Questions (Q94-
Q99):
NEW QUESTION # 94 
You are performing a post-implementation validation survey. What basic tool can be used to easily locate areas of high co-channel
interference?

A. Throughput tester
B. Access point spectrum analyzer
C. Wi-Fi scanner
D. Laptop-based spectrum analyzer

Answer: C

Explanation:
A Wi-Fi scanner is a basic tool that can be used to easily locate areas of high co-channel interference. A Wi- Fi scanner is a
software application that can run on a laptop, tablet, smartphone, or other device that has a Wi- Fi adapter. A Wi-Fi scanner can
scan the wireless environment and display information about the detected access points and client stations, such as their SSID,
BSSID, channel, signal strength, security, and data rate.
A Wi-Fi scanner can also show the channel utilization and overlap of different access points, which can indicate the level of co-
channel interference. Co-channel interference is a type of interference that occurs when multiple access points use the same or
adjacent channels within the same coverage area. Co-channel interference can reduce the throughput and performance of the
WLAN, as the access points and client stations have to contend for the channel access and avoid collisions. To identify areas of high
co-channel interference, a Wi-Fi scanner can be used to measure the signal strength and channel utilization of different access points
and compare them with a threshold or a baseline. Alternatively, a Wi-Fi scanner can also use a color-coded heat map to visualize
the co-channel interference level in different locations. References: 1, Chapter 7, page
279; 2, Section 4.3

NEW QUESTION # 95 
In a mesh BSS (MBSS), according to the 802.11 standard, what device connect the mesh to an Ethernet network?

A. Mesh Portal
B. Mesh Gate
C. Mesh Router
D. Mesh Switch

Answer: A

Explanation:
a mesh portal is a device that connects a mesh BSS (MBSS) to an Ethernet network, such as the Internet. A mesh portal acts as a
bridge between the wired and wireless domains, and allows the mesh stations to communicate with external networks. A mesh portal
is also a mesh point, which means it can forward traffic within the MBSS.
The other options are not correct. Option A. Mesh Gate is a device that connects a mesh BSS (MBSS) to another mesh BSS or
another wireless network, such as an infrastructure BSS or an ad hoc network2. A mesh gate acts as a gateway between different
wireless domains, and allows the mesh stations to communicate with other wireless networks. A mesh gate is also a mesh point,
which means it can forward traffic within the MBSS. Option B. Mesh Switch is not a valid term in the 802.11 standard. Option C.
Mesh Router is also not a valid term in the 802.11 standard.

NEW QUESTION # 96 
What is an advantage of using WPA3-Personal instead of WPA2-Personal as a security solution for 802.11 networks?
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A. WPA3-Personal, also called WPA3-SAE, uses AES for encryption and WPA2-Personal does not
B. WPA3-Personal, also called WPA3-SAE, uses a stronger authentication exchange to better secure the network
C. WPA3-Personal, also called WPA3-SAE, uses a better encryption algorithm than WPA2-Personal
D. WPA3-Personal, also called WPA3-SAE, uses an authentication exchange and WPA2-Personal does not

Answer: B

Explanation:
An advantage of using WPA3-Personal instead of WPA2-Personal as a security solution for 802.11 networks is that WPA3-
Personal, also called WPA3-SAE, uses a stronger authentication exchange to better secure the network. WPA3-Personal uses
Simultaneous Authentication of Equals (SAE) as the key exchange protocol, which provides stronger protection against offline
dictionary attacks and password guessing than WPA2-Personal. SAE uses a Diffie-Hellman key exchange with elliptic curve
cryptography (ECC) to establish a pairwise master key (PMK) between the AP and the client without revealing it to any
eavesdropper. SAE also provides forward secrecy, which means that if one PMK is compromised, it does not affect the security of
other PMKs. WPA2-Personal uses Pre-Shared Key (PSK) as the key exchangeprotocol, which is vulnerable to offline brute-force
attacks if the passphrase is weak or leaked. Both WPA3-Personal and WPA2-Personal use AES for encryption, so there is no
difference in that aspect. WPA3-Personal does not use a different encryption algorithm than WPA2-Personal, but rather a different
key exchange protocol. References: [CWNP Certified Wireless Network Administrator Official Study Guide: ExamCWNA-109],
page 307; [CWNA:
Certified Wireless Network Administrator Official Study Guide: ExamCWNA-109], page 297.

NEW QUESTION # 97 
You are installing an AP to be used by 27 laptops. All laptops will connect on the 5 GHz frequency band. A neighbor network uses
channels 1 and 6. What channel should be used for this AP and why?

A. Channel 1, because it is best to use the channel with the lowest frequency
B. A 5 GHz channel, because channels 1 and 6 are 2.4 GHz channels they have no impact on the decision
C. Channel 11, because channels 1 and 6 are in use nearby
D. Channel 6, because it is always best to use this channel

Answer: B

Explanation:
A 5 GHz channel should be used for this AP because channels 1 and 6 are 2.4 GHz channels and they have no impact on the
decision. The 5 GHz frequency band offers more non-overlapping channels than the 2.4 GHz frequency band, which reduces
interference and improves performance. The 5 GHz frequency band also supports higher data rates and wider channel bandwidths
than the 2.4 GHz frequency band, which increases capacity and throughput. The 5 GHz frequency band also has less interference
from other devices and sources than the 2.4 GHz frequency band, which enhances reliability and quality of service. Therefore, it is
recommended to use the 5 GHz frequency band for WLANs whenever possible. Channels 1 and 6 are two of the three non-
overlapping channels in the 2.4 GHz frequency band (the other one is channel 11). They are used by a neighbor network in this
scenario, but they do not affect the channel selection for this AP because they operate in a different frequency band than the 5 GHz
frequency band. Channel 6 is not always best to use; it depends on the interference and congestion level in the environment. Channel
1 is not best to use because it has a lower frequency than channel 6; frequency does not determine channel quality or performance.
Channel
11 is not best to use because it is also a 2.4 GHz channel and it may interfere with channels 1 and
6. References: CWNA-109 Study Guide, Chapter 4: Antenna Systems and Radio Frequency (RF) Components, page 113

NEW QUESTION # 98 
802. 11ax (HE) introduces Resource Units that can be used to allow communications with multiple devices at the same time, on the
same channel, in the same BSS. What feature of 802.1 lax provides this functionality?

A. Wi-Fi-LTE
B. 6 GHz support
C. TWT
D. OFDMA

Answer: D

Explanation:



The feature of 802.11ax (HE) that provides this functionality is OFDMA. OFDMA stands for Orthogonal Frequency Division
Multiple Access and is a technology that allows multiple devices to communicate simultaneously on the same channel in the same
BSS. OFDMA works by dividing a channel into smaller subchannels called Resource Units (RUs), which are composed of groups
of subcarriers or tones. Each RU can be assigned to a different device based on its bandwidth requirement and signal quality. This
way, OFDMA can increase the efficiency and capacity of the channel by reducing overhead, contention, and latency. OFDMA can
also support both uplink and downlink multi-user transmissions using trigger frames and buffer status reports. 6 GHz support, TWT,
and Wi-Fi-LTE are not features of 802.11ax that provide this functionality. References: [CWNP Certified Wireless Network
Administrator Official Study Guide: Exam CWNA-109], page 226; [CWNA: Certified Wireless Network Administrator Official
Study Guide: Exam CWNA-109], page 216.

NEW QUESTION # 99
......

No doubt the CWNP Wireless Network Administrator (CWNA) (CWNA-109) certification is one of the most challenging
certification exams in the market. This CWNA-109 certification exam gives always a tough time to CWNP Wireless Network
Administrator (CWNA) (CWNA-109) exam candidates. The TorrentValid understands this hurdle and offers recommended and
real CWNA-109 Exam Practice questions in three different formats. These formats hold high demand in the market and offer a great
solution for quick and complete CWNP Wireless Network Administrator (CWNA) (CWNA-109) exam preparation.
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