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M #146

A company wants to implement Virtual Network based Tunneling (VNBT) on a particular group of users and assign those users to
an overlay network with VNI

3000.

Assumre that an AOS-CX switch is already set up to:

. Implement 802.1X to HPE Aruba Networking ClearPass Policy Manager (CPPM)

. Participate in an EVPN VXLAN solution that includes VNI 3000

Which setting should you configure in the users' AOS-CX role to apply VNBT to them when they connect?

¢ A. Gateway zone set to "vni-3000" with no gateway role set
¢ B. Gateway zone set to "3000" with no gateway role set

e (. Access VLAN ID set to "3000"

e D. Access VLAN set to the VLAN mapped to VNI 3000

EfE: D

L -

To apply Virtual Network based Tunneling (VNBT) to a particular group of users and assign themto an overlay network with VNI
3000, you should configure the users' AOS-CX role to set the Access VLAN to the VLAN mapped to VNI 3000. This ensures
that when users connect, their traffic is tunneled through the specified VNI, integrating seamlessly with the EVPN VXLAN solution.
1.Access VLAN Configuration: Setting the Access VLAN to the VLAN mapped to VNI 3000 ensures that users' traffic is directed
to the correct virtual network.

2.EVPN VXLAN Integration: This setup allows the AOS-CX switch to participate in the EVPN VXLAN solution, ensuring that
user traffic is properly encapsulated and tunneled.

3.Role-Based Assignment: Configuring the role with the correct VLAN mapping ensures that users are dynamically assigned to the
appropriate virtual network based on their role.

Reference: Aruba's documentation on AOS-CX configuration and VXLAN integration provides detailed steps for setting up VNBT
and role-based VLAN assignments.

HR #147

Youneed to create a rule in an HPE Aruba Networking ClearPass Policy Manager (CPPM) role mapping policy that references a
ClearPass Device Insight Tag,

Which Type (namespace) should you specify for the rule?

A. Endpoint
B. Application
C. Device

D. Tips

EfE: A

A -
When creating a rule in an HPE Aruba Networking ClearPass Policy Manager (CPPM) role mapping policy that references a


https://www.japancert.com/HPE7-A02.html

ClearPass Device Insight Tag, you should specify the "Endpoint” Type (namespace) for the rule. This ensures that the policy can
properly reference and utilize the tags assigned to endpoints by ClearPass Device Insight for making role mapping decisions.
1.Endpoint Tags: ClearPass Device Insight assigns tags to endpoints based on their characteristics and behaviors. These tags are
stored in the "Endpoint" namespace.

2.Role Mapping: By referencing the "Endpoint” type, the rule can accurately match endpoints with the specified tags and apply the
appropriate role mappings based on the device's profile.

3.Policy Consistency: Ensuring that the correct namespace is used maintains consistency and accuracy in role assignment policies.
Reference: ClearPass documentation and role mapping policy guides provide details on using Device Insight tags and the appropriate
namespaces for creating effective policy rules.

R #148

A company is using HPE Aruba Networking ClearPass Device Insight (CPDI) (the standalone application). In the CPDI security
settings, Security Analysis is On, the Data Source is ClearPass Device Insight, and Enable Posture Assessment is On. You see that a
device has a Risk Score of 90.

What can you know from this information?

¢ A The posture is unhealthy, and CPDI has also detected at least one vulnerability on the device.
¢ B. The posture is unknown, and CPDI has detected exactly four vulnerabilities on the device.

e C. The posture is healthy, but CPDI has detected multiple vulnerabilities on the device.

e D. The posture is unhealthy, but CPDI has not detected any vulnerabilities on the device.

Ef: A

R

1. Understanding CPDI Risk Score and Posture Analysis

The Risk Score in ClearPass Device Insight (CPDI) is a numerical value representing the overall risk level associated with a device.
It considers factors such as:

* Posture Assessment: The device's compliance with health policies (e.g., OS updates, antivirus status).

* Security Analysis: Vulnerabilities detected on the device, such as known exploits or weak configurations.

A Risk Score of 90 indicates a high-risk device, suggesting that the posture is unhealthy and vulnerabilities have been detected.
2. Analysis of Each Option

A: The posture is unknown, and CPDI has detected exactly four vulnerabilities on the device:

* Incorrect:

* The posture cannot be "unknown'" because posture assessment is enabled in the settings.

* CPDI does not explicitly indicate the exact number of vulnerabilities directly through the Risk Score.

B: The posture is healthy, but CPDI has detected multiple vulnerabilities on the device:

* Incorrect:

* A Risk Score 0f 90 is too high for a "healthy" posture. A healthy posture would typically result in a lower Risk Score.

C: The posture is unhealthy, and CPDI has also detected at least one vulnerability on the device:

* Correct:

* A high Risk Score of 90 indicates an unhealthy posture.

* The presence of vulnerabilities (based on Security Analysis being enabled) further justifies the high Risk Score.

* This combination of unhealthy posture and detected vulnerabilities aligns with the Risk Score and configuration provided.

D: The posture is unhealthy, but CPDI has not detected any vulnerabilities on the device:

* Incorrect:

* Ifno vulnerabilities were detected, the Risk Score would not be as high as 90, even if the posture were unhealthy.

Final Interpretation

From the configuration and Risk Score provided, the device's posture is unhealthy, and at least one vulnerability has been detected
by CPDIL

References

* HPE Aruba ClearPass Device Insight Deployment Guide.

* CPDI Risk Score Analysis and Security Settings Documentation.

* Best Practices for Posture Assessment in Aruba Networks.

B #149

A company has AOS-CX switches and HPE Aruba Networking APs, which run AOS-10 and bridge their SSIDs. Company
security policies require 802.1X on all edge ports, some of which connect to APs. How should you configure the auth-mode on
AOS-CX switches?



A. Leave all edge ports in client auth-mode and configure device auth-mode in the AP role.
B. Configure all edge ports in client auth-mode.

C. Leave all edge ports in device auth-mode and configure client auth-mode in the AP role.
D. Configure all edge ports in device auth-mode.

EfE: A

RN -

* 802.1X Authentication Modes:

* Client Auth-Mode: Requires each connected endpoint to authenticate individually using 802.1X.

* Device Auth-Mode: Allows the port to authenticate a device, such as an AP, as a whole. This mode works when the device
bridges traffic (e.g,, AP bridging SSID traffic).

* AP Role Configuration:

* Since the AP bridges traffic from muiltiple clients, you must configure the AP role to use device auth-mode.

* Meanwhile, the ports on edge switches can remain in client auth-mode to enforce 802.1X for individual client connections.

* Option Analysis:

* Option A: Correct. This ensures the AP itself authenticates with device auth-mode, while edge ports remain in client auth-mode.
* Option B: Incorrect. APs require device auth-mode for bridging, not client auth-mode.

* Option C: Incorrect. Device auth-mode on all ports would not meet the security policy for clients.

* Option D: Incorrect. Leaving all ports in device auth-mode does not meet the policy for 802.1X on edge ports.

E #150

A company uses HPE Aruba Networking ClearPass Device Insight (CPDI) (the standalone application option). In the details for a
generic device cluster, you see a recommendation for "Windows 8/10" with 70% accuracy.

What does this mean?

e A. CPDI has detected that these devices match about 70% of the system rule for defining "Windows 8/10" devices.
e B. CPDI has grouped this cluster with similar classified devices. 70% of those classified devices are
"Windows 8/10."
e C. CPDI has matched these devices against several, conflicting system rules. 70% of those rules are for
"Windows 8/10" devices.
e D. CPDI has used MAC OUI to group these devices together. The average device's MAC address matches
70% of the "Windows 8/10" OUL

EfE: A

fi e«

‘When HPE Aruba Networking ClearPass Device Insight (CPDI) shows a recommendation for "Windows 8

/10" with 70% accuracy for a generic device cluster, it means that CPDI has detected that these devices match about 70% of the
systemrule criteria for defining "Windows 8/10" devices. This percentage indicates the confidence level based on the observed
characteristics and behavior of the devices, helping administrators understand the likelihood that these devices are indeed running
Windows 8 or 10.
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