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¢ Data Analysis: This domain encompasses querying data with XQL language, utilizing query templates and
libraries, working with lookup tables, hunting for IOCs, using Cortex XDR dashboards, and understanding

FEw 71
7 data retention and Host Insights.

¢ Incident Handling and Response: This domain focuses on investigating alerts using forensics, causality
FEy 22 chains and timelines, analyzing security incidents, executing response actions including automated
remediation, and managing exclusions.

o Alerting and Detection Processes: This domain covers identifying alert types and sources, prioritizing alerts

FEy 23 through scoring and custom configurations, creating incidents, and grouping alerts with data stitching
techniques.
¢ Endpomt Security Management: This domain addresses managing endpoint prevention profiles and
FEY 2 4 policies, validating agent operational states, and assessing the impact of agent versions and content
updates.

>> XDR-Analyst& # 7 A b <<

XDR-Analyst& #% 8 5 ¥ & XDR-Analyst¥ > 7" )V [ E £

XDR-Analyst:ABA BB D kG 2 RBIFTC & 0. Bk REaWFGr =725 TwEd. @Ay 2—%
BEL . XDR-Analyst b L —=> 7 A4 FCTL OV ROMEFEE2 T 20BN LF—LE#HAEL T ET. Pab
Alto Networks 11 & T+ XDR-Analyst 2 BHMICBE T 22 < ORBHFEHBL T ET. —H T HHEHBOR
BERUTOET., SFRELSHOBRE2EBRT 2WRESELS LV ET. —H. B3R ELILEEEH
BELLVOTHY . XDR-AnalystERBEOHH L WHEB XA KA VERIFT 2D HKLE £ 7.


https://drive.google.com/open?id=1xMZnNcVh45ouYVEl6gXqqFKJJnFGhgEC
https://jp.fast2test.com/XDR-Analyst-premium-file.html
https://www.tech4exam.com/XDR-Analyst-pass-shiken.html
https://www.jptestking.com/XDR-Analyst-exam.html

Palo Alto Networks XDR Analyst 58 &€ XDR-Analyst 58 5[5 & (Q32-Q37):

HF #32
‘Which statement is correct based on the report output below?
o Operating System Type Distribution

—
/ « BB Windows(103)
133 o & macOS(11
AGENTS 3 Linux {10
o @ Android(¥)
o Agents Disk Encryption Compliance Status “. CVEs by Severity
- -——

/

] * Critical (189)
» Not Confiswed(82) \

133 Hot Suppor ted (4 o\ { 3297 ¢ High(1064)

. I « Medium (1,184)
AGENTS * Not Compliont {2) cVis
* Low(40)

-~ -

A. Forensic nventory data collection is enabled.
B. Host Inventory Data Collection is enabled.
C. 133 agents have full disk encryption.

D. 3,297 total ncidents have been detected.

EfE: A

A -

The report output shows the number of endpoints that have forensic nventory data collection enabled, which is a feature of Cortex
XDR that allows the collection of detailed information about the endpoint's hardware, software, and network configuration. This
feature helps analysts to investigate and respond to incidents more effectively by providing a comprehensive view of the endpoint's
state and activity. Forensic inventory data collection can be enabled or disabled per policy in Cortex XDR. Reference:

Forensic Inventory Data Collection

Cortex XDR 3: Getting Started with Endpoint Protection

P #33
Where would you view the WildFire report in an incident?

A. under Response --> Action Center

B. under the gear icon --> Agent Audit Logs

C. on the HUB page at apps.paloaltonetworks.com

D. next to relevant Key Artifacts in the incidents details page

Ef#: D

R -

To view the WildFire report in an incident, you need to go to the incident details page and look for the relevant key artifacts that are
related to the WildFire analysis. A key artifact is a piece of evidence that is associated with an alert or an incident, such as a file
hash, a regjstry key, an IP address, a domain name, or a full path. Ifa key artifact is related to a WildFire analysis, you will see a
WildFire icon next to it, indicating that there is a WildFire report available for that artifact. You can click on the WildFire icon to
view the report, which will show you the detailed information about the artifact, such as the verdict, the behavior, the severity, the
signatures, and the screenshots12.

Let's briefly discuss the other options to provide a comprehensive explanation:

B . under Response --> Action Center: This is not the correct answer. The Action Center is a feature that allows you to create and
manage actions that you can perform on your endpoints, such as isolating, scanning, collecting files, or executing scripts. The Action
Center does not show you the WildFire reports for the incidents, but it can help you to remediate the incidents by applying the



appropriate actions3.

C . under the gear icon --> Agent Audit Logs: This is not the correct answer. The Agent Audit Logs are logs that show you the
activities and events that occurred on the Cortex XDR agents, such as installation, upgrade, connection, policy update, or
prevention. The Agent Audit Logs do not show you the WildFire reports for the incidents, but they can help you to troubleshoot the
agent issues or verify the agent status4.

D . on the HUB page at apps.paloaltonetworks.com: This is not the correct answer. The HUB page is a web portal that allows you
to access and manage your Palo Alto Networks applications, such as Cortex XDR, Cortex XSOAR, Prisma Cloud, or AutoFocus.
The HUB page does not show you the WildFire reports for the incidents, but it can help you to navigate to the different applications
or view the notifications and alerts5.

In conclusion, to view the WildFire report in an incident, you need to go to the incident details page and look for the relevant key
artifacts that are related to the WildFire analysis. By viewing the WildFire report, you can gain more insights and context about the
mcident and the artifact.

Reference:

View Incident Details

View WildFire Reports

Action Center

Agent Audit Logs

HUB
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When creating a BIOC rule, which XQL query can be used?

e A dataset=xdr data
| filter event behavior = true
event sub_type = PROCESS_START and

action_process image name ~="*?\.(?;pdfidocx)\.exe"
¢ B. dataset=xdr data
| filter action_process_image name ~="*?\.(?:;pdfidocx)\.exe"

| fields action process _image
e C. dataset=xdr data

| filter event _sub_type = PROCESS START and

action process_image name ~="*?\ (?:pdfidocx)\.exe"
e D. dataset =xdr data

| fiter event type = PROCESS and

event sub_type = PROCESS START and

action process_image name ~="*?\ (?:pdfidocx)\.exe"

IEf#: D

e e«

A BIOC rule is a custom detection rule that uses the Cortex Query Language (XQL) to define the behavior or actions that indicate a
potential threat. A BIOC rule can use the xdr_data and cloud audit log datasets and presets for these datasets. A BIOC rule can
also use the filter stage, alter stage, and functions without any aggregations in the XQL query. The query must return a single field
named action_process_image, which is the process image name of the suspicious process. The query must also include the
event_type and event_sub_type fields in the filter stage to specify the type and sub-type of the event that triggers the rule.

Option B 1s the correct answer because it meets all the requirements for a valid BIOC rule query. It uses the xdr_data dataset, the
filter stage, the event _type and event_sub_type fields, and the action process image name field with a regular expression to match
any process image name that ends with .pdfiexe or .docx.exe, which are common indicators of malicious files.

Option A is incorrect because it does not include the event_type field in the filter stage, which is mandatory for a BIOC rule query.
Option C is incorrect because it does not include the event_type and event_sub_type fields in the filter stage, and it uses the fields
stage, which is not supported for a BIOC rule query. It also returns the action process_image field instead of the
action_process_image name field, which is the expected output for a BIOC rule query.

Option D is incorrect because it uses the event_behavior field, which is not supported for a BIOC rule query. It also does not
include the event_type field in the filter stage, and it uses the event_sub_type field incorrectly. The event_sub_type field should be
equal to PROCESS_START, not true.

Reference:

Working with BIOCs

Cortex Query Language (XQL) Reference



B #35

What is by far the most common tactic used by ransomware to shut down a victim's operation?

¢ A denying traffic out of the victims network until payment is received

¢ B. encrypting certain files to prevent access by the victim

¢ (. preventing the victim from being able to access APIs to cripple infrastructure
e D. restricting access to administrative accounts to the victim

Ef#: B
RN -

Ransonmware is a type of malicious software, or malware, that encrypts certain files or data on the victim's system or network and
prevents them from accessing their data until they pay a ransom. This is by far the most common tactic used by ransomware to shut
down a victim's operation, as it can cause costly disruptions, data loss, and reputational damage. Ransonmware can affect individual
users, businesses, and organizations of all kinds. Ransomware can spread through various methods, such as phishing emails,
malicious attachments, compromised websites, or network vulnerabilities. Some ransomware variants can also self-propagate and
infect other devices or networks. Ransomware authors typically demand payment in cryptocurrency or other untraceable methods,
and may threaten to delete or expose the encrypted data if the ransom is not paid within a certain time frame. However, paying the
ransom does not guarantee that the files will be decrypted or that the attackers will not target the victim again. Therefore, the best
way to protect against ransomware is to prevent infection in the first place, and to have a backup of'the data in case of an
attack1234 Reference:

What is Ransomware? | How to Protect Against Ransomware in 2023

Ransormware - Wikipedia

What is ransomware? | Ransonware meaning | Cloudflare

[What Is Ransomware? | Ransonware.org]

[Ransomware - FBI]

B #36
Which of'the following policy exceptions applies to the following description?
' An exception allowing specific PHP files'

A. Process exception

B. Behavioral threat protection rule exception
C. Support exception

D. Local file threat examination exception

IEf#: D

fi .-

The policy exception that applies to the following description is B, local file threat examination exception. A local file threat
examination exception is an exception that allows you to exclude specific files or folders from being scanned by the Cortex XDR
agent for malware or threats. You can use this exception to prevent false positives, performance issues, or compatibility problems
with legitimate files or applications. You can define the local file threat examination exception by file name, file path, file hash, or
digital signer. For exanmple, you can create a local file threat examination exception for specific PHP files by entering their file names
or paths in the exception configuration. Reference:

Local File Threat Examination Exceptions

Create a Local File Threat Examination Exception
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