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Kim, an analyst, is looking for an intelligence-sharing platform to gather and share threat information from a variety of sources. He
wants to use this information to develop security policies to enhance the overall security posture of his organization.

‘Which of'the following sharing platforms should be used by Kim?

A. PortDroid network analysis

B. OmmniPeek

C. Cuckoo sandbox

D. Blueliv threat exchange network

EX: D
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A threat analyst wants to incorporate a requirement in the threat knowledge repository that provides an ability to modify or delete
past or irrelevant threat data.

Which of the following requirement must he include in the threat knowledge repository to fulfil his needs?

A. Evaluating performance
B. Searchable finctionality
C. Data management

D. Protection ranking
EX: C

BB -

Incorporating a data management requirement in the threat knowledge reposttory is essential to provide the ability to modify or
delete past or wrrelevant threat data. Effective data management practices ensure that the repository remains accurate, relevant, and
up-to-date by allowing for the adjustment and curation of stored information. This includes removing outdated intelligence, correcting
maccuracies, and updating information as new insights become available. A well-managed repository supports the ongoing relevance
and utility of the threat intelligence, aiding in informed decision-making and threat mitigation strategies. References:

* "Building and Maintaining a Threat Intelligence Library," by Recorded Future

* "Best Practices for Creating a Threat Intelligence Policy, and How to Use It," by SANS Institute

R R #82

Jame, a professional hacker, is trying to hack the confidential information of a target organization. He identified the vulnerabilities in
the target system and created a tailored deliverable malicious payload using an exploit and a backdoor to send it to the victim.
Which of'the following phases of cyber kill chain methodology is Jame executing?

A. Exploitation

B. Reconnaissance
C. Installation

D. Weaponization

ZE: D

fE R A -

In the cyber kill chain methodology, the phase where Jame is creating a tailored malicious deliverable that includes an exploit and a
backdoor is known as "Weaponization'. During this phase, the attacker prepares by coupling a payload, such as a virus or worm,
with an exploit into a deliverable format, intending to compromise the target's system. This step follows the initial 'Reconnaissance’
phase, where the attacker gathers information on the target, and precedes the 'Delivery’ phase, where the weaponized bundle is
transmitted to the target. Weaponization involves the preparation of the malware to exploit the identified vulnerabilities in the target
system.References:

* Lockheed Martin's Cyber Kill Chain framework

* "Intelligence-Driven Computer Network Defense Informed by Analysis of Adversary Campaigns and Intrusion Kill Chains,"
leading to the development of the Cyber Kill Chain framework
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Enrage Tech Company hired Enrique, a security analyst, for performng threat intelligence analysis. While performing data collection
process, he used a counterintelligence mechanism where a recursive DNS server is employed to perform interserver DNS
commumnication and when a request is generated from any name server to the recursive DNS server, the recursive DNS servers log
the responses that are received. Then it replicates the logged data and stores the data in the central database. Using these logs, he
analyzed the malicious attempts that took place over DNS infrastructure.

Which of'the following cyber counterintelligence (CCI) gathering technique has Enrique used for data collection?

A. Data collection through DNS interrogation
B. Data collection through passive DNS monitoring
C. Data collection through DNS zone transfer
D. Data collection through dynamic DN'S (DDNS)

EX: B

R -

Passive DNS monitoring involves collecting data about DN'S queries and responses without actively querying DNS servers, thereby
not altering or interfering with DN traffic. This technique allows analysts to track changes in DNS records and observe patterns that
may indicate malicious activity. In the scenario described, Enrique is employing passive DNS monitoring by using a recursive DNS
server to log the responses received from name servers, storing these logs in a central database for analysis. This approach is
effective for identifying malicious domains, mapping malware campaigns, and understanding threat actors' infrastructure without
alerting them to the fact that they are being monitored. This method is distinct from active techniques such as DNS mterrogation or
zone transfers, which involve sending queries to DNS servers, and dynamic DN, which refers to the automatic updating of DNS
records.

References:

SANS Institute InfoSec Reading Room, "Using Passive DNS to Enhance Cyber Threat Intelligence”

"Passive DNS Replication," by Florian Weimer, FIRST Conference Presentation
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Flora, a threat ntelligence analyst at PanTech Cyber Solutions, is working on a threat intelligence program.
She is trying to collect the company's crucial information through online job sites.

Which of the following information will Flora obtain through job sites?

¢ A. Open ports and services
¢ B. Top-level domains and subdomains of the company
e C. Hardware and software nformation, network-related nformation, and technologies used by the company

ER: C

fRRE R «

When attackers or analysts search job postings on online job portals, they often uncover technical details madvertently shared by
organizations.

Job listings frequently mention:

* Hardware and software used (e.g., "experience with Cisco firewalls, Windows Server 2019").

* Network details and tools (e.g,, "knowledge of LAN/WAN, AWS, Azure").

* Security technologies (e.g., "SIEM tools like Sphunk or QRadar").

This information can help analysts identify the technological footprint of the company, which is valuable during threat profiling or
reconnaissance.

Why the Other Options Are Incorrect:

* B. Top-level domains and subdomains: Obtained through DNS enumeration tools, not job sites.

* C. Open ports and services: Found through active scanning tools like Nmap, not via job postings.

Conclusion:

Flora can obtain hardware, software, and network-related information from online job listings.

Final Answer: A. Hardware and software information, network-related information, and technologies used by the company
Explanation Reference (Based on CTIA Study Concepts):

CTIA recognizes online job sites as OSINT sources that can reveal technical environment details about organizations.
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